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1.1 9 jHjded §

JfdmMOdedw ¢ 5 30 dzH ) HOdzgdetsd3 telz € tso tsH Mis 8 j Misindzisdeddlzr o fd20M difdte
Viwjuddadeiz LHif MfdmMse CsROdH weodv My { sHfctdctefdf*si2d3r Sdisfd3
CBBEZsOsteOdid-1260 tdd DGS

KjdzjoOw OkuHdlstdW

{ESsosHMlsots i) HdOL dgOYj dzes Hdz" Tjlji-mHy3 yde ddigd&issol G s d
Hdz"  kftwOodyj dzdv CtdsBzlsOlttetsd ddsjteWj2Mm CodkOdHEs2 Mt
qdzs j 6¥ j 2 tse kftwOodzj ded™ € SESHLASDS s & QR diRzts@E st ) . 1 Ofl
kS sosHMiso s ©OMMUdlsOdts dz0 f(d Lo Olsjdzj?2, LdOSsHRIn f G
stecOdedL Oydd Mo tej e dpld fifdzddsy SO diz" dBts M lsi 2 ([ 1 w)

vindzseo dzr | BB BL dzZOyJ ded W
vidzse desjy GB L dZOYJS § d Odzed |

) sdzzy qeder 2 htedlls ssdOdHT , sfydd CtsdOdH d Cdzv yjor
CEdiOdzH dzs?2  MbtetsC ) dzj SBASHJ KBS oo
ftoj HiisiBo daj HOdzsdzsds H IS lz s dzlsy .

suteRrR] 104 dl1 3 OteOdzj IsteT ddzd L dzOy4d dzd v, Clstster
9o9BH] HOwLOR] stctsa o CtsdBOdzH dets?2 Tk
WOSkduimSdy L dOyjddw, Hizw ¢t
HOdzdets 2 € scBOdzH T .

S OHEOIdy j] MCtsBC(r s txdisdg dz' dats § L dzOyd dzd 4§ d dzd dz0
Ot lzd3j dzlstso .

Andektedzr § MEtsBSCd {pdz sjtedzOlIsdoder § Cdz® ydioerjy MmMzsea © L C
d tOLHjdvelsw 9o jtlsdl Odz dets?2 g tels
9" BteOIs! BHddz dL 90tdOdzsse, tOLH]J

l jtelsdC Odz dzOw yj el s sdzded Is§ dz' dz’ § L dzOyj dzd v d dzd 0]
CoOH©OId § MEssBCd d ©WOLHJd&vE I
f teOQo d dzts, dzj 5B - SH J BEs £C OL Ols!
LdzOyj dzd?2/ Oteclzd3j delstseo, t©WOL HJ dzj dzdz" R

Aol lsdzs? NiedWls CoRfsd Lizjlsmw Hdv ddds MisteOydd teOt
9 Cdzs yovw ftod@gews' MCtdsslse jIlsMmise 24 fine
ftod dzj ter 9 H O dzdzts d3 tczC o tsHMIso j
Cdi3BBlzIs OB@EIEBSHE2 8 X MP  fj t6-d250. DG S

ltojHEZftej Y H]ddW
lted dMmytsd Ltso Odedd HOdzdpEayts Lt O alAs widflvs ¢ sRBBZIsOesd 5B 6
mdzjHize "dj HtejHlzdte]yHjddyw.

’ﬂ.
“ ) o d B3 YO DO O Jd¥ sEBOYdY, CsksBOw &t
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Efmlstes2 flse O.

ng | dzd BOdzq fdzlt seBOYGY & MdskEOYydwrR, Csbttr .
Emlstes2 flse Pog &z Otztigls 7, d MYy shmseOF dr § 6]

i‘,i ltejHifte]NHjfdefijnzftejynjddd © ftlsjdydod
= sBtckzHBSo Odzdw ddzd EcetetsL g Hdzw ydrded d L H

1 sHCdzs yjdzdj € CStdfisd desdBz f stelsk

sdzimsdz: dz" 2 Y stels dmftsd LizjlsmMw Hhw OfsdzB dzs Mzt dC ( GHzls) to ¥ [
1 sHC dz¢ ydisyd Cdzmtsdzy dzr 2 OB j dz (anrtBHdIs ) CdiRf dzj € Is f ts
fsmMdzi Hs9 Olsj dz! dzs sz ( COM) fsteclsl Codi3f! -5 t® § tcdistdsdasEz f
CoBBEzISOILO.

[ dzv Hismiskf © € ddas| eWeisEdlz (ChEdzQ dzrudetsd L MIE sdzmtsdzy dz" 2 f tstels  dz
L Bedzv stste Isj tedzd dz0OdzO, dOfteddsjte, PuTTY ddzd Tera Term. 1} ted
115200 Bdls d or €Cdz¢ yd dedzOw W Ed2C ydw Fl ow control.

I smdzy LOojth jdedw LOGELSd fvoadlsmw tCds HdzW o9-atHO CLI .

[fdMOddY ¢ K0 dzH

RdzW BtedzOydw t5 COYHB2 CtsdBOdzH] © HOdMtsdH kzCsotsHMmlse ftojHM
T JIfdMOwgEpOstsj tfdmodd) WEkdSydtsdodzd ¢ tsdkOdzH!
1 & d dzls OCifipdsiy dzOv W steBO S BOdZH' d Qo ddzO jj dzOf dfmOdedw .

1 1060k EwBOBEdYO M C©OCdd @ ddyodzdy did dz sBBY L Ols j dz' dzr -
f OOk sese d dn dMisd LsoOddjd o S sdOdH .

T ' Edsdzyoidkijtrd CSBORHO LOHOjIs dsetj L dOuyjddj Ctd¥dcl
Msmissw ddj StBBkkOltttd, Colstt’ j Glsddyosshy s dOflst
HOdzd f tsdzj .

T tidxdds 99H0O T tei3®dus, 9 Cthtttttd oL Bty ds Jdhfsd Liss C
sfdmMOdzr o wWOLHjdz ctiydd3r o9otsHO Ctsd3OdzH e

T R sdz’ L 50 Odzd § 1 CHS|HORAR'" dzts j st dmodad j CtsdBBOdzH " d tOL dzc
dmf sdz' L s Odzq v .

led B pted B 6 d MY B dzCisEp@lfdsH =~ sHY "] & Myl &zOtdd

=a

tdddd3" o9o9tHO € tsd3OdzH

I ddzsjte¥ j2Mj CtBOdHdS?2 MistesSd (CLI) dfftd LEjshmy dzjf
Hsfiskf dzr 7 Ct®ROdH L OadMmdl tls tjyddB0 §tsd L 58)0Is jfdendzi 1 o
ftodcd&zOh jdedw Mmdmisi &3 it f dtisdw jClds dgO'danj MisdsMiskzf dzr = f sdz L 59 O
CoiROdeH dzs 3 toj X  d3d .

Il ddzlsjteWj2mj SodB30dHds? Mbtestd (CLI) Hofiskzfdts dzj MSsdz ¢ s
1 OL s jJ tejyddi :
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I EXEC Mode

i Global Configuration Mode ({ j % dédgzts B O df sz d ¢ e Oy d d

ljteirnbH o My Jjiydodz dzf Jesp Pdedg™ Szl g &) b B dzGIghslionfiquratidaj 3 d 30O
Mode.

EXEC Mode

) SHHjY o O jlsMmw Codstesd d kftwOody ddj ofj2 dJd¥ stedzkOydj 2
5OCy | dBsyjls fshmdoOseds Ols! d odasfmdls! dzsBr § L dsj daj ded™ o

Global Configuration Mode

[ Odzdz" 2 tejyddd fsLotsdvwjls odesmdls! dL d3j dzj dzed v 9 G dztsB Odz! dz'
ftodd3j dzgj dgdVv G dzsBOdz! dgf = dOMbstesj & Hdzv oMji2 MdMmlsj &3r , H Odzdz
9 My Jiydodz dzr § ted ) dd3r Csde dekztedtoso Odzed © dz' dptsl2v  Chsliy isieyizGe ©
fsdzt L 59 Olsj dz Hsdzy J donigarg feisnchal © s 3Q ozd H3j MoHeX E C

]l MmMzinkshjdg fteddiBijted §5COLOdts, COC ots2ld o tijydds Gl obal

Switch# configure terminal

Switch (confiqg) #

S RBOmK@ MY sdz! LizjlsMw Hdv of AHO dL tj )y ddBO ¢ dztsBLO d jdgsRBIL s d
EXEC Mode.

Switch (config)# exit

Switch#

1 steWHEBSS Hj2Mlsoad?2 HAdzY oaatHO o MfjydoOod dz@ j tjxddzr fHtoj HMIs
[Odzdz’ | CBOdHdy j iydd dhfsd Lkzskshy HbY Csdidcbtdess O

UBLHOd] (sd LsoOljd ME2 bkyjlsds2 Lofdnd
[ By des MBLHOY) edZLjdr jOtedd fSd Lo Olsjdj?2. Clls ©OLHj & {
Eujldizs LOfdMm f §fodkshi s ddsjthj2M0 CskOdHds? Mt
« ltod Bj WOdidsj : ZBsdzyOdzdé dz@ SCtsBBzlsOsE] bkyj dOMsts]
Y fsd Lo Oljdv. REBY Sd Lo Olj @ofdidtesd Hov | ss2 &
t Ommdislsted 3 Mdzj ke h d2 §ted i3j 6.
Switch#configure terminal

Switch (config) fusername account password account

] HOdgdesd3 ftedd3j oy d3" Hosdzeyddzd .Hsflskzyf € CtSd3OdzHj user name
T rodzj dMmYf sdz' L kj onfigureS terdgd azHHOZW fitcjrBHO € G dztsB O dz! dzt
CodWdektcOydd. | Odeder 2 tojyddz § sL asedramjels dMmf sdz? L s9 Ols+ €

T w f tsfdg ¢ s ddprame account password account MtsL HOJ Ismw Zyd IsdzOw
f sdz' L s9 Olsj dzWacchuntd] d3jf d@icdgaimiini

eartcOdzdlsy IsjSCkhkzs Codzt e ztcOydd s (running configuration
configuration), Ylststs BAztsPIs g @ j Lo@mg i dfdg J € dL d3d dzgj ded W dzj
MdziHkEs h jd&3 fteddgd ey 5COLOdets, CO¢ MBrteOdzdls: IsjCkh ks ¢ tsdaW



(S BotHMlse & 1§ Sdb L) kHPAE'D dzt” § BBEEISOBE0 2 kisso dgv
DGS-1250

Switch# copy running-config startup-config
Destination filename startup-config? [y/n]l: v
Saving all configurations to NV-RAM.......... Done.
Switch#

yissBr ftsdzkzydls: HMmbskzy ¢ ddsjtwWi2hk CsB0dkHds?2 Mt d §t
dL Eyjlsdes,?2 dzjiofefAnsH ddss 99 jMmisd desotsy dqdisw §dz LsoaOlsj dzv
ded o J .

DGS-1250-28XMP Gigabit Ethernet Smart Managed Switch

Command Line Interface
Firmware: Build 2.01.001
Copyright (C) 2020 D-Link Corporation. All rights reserved.

User Access Verification

Username:admin

Password: *****

sstsBh jdzdw tsB BhdBCJ
[ Mdzd SRRz OSE dj ©OM{sL dOjls o8 jHjddzgks CdBOdzHE, fEwe
JozW stedsOYydj2 5 ftespdzj Bj. wfdmsS o slssddz) i dedx[B.sS o] Hils

dastsBh jdedj B tShdiJtf dMOdad J

Ambiguous command l 9 jH] dets dzj Hisfls Ols sy dats Cdzs yior na
CtsdzOdzH ™ .

Incomplete command lojH]d dzg o myJ steiBlZzj B J Codzs 4y ¢
CtsdzOdzH ™ .

Invalid input detected at “marker Stsdi3OdzH Q dz@ joaj C tstetcj € Is dzts.

I fted®jtej dedyj §5COLOds, COC cjdgjtedekzjlsmy fMtstseh jddj -
Switch#show v

Ambiguous command

Switcht

I fed®jtej dedyj §56C0OLOds, COC cjdgjtedekzjlsmy Mtsseh jddj -

Switch#show

Incomplete command

Switcht

I fted®jtej ddyj §560LO0ds, €OSC ¢jdzteditpatjdgted. sseh j dzgdj tsB
7
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Switch#show verb

A

Invalid input detected at “marker
Switch##

AbdzCydd tjHOCkdtese Oded W
Rdzls jteW j 21 CBOdH dzs?2 MlstsSd CSBEklsOtE0 §SHH By do Ol M

s ZOa dh O {fdMmOded J

Delete VHOdzw jIs Mddotsdz § sH Cktemtstetsdz d
MtetsCd odzj o 5.

Backspace VHOdzv j Is fipdaget®dz sIs CEemMtcO® d (4 t&
Yyofmis! MmMlstesCd odzj ots.

Hlstej ZC O odzjots ljtejBihOjls Chkteftste oadzj ots.

Hlstoj ZC O oftOots ljtej®BiNOjls Cktefste aftcOo s,

CTRL+R ]l Cdzs yojls d lsCdzg yojls WkdzCyde afy
5jCmls dsydts osmMsOodls: o MBS M
fited BiNhjdzO of tcOofs. lted or" Cdzs yj d
MstesCk, O MkOtr 2 IkjCMls Oolksdolsdy

Return ltesCtekydeo Ojls odzdL dz0 MmMdzjHE® h 28
99BHO CtBOdzH T .

1l tosB j dz ltesCtekydo Ojls odzdL @eld iz HIZE M 28 fr

ESC JTotsH dL tltBitOy 0 ©3s?2 MisteOded yr .

Addz steOyYdY tojLbd SOlssashow o sSHO § sdBOdzH '
[ dzv Wddz seOydd tjL zdz sGlmwma My Salzsw @ GHBOMEH HEZE W ] f OO, |
9 begin FILTER-STRING i HOdzdz" 2 fOtOBjlste dMftsd LikzjlsmMy HdY kB
Cdic O Msof OHOj s M M2 Wdd 0.
9 Include FILTER-STRING i H Odzdz’ 2 fOteOd3j ste dmf tsdz! L zj Ismw H dzw slist
Msef OHOs h dn Mt M2 Wdd SttO.
9 exclude FILTER-STRING i H Odzdz 2 fOttOd3d Iste dMy sdz? L 24 smw H dzw d m
Msef OHOs h dn Mt B2 Wddz s
Il fteddzjtey dedyd ¢ OL Odes d beis BETERSITRING g & ©dpEDaigy. Js tc ©
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Switch#show running-config | begin line console
line console
session-timeout 0
!
line telnet
!
line ssh
!
protected-ports route-deny
!
ssh user admin authentication-method password
!
interface ethernet 1/0/1
authentication host-mode multi-host
ddp
!
interface ethernet 1/0/2
authentication host-mode multi-host
ddp
!
interface ethernet 1/0/3
authentication host-mode multi-host
ddp
!
interface ethernet 1/0/4
CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

I fteddjtej ddyj §6C0LOds dmyuleliLTERSORMG o fSCaigslgaMSjte O
Switch#show running-config | include Firmware
d Firmware: Build 2.01.001

Switch#

I fed®jtej ddyj §560LOdts (exflimdFILTERSTRNG & § Ots@Ssgas tc O
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DGS-1250

Switch#show running-config | exclude !

Building configuration...

Current configuration : 2654 bytes

line console
session-timeout 0
line telnet
line ssh
protected-ports route-deny
ssh user admin authentication-method password
interface ethernet 1/0/1
authentication host-mode multi-host
ddp
interface ethernet 1/0/2
authentication host-mode multi-host
ddp
interface ethernet 1/0/3
authentication host-mode multi-host
ddp
interface ethernet 1/0/4
authentication host-mode multi-host
ddp

interface ethernet 1/0/5

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

10
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2.1 0L o' j C fd@sdgHe¥ j 2 MO S sdkOdH dzgs?2 MistesS d

2.1 help

[ OdzdzO" CRORHO dMytd LEjlsmy HiY slsBtOyjddY CwOlsS 2
CskOdmpn o B 6% ddj.

help

) OO ster

14d1s.

1 5 kdssdyOded ¥

14d1s.

tdNdd3 99BHO CdOdzH '
EXEC Mode
JeBwd yddsdzl e zted s Odad W

RMftsdz LsoOdedy S BABROdzH T
sEROBEPI MY sd LizjlsMy Hdv f§odzyjddy S©0kCts?2 MftOotsyds? do

T

[dzv ket ylktser f§odkzydl' Mfdmss SCsdOdH Ho&Y ¢ tds ] s dat
99 jHdIs] o it MmddeQcd (d2 ) .

[dzv fsdzeyjddy MfdmCo CtdkOdH, d&Ooyddo:shdofmw f SftejH,
S teOh j dedzzs CtsBOdzHE d MdzjHEs hd2 LO dzgj?2 otfteshdlsj d
ZOL ™ 90 kv fifdB®e@eRr d hel p), §slstsdkz vyt oC dsjRj offtgH J
Mizso © ddzd Owekdij dzlsr, dz2OyYyddzOs h dimw ) o9 jHj ddsects MBC (&

[ dzv Itsets yYlsser § sdzzydls! M dMtsC H Gzdze i do'j i | Gpgztzdets A Ots
99 jHdIs] o CtdB3OdzHdets?2 MlstetsCj otsftetsdlsjdz’ dzr 2 L dzgOC ( ?)
vsOCOw WHE®OCH dzOL '™ o O] If igyd dasfOd RptfiigRdzH " (command synt
itz ybts dz0 fsCOL290jl oL dBydr j Cdzgyjorj Mmdzse
990 jH]jdedzs?2 CtBOdzHT , Cdzyjor s Mmzse ddzd Ot kzdzj dzlstse .

}ted di3d te
] HOdGksd ftddjte] §s6OLOdsH' dielf i s Odeji O C € BOWS ¢
oL sy desflsj 2 fdMmlsj dsr MO €.
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Switch#help

The switch CLI provides advanced help feature.

1. Help is available when you are ready to enter a command
argument (e.g. 'show 2?') and want to know each possible
available options.

2. Help is provided when an abbreviated argument is entered
and you want to know what arguments match the input(e.g. 'show ve?'.).
Tf nothing matches, the help list will be empty and you must backup
until entering a '?' shows the available options.

3. For completing a partial command name could enter the abbreviated

command name immediately followed by a <Tab> key.

Note:
Since the character '?' is used for help purpose, to enter
the character '?' in a string argument, press ctrl+v immediately

followed by the character '?'.

Switch#

ddzj HEE N 2 dtodd3jtc fs5COL" 9 0Oj sy f f)f cdzerl s 5B ded s O MY tzPw C § s BO dzH
Privileged EXEC, zOyd dz0s h drafmw ) c¢cree. 1ezG8oar 99 J HJ dadzr
Sleste Oy O sfyw g0 Mdzj Hize W j2 MbstesSj, ybt fLotdvjls fd Lo C
Switch#re?

reset renew rename reboot

Switch#re

gdzj HEE hd2 fHtoddidjte YCOLT 90jIls (ol fisdzizs @S d@dzH © i) tcfOm LC adts dzw
fsdzzydls! dzjHtsMisOr h d2 Oteekdij dals Hdzw yYOfMmisd ydets o ojj HYjjdmeigsR €
otsftesMdlsjdz dz@ &3 L dZOSC s (?2), OS] GlstsBteOy O Isfmw dzO Mmdzj HE
fosHisd) dls! 929BH Ctd3OdzH "

Switchf#telnet ?

A.B.C.D IP address of a remote system
WORD Telnet destination hostname
X:iX:X:X::X IPv6 address of a remote system

Switch#telnet

2.2 configure terminal
[ OdzdzOW CBRBOBZHO dMisd LEjlsMwy HdAkv o9"tHO o tBjxdd ¢ dztss Od
Mode).

configure terminal

1 OteOdBj Ister
1 d.Is

12
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15 ZdisdzyOdzd s
14d1s.

tdddds aosHO Ctsd3OdzH '
EXEC Mode

RMftsdz LsoOdedj S BAZOdzH T
RMMfsdzt LkE2I] HOdedez® CBBRBOdHE, yYlstsB' ots2lsd o tjiydd ¢ dztse Odz

) od d3j te
] HOdEksd ftddjtc §sCOLO0ds, COC ot2kd o ©jydd ¢dtssOd ds

Switch# configure terminal

Switch (config)#

2.3 login (EXEC)
[ OdzdzOY Ct5BOdRH O dMfsd Lizjlsmw Hdv dOMstes2¢d ddij ded §tsdz L s

login

1 OtOd3j Ister
14 1ls.

15 ZdisdzyOdzd s
14 1s.

tddds asotsHO Ctsd3OdzH T
EXEC Mode

RMfsdz' L soOdzedj S tsd3OdzH T

[ OdzdzOY CEBOdRHO fddj dv jlsmw Hdv fdjd §sdyysdaeRj ofdnsE
{OLtjh jdts Isted s 15Cd oRBHO o ddsjteWj2m CEBBEsOsLO. I
BEHEIS dgj bHOyde 3, §d LseOlsjd ojtedzjlsm™ ¢ §todcdzOh j dad®
dzj osotHdlMY dzdC OC AR H Odzdd) IS dgd jinfed™ R ®H G dzfUs iy pls dgss? L Of d f

1 tod d3j te
] HOddsdz ftedd3jtced fsCOLOd ftesyjMmMim oantHO o Bkyjlsdzkze L OfdMm

Switch# login

Username: userl

Password: XXXXX

Switch#

13
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2.4 logout
[ OdzdzOV" Ct5BOHO dMftsd LEzjlsmw HdY LOs jteh jded¥w OCIsdodets?2 ]

logout

1 OtlOd3j Ister
14d1Is.

15 &dgyOdad &

14 1Is.

tdddds sotsHO CBBROdzH '
EXEC Mode

RMfsdz' LsoOdedj S BAdROdzHT
[ OdzgdzOW CBORHO dMysd LEjlsmw HdY L Osjteh jddw OCIkdoe dzts? Mg

b eddd e
I HOdEs®R fteddjttj ffs5C0LO0ds, ¢O0¢ o' 2kd dL fMmdMmlsj & .

Switch# logout

2.5end

[ OdzdzOVY ¢ sdBBOdzH OV d Mz dzior EBjslsii® L bjSkEhjes tiydiO0 CodWda

o' Mh jB tiyddkz o djtwOtendd CLI, Is. j. ¢ tjyddz EXEC Mode
end

1 OO Iste
14 1s.

1 5 & dsts dzy O dzd

14 1s.

tdddz 99tsHO S dB3OdzH '
EXEC Mode
B2 tjydds CsdW dekztedtotso Oded W

RMsdz' Lsoa Odedj ¢ Bd3OdzH T

[ OdzdzOW ¢ wEdpddeHid L 2 j smw Hdzw  oBLOtOM jddw € or" Mhjidgk tod y d
dzi L O dfipd s tsls Isj SN jets tojdBO dqdzd fsHic] Y dBO CsdW Jqekted to

14
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1 ted 34 to
) HOdgdesd3 ftod dzgd ted § 5€ OL Odets, CO¢C LOajthdls! i Odzip OB SIsT
(Interface ConfigurationMo de) d o jtedzizls v o iy dd3 EXEC Mode.

Switch# configure terminal
Switch(config)# interface ethl/0/1
Switch (config-if) #end

Switch#

2.6 exit

[ OdzdzOW CtsdBBOdzH O M sdz! LEjlsmw Hdw o' aHO dL bjSkhjets tj
ftojHr HEN J &S t6j ) d BE. ( Mdzd IjSCEhdd tjyddssds wodzw jlsmw EX
fosLeosddl or2ld dL IsjSkhj2 Mmjmmdd

exit

1 OOz Ister
14 1s.

15 ZdisdzyOdzd s
14 1s.

tddds sotsHO Ctsd3OdzH T
EXEC Mode
JeBts?2 tiyddy SsdWdebktedtetseo Oded W

RMftsdz LsoOdedy S BAdROdzHT
[ OdzdzO" CROdZHO dMytsd LikjlMw HdY o' A8HO dL kjCkhjcet toj

ftojH HEMN j B iy ddkz. [Bdd"B&e kit srdRBEXEC Mode ddzd Pr
9" ftsdzdzj dzdj S BRBOdzHT exit fwsLotsddl or2kd dqL IjSkhj2 MmjMmh

1 ted d3d to

] HOdzdets s fteddsjtcj COLOd ftesyjmim oLoteOf jddw dL tej ) dc
Configuration Mode) o tojiOyddf c(dadBothdz | dzts0 nCftd dghvudrealztd on Mo d e

Switch# configure terminal
Switch (config) interface ethl/0/1
Switch (config-if) #exit

Switch (config) #

2.7 show environment
[ OdzdzOY CtBORHO dMYitsd LEzjlMw Hdiv Gty jdd™Y dd¥ stedkOydd

show environment [fan | power | temperature]

15
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) OO ster

fan (JfydBsdzOdy IBY dIs § , Ylstser tslds@sdz te
Jgdztt stedzOyds t Mmisswdedd o4 dalsd dzv Is =

power ({fydsdzOda UaB) dIs g , Ylstser slstsB to
dJdW stedzOyds s §dlsOded d

temperature Ylstser slstsB t6

fyqddzOdy By dlsj
Y stedkOydy © Isj &fjcOlskie].

15 ZdisdzyOdzd s
146

tdddds sotsHO CBdBROdzH '
EXEC Mode

RMftsdz LsoOdedy S BABROdzH T

[z StejHjdjdedzr 2 §OLORIsSte dzgj L OH Odz,

1 ted d34 to

] HOddesdE feddsjtej §sCOLOds, COS sktstOL dls!

fqsOdzdd kfmlstes2fise O.

Switch# show environment

Detail Temperature Status:

Temperature Descr/ID Current/Threshold Range

33C/11~79C

Status code: * temperature is out of threshold range

Central Temperature/1

Detail Fan Status:
Right Fan 1 (OK) Right Fan 2 (OK)
Detail Power Status:

Power Module Power Status

Power 1 In-operation

Switch#
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(S BotHMlse & 1§ Sdb L) kHPAE'D dzt” § BBEEISOBE0 2 kisso dgv
DGS-1250

[scBEOY O] & | §O©Od) st

Power status 1 In-operationi d istsydzd ¢ § JlsOfrtcp.Ob tz
T Failedish dBS O o tOBBGI] dfistsydsdS
T EmptyidfmksydedS § dlsOdedw dzj f sHC

2.8 show unit
[ OdzdzOY Ct5BORZHO dMfsd LEjlsMy HoY ltsBteOy jddw B j2 dd¥f t5
show unit

1 Otec Olsi3g '
14 1s.

15 ZdisdzyOdzd s

14 1s.

tdddds sotsHO CBdBROdzH '
EXEC Mode

RMftsdz LsoOdedy S BAdZOdzH T
[ OdzdzOY CsROBHO dMisd LEjlsMy HdY sksBEOyj ddY Jd¥ sedkoydd

1 tod &34 te
] HOdEksdr ftddjt) §s6O0LO0ds, CO¢ shktBtOLdlk! JdisedOoyd: 6

Switch#show unit

Model Descr Model Name

24P 10/100/10008 o + 4 106 sERe psazsozeme
Serial-Number Status Up Time

oesizsonozeso o oomomEses

Memory Total Used Free

kAN 24368 K 125248 K 118020 K

FLASH 45220 K 24920 K 20300 K

Switch#

17
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2.9 show cpu utilization
[ OdzdzO" CBBORHO dMfsd LiEzjlsmy HEY SktsBOy jddY Jdistedoydd

show cpu utilization

1 OtlOd3j Ister
1 d.Is

15 ZdisdzyOdzd s

14 1Is.

tdddds sotsHO CBBROdzH '
EXEC Mode

RMf sdz L soa Odzdj S BdRBOdzH T
[ OdzdzOw Ct5dBBOdZH O SlIssBKGOY OjIs HOdzdzr § (tiste @ Oletiedzd £ 19 O Iy telfls teO@lz! td
5 MdSkdzn, 1 BJdzlskz d 5 iddkls.

) ted i3) o
| HOddsd feddjt §sCOLOds, CO0C fodzydlks' Jd¥sedoyds & L

Switch#show cpu utilization
CPU Utilization
Five seconds - 12 % One minute - 12 % Five minutes - 12 %

Switch#

2.10 show version

[ OkzdzOW CBOBHO dMYtsd LEjlsMy HdY tSltsBEOy jddw dd¥ stekOydd
show version

1 OOl Iste
14 1s.

15 ZdisdzyOdzad s
14 Is.

tddds aotsHO Ctsd3OdzH T
EXEC Mode
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DGS-1250

RMfsdz' L soOdedj S tsd3OdzH T

[ OdzdzOW CtsBOdzgH O f tod d3j dgv j Isfyw H dzw
1tod d3j to

] HOddksdG ftoddkjtei fsCOLOds, ¢OC

Switch#show version
System MAC Address: F0-7D-68-12-50-01
Module Name DGS-1250-28XMP

H/W A1l

Runtime 2.01.001

Switch#

2.11 snmp-server enable traps environment

Ztctso dgw

SlstsB Oy 4 ded v

SlstsBtcOL Is!

ddev ste5Oyqd

ddW stedzOyde s

[ OdzdzOW Ct5BOZHO fsLotsdvw il §fsdzkyOlk: kteOfr  Momisswddd d
r dzvw tslsCdzs yj dedw HOdzdes?2 € sd3OdzHno. o s sdzt L 221Isj ! W stedits?2
snmp-server enable traps environment [fan] [power] [temperature]
no snmp-server enable traps environment [fan] [power] [temperature]
1 OtcOdy Ister
fan ({0 yd sdzOdz! dzts) LEOYdIsy H dzw f tsdzlz
9 jdzZsddzv sstets o, Yybstser f sz yOls f
(sMisOdztse € O 9 jdzsddzv Iststc © d azd
9 jdZsddzv sstc @) .
power ({0 yd sdzOdz! dzts) LEOYdIsy H dzw i sdzlz
fdlsOdzd v, Yylstser f sdzz yOls! fteiHEH1
fdlsOdzdw ddzd etsmmlsOdasodzj dzgdj H dlsOd
temperature ({0 ydsdzOdz! dats) LEOYdIsy H dzW i tsdziz
Isj B j tObkzter , Yls ts 86§ H HAfftsalzirpnQjisdzd § f
(ftejorhjdadj Hsf s d &' - fOttOd3] |
otsmMmlsOdzso dzj dzdj Isj B j eOlslzter ) .

15 ZdisdzyOdzad s

I Ed@isdzyOdzds ftsHHjEYCO ItcOff So

t 4 dodp s HE @ ABO dzH T
Global Configuration Mode

19
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RMfsdz' L soOdedj S tsd3OdzH T
roddz CtsROHO ftLotdVjls §fsdzzyOlk! IOfr  tOBBGI] o] dalsd dzw
{ Mdzd dzi ESC OLOdz tsftejHjdzjdeder 2 §OteORiIste, 9Cdzs yojlsmw G SHHJ

}ted &34 te
] HOdzdesds feddsjtej §t5COLOds, COC oCd*ydl! kiofr .

Switch# configure terminal
Switch (config)# snmp-server enable traps environment

Switch (config)#

2.12 environment temperature threshold

[ OdzdzO" CROdHO dmitsd LizjkMy HbY &ZOMsts2¢d fsEscEsor B L
[ " oGSLOo®©OKO ¢ &OMsEE2CO0d 5 dodEyOdds ossmitsd LEk2Isjh

environment temperature threshold thermal [high VALUE] [low VALUE]
no environment temperature threshold thermal [high] [low]

) OLO®] ster

high YqdoodzOdz! dets) vCOYdlsy o jtorndes ¥ Gt

(47
Ajd fdw. 1 shiskyf jld OH A @LODdz s

low [fydsdOd ds) vCOydls) dedydzs® &tec
jdz Mdw. 1 sflbisifz-M0st (O 0200. 1 d

(
A
By jls Brlsy orhj ojtrndsj? cteOdedyr .

15 ZdisdzyOdzd s
14 1ls.

t 4 dodp sSHE@GBROdzH T
Global Configuration Mode

R sdz! L soOded] SCtd3OdzH T

[ OdzdzOV CtsBOdZHO dMf sdz’ LizjlsMw Hdzv dOfMstes?2¢d fstesetsa 7 L
ozl EZMlstets2Mmlse O, Mtstslse jlsMisakzs h dhi dstedOdz desdisz Hd Of OL 5dzlz
HOLYdSseO. 1dydvv cteOdzdy® IsjiZf jtcOlskztcdzesets HJOf OL sdzO@ dgj o
HJOY OLtsdzg Hsdzy jdz B Ist 9o ftejH]jdkzOR d&dded BzBZ0 1§ kP ndfizdzdzOr |
Hdzv HOLYyde¢o. ltd fftwwjorhjdzedd LOHOdEses §stescec® BEHjI Gls

) tod &3 te
] HOddzsdB fteddsjtej §sSOL O, §0O0¢ &OMbtsdl' f(stescso’ j L dO

Switch# configure terminal
Switch (config)#environment temperature threshold thermal high 100 low 20
Switch(config) #
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2.13 show memory utilization

[ OdzdzOW S 5d30dzH © d MY s @Y y Haf s W dat dzvic d3OIs|H Bt 5B

show memory utilization

1 OtlOd3j Ister
1 d.Is

15 EZdisdzyOdzd ¥
14 1Is.

tdddds sotsHO CBBROdzH '
EXEC Mode

RMfsdz' L soOdedj S tsSd3OdzH T

RN sdz' L zZ218] HOdedzz® CBBOdEHEZ H dzW
o Cdzg PEAM d f |l ash.

1 tod B
| HOdzdzs s ftedd3jtej §sCOLOdS, §OC

Switch#show memory utilization

Memory Total Used Free
DRAM 243268 K 125316 K 117952 K
FLASH 45220 K 24968 K 20252 K
Switch#

21

sSlssBteOY j dd W

SlstsBtcOL Is!

Ztctso dgw

My sd L so Odzd d

d dev st 5Oy qd

q dz¥ stedOyd Y

s



(S BotHMlse & 1§ Sdb L) kHPAE'D dzt” § BBEEISOBE0 2 kisso dgv
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3. stkOdH' 802. 1X

3.1 clear dotlx counters

[ OdzdzOY CEBOdHO dMitsd LEzjlsfMy Hbv sBdkdj dd¥ MujlsydSss 80
fnd Mmdd) .

clear dotlx counters {all | interface INTERFACE-ID [, | -]}

) OO ster

all VS O dlayilstse 5B dzlz dzf Is ¢ fMudsudsd 80
MsOldmisd¢ 0 d MsOkdmisdsc O Mmj midd)
interface INTERFACE-ID veEoOYdlsy, Yylsser tsB dzlz dzd Is ¢ mMub g Y

MisOlsdmMisd¢c© d MisOdmisdC O Mmimhdd)
r sf efisd &3" B3 ddels j wW j 2 fifodisdd y Jvhg Sdafv j¢
(9Cdzs QW disfifj 6 § StelsO) .

({fydsdzOoemdzsyz L zjIsfw H dz¥ fitedu
ddels j W j2Mse ddzd BlsHjdzj dedv tSH G
ftejH  HEM jets. ltsejdzr Hts d f tsidzj

d s dzO dr'ndtes)dz! L iz § Ismpw H dzw sBtSL (
eWi2mMtse. ltwtsBjdzr HEt d ¢ tsfidz

O <=
=

1 5 k& d3tsdzy Odzd ®
14d1s.

tdNdds 9o9B8HO Csd3OdzH '
EXEC Mode

RMfsdz' L soOdedj S tsd3OdzH T
[ OdzdzOW Otsdg@detsdz' L zjIsmw wHdzv tBdlzdzj dzdv Mudbydsétse 802. 1m (
g Midd) .

1 tod o3 to
| HOddzbds ftedBjtej §5COLOdS, §O¢ SeBdrddls' fujlsydScd 802.
My MMdd) d© ddzlsjteWwj2mMj Ethernet 1/0/ 1.

Switch# clear dotlx counters interface ethl/0/1
Switch#

3.2 dotlx control-direction

[ OdzdzO" CHBBOBHO dhfsd Lkjlsmw HdY d&OMses2¢d € OC ©HdSdOY
(both) kuOWdSO dO0 Ctodstsddikj Bsd §selkz. [d¥ osLo©EOKO !
i s o 3R
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dotlx control-direction {both | in}
no dotlx control-direction

] OO Ister

both VCONdlj, ybtBe' oCd¥ ydls' ¢ &dzlststsd

in LEOYdIsy , Yybstser 9 ¢ dz¢ ydis! CBdzlst
dzOf tt ©o dzj dzd d .

1 5 bk dsts dzy O dzd
1t EdisdzyOdzed® dMmfsdz? Lizjlsmw HokzdzOf tcOo dzj dadz” 2 toj ¥ d d3.

t 3 dodp 5 H @ BOdzH

Interface Configuration Mode

RMfsdz' L soOdedj S tsSd3OdzH T

[ OdzdzO%" SCBRBOIZHO dBoY il dMftsd Lo Ol Mw Issdz! ¢ts5 Hdzw dZOMistets:
i tcOo dzj dzd § 1 tstcls ts dfordeaaiiflsotdzeg, dztsls = OX s dzls te ts oz SOV deO o BESdr
siizh j Mise dzw j Ismw . i M dids telistfstdz0 sdzljipdsds s jlsdsts HWDC C sdelstetsdzy st OW €
ZOf o dzj dzgdd dzj sBrtsHdBs fs2ilsd fwesyjHkztekr OklsjdsdW¥deoOoydd
force-unauthorized, HtMiskzy ¢ EZftcOodzj dzdt dzOftcOodzj dedj d3 L OB dzZEC Jcso
ltoi HY Bdztsy d d3, [ tc Cla@ifylcimtsi] aftes tCls@siylglzd dzOf tc O o dzj bipth] ff BB dztgs § Pk
f tod ded d301Is ! d fittjHOoOls! ssdzt €5 fOCjlIsr EAPOL. 1 J m! f sdz
Oklsj daisdW¥ d& Oydd. { Mdzd dzOtingOo dzg dedfifsf s @RezPdetf] COC ftedj Bz d

EAPOL, Bsipkls fittjHOd Qls! ftsdz L s Olsj dz M¢ d?2 swcO¥ d¢, dzts
Olkzls § dals d ¥  OF wecdp.dig dadzy j sfyw  HJj2Mise zs M  d3 risultieost, s dfQdipfls tetds joictridatsic
m dmy sdz! L 59 O dzutigntiCatagdazimode.

1 ted &3j to

] HOddzsds feddsj o) Hslc@®@Gds,C sUBLsdd SO (SO dd dJdisj el j
SH dsdzOf et 0o dzj dzdzts 6 5.

Switch# configure terminal

Switch(config) # interface ethl/0/1
Switch(config-if)# dotlx control-direction in
Switch(config-if) #

3.3 dotlx default
[ OdzdzO% CBBOHO dhMftsd LizjlsmMw Hdzvw MBtesMO § OttOd3jIstetse | EEE
ft5 kZdisdyodsd s .

dotlx default
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1 OtlOd3j Ister
14d1s.

1 5 kdsdyodsd:®

dbsjdzZsd¥ dSOydw | EEE 802. 1X ftls§ dz# yj dzO.
[ o 2dz0f tcOo dzj dzdz" 2 iy dd3 § slstsC O.

Vi tcQo dzj dedj Y tlstsds Qoalsts®BOIsd i MS 5] .
Forward PDU dz20 ftstelsj BIs¢ dz¢ yJ dzts.

[ OCMd di3zdz LI tdae<tin <o,

502 B te Mij3ed jipOS & dzH .

v 02 i3 o L IO G tsfiljOC &z dzH .

Rdzls j oo Odz i j3t0©j QK dz dzH .

{4 dodgsH ©5BOdzH

Interface Configuration Mode

RMf sdz L soa Odzdj S BdBROdzH T
[ OdzdzOW Ct5BBOdRH O dMftsdz LEzjlsmw Hdzv MBEEMO (OwOMR]Istese | EEE
s Eii3sdzyOdad® .

) od d3j te
] HOddzs B fteddsjtej §sCOLOdS, OS¢ MBtsmdlkl §OwOdkjlstwr | EEE

Switch# configure terminal

Switch (config)# interface ethl/0/1
Switch (config-if)# dotlx default
Switch (config-if)#

3.4 dotlx port-control

[ OdzdzO" CHBOBRHO dmisd LEjkmy HdAv EftwOodj ddv mehlstwdd]
ZOMtes2CO® 5 EdsdyOodkds aehnfsd LEz2kjH ¥steds?2

dotlx port-control {auto | force-authorized | force-unauthorized}
no dotlx port-control

] OOd) ster

auto VS OYdly, oQkmsadls: OkljdsdW¥dsoyds
st 0.

force-authorized I stels MudlsOjlsmw fteddkH s dz2 dzts Ools

force-unauthorized 1 stels MudlsOjlsmvy fteddzndls dzv dets dzj ©
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1 5 kZdsdyOds s
15 EdisdzyOdzd® H Odede®j dsaitg.dOC dzO M

{4 dodp SH@EOdzH

Interface Configuration Mode

RMfsdz' L soOdzed] S tsSdBBOdzH T

[ OdzdzOW CtsBOH O HGMIsEY dZO Istsdz! €5 Hdzv CsdWdekteOydd ddzlsj oW
[ OdzdzOW CBRBOZHO oMmMlskzyf Ojls o Mmddzk, stsdz' €5 jMmdzd Ok lsjddsdW d ¢
C s 3O dzilde X system-auth-control d o € dz¥ yj dz H dzw Sfted Hydzf dzgdlzsets  StelsO
Oklsj dzZsd¥ dSC Olsstc® dot 1x PAE.

( Mdzd EftcOodzj dzdj f Stcbxdaut@ipdbdictsfizs E@Ectsdz StcOWJE O o 5B
dzi wMEM jMmlse dw jlsmw.

({ Mdzd Bk tcOo dzj deeQifm Istfctistg Isktistg, € ACs Hdzv Ctsdzlstcsdzy IsteOWJEO o L Of
dzj sBRtsHd®Bts ftos2lsd ftosyjHkztez OklsjdadsdWdsoOoydd.

( Mdzd k¢ tcOo dzj dzd § f tstels SaRce-uhufhsrieéslj dzslz § € O6 dzj dzd J fstelssdz o
O tcOodzj dzedd L OBdizsC dtetso Odats.

) toq B
| HOddsd §icdaBEtds] YEL OLOfkjlsdls - BisEIsEZA0/dD. Et her net

Switch# configure terminal
Switch(config)# interface ethl/0/1
Switch(config-if)# dotlx port-control force-unauthorized

Switch (config-if)#

3.5 dotlx forward-pdu end

[ OdkzdzO" CHB®BORHO dMytsd LijkMmy Hdv oCdsyjddy WedSydd ¢
slsCdzs yjdedw WkdzC ydd ftesHoadyjddw COHttseonodot 1x PDU ethmf sdz

dotlx forward-pdu
no dotlx forward-pdu

1 OtlOd3j Ister
1d1Is.

1 5k dsts dzy O dzd
15 EdsdzyOdsd  HOdzdzOW s ydw tsisC dzs yj dzO.

t 4 dodp s HE @& BBOdzH '
Interface Configuration Mode
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RMfsdz' L soOdedj S tsd3OdzH T

[ O dzdzO W CsBOdZH O HBMIsEY dO Iktsd! ¢ Hdv CesdWdebkteOydd ddzls,
cOds® ] Is, ssdzt €5 jMmdzd Oklsj daelsdW¥WdsOydw dot 1x dz0 dzOMistcOd o C
BzHEkl fjtoj zOftcOQodzjdz@ dzdets M Isjetsds, ddBts BjL Ijc0O o L Oo

) oq B
| HOddsd feddjtty §sCOLOds, COC doOmlswesdls' ftsHodyjddj ¢

Switch# configure terminal
Switch(config)# interface ethl/0/1
Switch(config-if)# dotlx forward-pdu
Switch (config-if)#

3.6 dotlx initialize
[ OdzdzOW S 5BOdHO dMfsd LEjlsMw HdY oCds yjddy tjyxdkO Oklsjc
OmMMtsyddictse Odedzets ¢ 5 1)  E=QfHtdg) jHinjtiddj. dzdzr &3 MA C

dotlx initialize {interface INTERFACE-ID [, | -] | mac-address MAC-ADDRESS}

) OO ster

interface INTERFACE-ID LEOYdIsy ftstls, Zz0 C(tltstesd3 BEHJIs
r siskzq dzr &sd dodzlsj e j 2 MO wodzw e Ismw

({fudsdzOahtasyz L Iz sfw HdzW  f jtedy
ddels j W j2Mse ddzd BIsH jdzj dedw tsH dels @
fteiHr HEPEEEB] & dH I sMdzy LOfwists?2 dzj

- ({fyd sdzOdz'detis)dz! L 2z j Ismw H dzw sB L (
dqdzlsj W j2MmMse. lwsBjdz Hts d f sfdzj

mac-address MAC-ADDRESS VEOY BGOHtEj M HAzZW dddydoddL Oydd.

15 EdisdzyOdzed ®
1d1Is.

tddddz 99tsHO S dB3OdzH '
EXEC Mode

Rff sdz! L soa Odzdj S tSd3OdzH "
Il iyxddhomul tziC Oy dlsjy | D ddzsj e j2mMO Hdzw dddydOoddL Oydd i
I .y ddgaumnl tzi¢ ON-@istgj MAICdZY dded yd Odzd L Oy d e Higelfj hjoH j dzj dzdzts 6 5

) tod B t
| HOdzdzsdE feddsjtej §sCOLOd fosyy i d dsdsusdo dadizyOEd th ets jned ds@ /
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Switch# dotlx initialize interface ethl/0/1
Switch#

3.7 dotlx max-req

[ OdzdzOW Ct5BOdHO dMfsd LEjIsmw Hdzv dzOMmistets2 ¢ d BOS Md BZOdz' dz
Czdjdzsz L OftesmM® EAP (Extensible Authentication Protoc
ftoidHi UJ B JdedswdsdssEaz®ls Okzils § dzalsd W d ¢ Oydes . [ d&zv o BLOtOIO ¢
oM sdz L E2IsiMmgp! W stods?

dotlx max-req TIMES
no dotlx max-req

) OLO®] ster

TIMES VLEOYdIsyj Cosdzdyi Msets L Ofesmtse , 9
fitejHOjls COHto [t 01, LOf tcOh do O
fiteiLOfmMSd oy MO Okl disdW¥ d¢

185 ZdRsdzyOdzd s
15 EdsdzyOdeds dmftsd Lkzjlsmw L dOyjddy 2.

tdiNdds aotsHO CtsdOdzH '

Interface Configuration Mode

RMftsdz LsoOdedy S BAdZOdzH T

[ OdzdzOW CB5BEOdZHO HEMisEzf 20 Issd S5 Hdzv € sdebdgdsdtc Oy didzd d dlsizdtg 4
slso § Yyojils dzO0 L Oftetsm OkljdsdWdsOydd o Isdouly tirpgut tf-pedafitn ©, L
SECONDS, CodRiBEzIsOIstste tslsf tceOoadls fosolststedsr 2 L Of totsfy. [ OdzdzOW €
fsoltstedzr » YfriIstsE HEY fijtjHOYUd LOftesMmO.

1 tod o3 to

| HOddtsd ftoddkjtt)j §sCOLOdS, SO LOHOL! &OCMdEOd dsj v
ddzls j W j 2y Et hernet 1/ 0/ 1 tOodetsj 3.

Switch# configure terminal

Switch (config)# interface ethl1/0/1

Switch (config-if)# dotlx max-req 3

Switch (config-if)#

3.8 dotlx pae authenticator

[ OdzdzOV CBBOdZHO dhMytsd LEzjlsmw Hdzv CtdWdebkteOydd tstftejHjdzj
IEEE 802 . 1X PAE (Port Access Entity). r dzw tsls € dzs yJ ded W
Oklsj dZsd¥ JC Olsstc® | EEE 802. 1Ko.osMmMyftsdz L E2Isj ! Wistedzs?

dotlx pae authenticator
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no dotlx pae authenticator

1 OtltOd3j Ister
14d1Is.

1 5 bk dstsdy Odzed
15 EdsdzyOded® HOddZOY s§ydw i ds uj dzo.

t d X dodp SHE @G GROdzH T

Interface Configuration Mode

RMfsdz' L soOdedj S tsSd3OdzH T

[ OdzdzOW C5BORH O HBMIsEY 2O bisd ¢ Hdw CsdW¥WdebkzteOydd ddzlsjt
CGdzsB Odz! dzts 9 C dz¥ ydls! Oklsj dzlsd®W ds Oydes | EEE 80 2dotlxXsyste@®- § s izd3kz
auth-control. [ fdzd Oklsj dzZsdW d& Oydw | EEE 802.1X 9¢ds yj dzO, fy

fsdz L s9 Olsj dzw 802. 1m dz©O twtshdzetse § MY d i) Caga adsljelstisatitre dotlxdz ¢ OL O dz
default.

1 ted &3j te

] HOdzdzsds ftedBjtej §COLOd fosyjmhn Ctdf dOktsQUabg W EE Do
802.1X PAE.

Switch# configure terminal

Switch(config)# interface ethl/0/1
Switch(config-if)# dotlx pae authenticator
Switch (config-if) #

] HOdzdztsdz ff ted d3j to 4 fsC0OL0O0dz ftesyj MMIEBEISBOAZXK W jdrizd W d dlslz I46jW dil i
Ethernet 1/0/1.

Switch# configure terminal

Switch (config) # interface ethl1/0/1
Switch(config-if)# no dotlx pae authenticator
Switch (config-if)#

3.9 dotlx re-authenticate
[ OdzdzOw CB5BOdZHO dMf sdzl Lijlsmw Hdv §solsttedzts? Ok IQHAES Q] ¢ Oy
dotlx re-authenticate {interface INTERFACE-ID [, | -] | mac-address MAC-ADDRESS}

] OO ster

interface INTERFACE-ID LEOYdIsd fstels H dzW f solststcdats 2 ok
ddzlsj oW j 2MOd3d weodwsilsw WdLdudmSdy

fydsdOehdesyz L 2 shv ydifga] dzd ¥ te j dz.
Is

(d
ddals j W j2Mse ddzd lsH jdzj dedv tsHdels@
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fejH' HEPEEB]j & HEB d shd LOfwikts

- ( [ ydtdzOkmdss)dz: L k2§ Isw H dzw 5B BL (
dqdzlsj W j2Mmse. lwsBjdz Hts d § tsfdzj

mac-address MAC-ADDRESS VLEOYdIsjJOMAICT) Hdv ftolstodts? Oklsj dz

15 ZdisdzyOdzad s
14d1s.

tdNdds o9oaHO Ctsd3OdzH "
EXEC Mode

RMftsdz LsoOdedj S BABROdzHT

[ OdzdzO" CBOBHO dMitsd LEjsMw HdY §solsttds? Ok KOHIESEHLS Oy
I tej>y ddzd omu | tziC Oxisfjlstgy jI DNQf da dzv § so ststedets? Okljdsd¥ dsOoydd |
Il iy ddgauminl tziC O-@istgj MAICZY §solbttodats? OklkjdsdWV-Qea@ythe. s tc

1 tod d3j to
| HOdzdzs B fteddsjtej §sCOLOd fsyjmi oCds yjddy §soltstds? I
1/0/1.

Switch# dotlx re-authenticate interface ethl/0/1
Switch#

3.10 dotlx system-auth-control

[ OdzdzO" CBOdzHO dmisd LEzjlkMY HiY cdssBOd dscts o6 d¥ yj d
C BBz OsE, . [dzv slsCdzs yjdedv OklsjdsdWdSOwdd | EEE 802. 1

dotlx system-auth-control
no dotlx system-auth-control

1 OtlOd3j Ister
1d1Is.

1 5k dsts dzy O dzd
15 EdsdzyOdsd  HOdzdzOW s ydw tsisC dzs yj dzO.

t 4 dodp s HE @& BBOdzH '
Global Configuration Mode
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RMfsdz' L soOdedj S tsd3OdzH T

ANzdS ydw Okzljdksd¥deoydd | EEE 802. 1X dzf fssLotdzVjls daj Oolsts
R sdz' L @0 xssystem-auth-control H dzv @ dzsB Odz! detséts o C dzt yj dedv Oklsj
802. 1X. [fMmdzd Okbjdsd¥dsoOydw | EEE 802. 1X o¢Cdzs yj dzd, MmdMmlis
802. 1m &0 shdesej MyfdMmME O i hamaushenticaidn@etDxdieaulE. € s 3O dzH ts 2

1 ted o3 to
| HOdzdzgsds ftoddsjtei §SCOLOd fesyjmim o6 dz* uj dedv & dzse Oz dgts 2
Switch# configure terminal

Switch (config)# dotlx system—auth-control

Switch (config)#

3.11 dotlx timeout

[ OdzdzO" CtBOBRHO dMisd LkjsMy Hov &OMstes2¢d kO dkjtese | E
E s dzyOdzd® otfmitsd nk2ljfh' W¥stds?

dotlx timeout {server-timeout SECONDS | supp-timeout SECONDS | tx-period SECONDS}
no dotlx timeout {server-timeout | supp-timeout | tx-period}

] OO Ister

server-timeout SECONDS LEOYdIsd fJtdtH 9 teJ d3j dad 9 mdi ¢k
CodsBz s Oltste sy dHOj s OO @islE) daslef ¥ 6
dfmlsj ujdedd otej d3j dzd Y dHOdd™ Oklsj
fOCjs-REqRest . | sfiskfjd HJOY OL sdz

supp-timeout SECONDS LEOYdIsyg fjtedtH ot d3j dzd 9 miCk
CoBBzsOlsste BYJHOjI tslhojjdss Hdsh Isuc@st
dfmlsj ujdedd otej &3j ded By dHOddY oM

Emstes?2 Mise O, Ctetsdij LOf tetsMmO EA
dzj Hi2Mlseodlsjdzt dgr . [ sk jd HJdOf OL
tx-period SECONDS LEOYdIs fjtedtH o tcj d3 dzd 9 mj Sdz

Coi3BBzlsOltste Y dHOjls BAPRedsest/ ity LD
Cdzdjdzs O fjtejH §toltstcdesp tsiplhstftfcPezC ¢
LdOyjded?2 tsls 1 HEts 65535.

15 EdisdzyOdzed ®

1 20y J s gr-timeouttf 5 kd@3isdzyOded® MtsmlsQodzw jls 30 Mmj CEdzH.
1 dzOy j dzdpjtimeoutf 5 E RsdOfigf ®o dzv jIs 30 Mmj ¢ zdzH .

1 2Oy jtezdejiodf 5 Ed@3sdzyOded® MMmMlsOodzw jiIs 30 MmJ € kzdzH.

{4 dodp 5H@EOdzH

Interface Configuration Mode
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RMfsdz' L soOdedj S tsd3OdzH T
[ OdzdzOW Ct5BOdRH O HEsMiskE 2O Istsdz C€ts Hdzw CsdW JekteOydd ddalsj oW

1 tod a3 to

] HOdzdzs d3 ff tod d@jdsts, EEXEO L OH Ols! ZzO0 ddzlsjteW j2Mmj Ethernet 1
fMjteo jtc® (15 MjSkdH) d LOfwLONdoOsh jes bkfsts2Msa® (15
fsolttods? SkfOo 2 -pOF et O= € dzq fi) §iz& kz dzk ) 7

configure terminal

Switch (config) # interface ethl/0/1

Switch(config-if)# dotlx timeout server-timeout 15

Switch(config-if)# dotlx timeout supp-timeout 15

Switch(config-if)# dotlx timeout tx-period 10

Switch (config-if)#

3.12 show dotlx
[ OdzdzOW C tdidsid® L zj Ismw H dzW SlstsBtcOy j dzad W G dztsB Odz! dats 2 Ctsd

Ctsdt JeteOydd ddzsjte¥ j 2 MO.

show dotlx [interface INTERFACE-ID [, | -]]

] OO Ister

1 yd s dzOdz! dzts) LEOYdIsj, Ylstse ' tsls
W

interface INTERFACE-ID (
H ddzlsj W j 2O ddadj s mse .

({fydsdO@hdetsz L zjshY Hdv fitjy
ddels j W j2Mse ddzd BIsH jdzj dedw tsSH dels¢@
ftoiHr HEPEEBj d&Zr HEts d fshmd LOfwks

d s dzO dr'ndgts)dz! L iz § Ismpw H dzw sBtSL (
j oW j Ade=mej.dz'l HEs d §sfMmdzy HIWIMO

O <=
=

15 ZdisdzyOdzad s
14d1s.

t 4 dodp s HE @& RO dzH '
EXEC Mode

RMsdz' Lsoa Odedj ¢ Bd3OdzH T

[ OdzdzO" CROdHO dhisd LEzjkfy Hd slkte tedyz]ddWs dd dE @@y
qdzls j oW § Mg, L gOuj dzd j dzj &€ OL Odalsts B Gdetsde@®@Oy Visdzing ¢ Bz@y v &

) ted &3j to
| HOdhsd fteddkjt)] §sCOLOds, S$OC oCdydk' shktetOyjddj ¢d&
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Switch# show dotlx

802.1X : Enabled
Trap State : Enabled
Switchi#

| HOdzdzs s fteddsjtej §sCOLOdRS, 0O shktB®OLdl! Codbdckieoyd:s

show dotlx interface ethl/0/1

Interface : ethl/0/1

PAE : Authenticator
Control Direction : Both

Port Control ¢ Auto

Tx Period : 30 sec

Supp Timeout : 30 sec

Server Timeout : 30 sec
Max-req : 2 times
Forward PDU : Disabled
Switch#

3.13 show dotlx diagnostics
[ OdzdzOW C gPlzezOL 2 jIsw HdzW BlssBteOY jdedW tojL lzdz sOIstses HJ OF dzt

show dotlx diagnostics [interface INTERFACE-ID [, | -]]

] OLO®] ster

ydtsdzOdz! dats) veEoOYdlsy, Ylstser

interface INTERFACE-ID (Jq
HdJOGcdzsMisdSd dot 1x dzO ( dalsgwtgW2jfiPtp].

(Y yd sdzOazmietsyiz: L Iz j Isfyw H dzW fdtdy
dazls j oW j 2 tse  ddzd ®lsHj dzj ded¥ tSH s ¢
fejH' HEP EEB]j & HEB d fshd] LOfwikts

fyd sdzOdz'mdptis)dz! L z4 Isfmw H dzw sBSL (
Is

(d
qazls j W j 2 tso 1) s H jsdydzy Hj W dMO dzjt

15 ZdisdzyOdzd s
14 1s.

tddddz 99tsHO S dB3OdzH '
EXEC Mode
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RMfsdz' L soOdedj S tsd3OdzH T

[ OdzdzO" C®ROAHO (M sd L kj s iwo lsidaw
&j kECOLOMGsS, GlksB®Oy Ols! fiw
) oq B

] HOddzsdB § ted dsj te] ¢ o¢

Switch# show dotlx diagnostics interface ethl/0/1

fs5C OL Odzts,

ethl/0/1 dotlx diagnostic information are following:
EntersConnecting g 20
EAP-LogoffsWhileConnecting
EntersAuthenticating
SuccessesWhileRuthenticating
TimeoutsWhileAuthenticating
FailsWhileAuthenticating
ReauthsWhileAuthenticating
EAP-StartsWhileAuthenticating
EAP-LogoffsWhileAuthenticating
ReauthsWhileAuthenticated
EAP-StartsWhileAuthenticated
EAP-LogoffsWhileAuthenticated
BackendResponses
BackendAccessChallenges
BackendOtherRequestsToSupplicant

BackendNonNakRespo

esFromSupplicant
BackendAuthSuccesses
BackendAuthFails

o O O O O O O O © © O © oo o © o O

Switch#

3.14 show dotlx statistics

[ OdzdzOW Ct5BOdZHO MY sdz L 2§ Isfmw  H dzw
show dotlx statistics [interface INTERFACE-ID [, | -]]

] OO ster

Bzikigtse Odzdz |

Ztctso dgw

HtflsOeBdiEsCinls do@don dadkj BIRxEDB Qs dzdl
Hdzw ofjn ddalsjtel

o' 9 j Misd -fHOadsd®d j1 /HOd Ga dzts i ls

StsBteOy j dzdw MlsOldmisdSd

interface INTERFACE-ID ({fydsdzOdz! dats) veEoOYdilsy, Ylsser tsls
ddzlsj W j2Md ddzd ctwbkftfj ddalsj teW j2fmt
: ({fudsdOahtesyz L iz Isfmw HdzW  fjtedy
dgdzlsj oW j 2fMse ddzd wSIsH | dzj degdV ©HdsE
ftofmbihjlcgtssejdzr HEts d fsmdzi LOfwiss
- ({0 ydsdormndes)dz: L 24 Ismw H dzw sB L (
dqdelsj W j2mMse. lwsBjd Hts d § tsidzj
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]

s b dstsdzy Odaq ¥

14d1s.

t

iINdd3 s9otsHO S BRBOAH'

EXEC Mode

RMftsdz LsoOdedj S BAZOdzH T

[ OdzdzOW € 53O dzHIOMW] i drvdz! BIREFE B O § dzd W
SlstsBtcO) Ols* Mw BEHjIs MisOIsdMisdS O Hdzw

]
]

d d3J to

HOdzdes s fted dBj toj § SCOL Odets, $OC oCdzs ydls®

Switch# show dotlx statistics interface ethl/0/1

ethl1/0/1 dotlx statistics information:
EAPOL Frames RX g 1
EAPOL Frames TX
EAPOL-Start Frames RX
EAPOL-Req/Id Frames TX
EAPOL-Logoff Frames RX
EAPOL-Reqg Frames TX
EARPOL-Resp/Id Frames RX
EAPOL-Resp Frames RX
Invalid EAPOL Frames RX
EAP-Length Error Frames RX
Last EAPOL Frame Version
Last EAPOL Frame Source : 00-10-28-00-19-78

o O O O O O O O O =

Switch#

3.15 show dotlx session-statistics
[ OdzdzOW Ct5dBOdH O dMfd Lizjlsmyw Hdv tlssBteOy jddw MsOlsdmisdS d

show dotlx session-statistics [interface INTERFACE-ID [, | -]]

] OO ster

Ztctso dgw

MO dmisdSd | EEE 802.

oafMmjn

dqdelsj oW j 2 Mo .

SEsEEOY j [ 1 Ml

interface INTERFACE-ID

[fydsdOdz dets) vSOxdlsy,
ot 1x de® jPdgl§j dzd ctelzffj ddzglsjteW s

Yylstser s

({fvy
qazls j W j 2 s d dzg
ftodH

q 5 dzO&n@Es)z L jshw

Hazv fdtiy

SlsH jdzj degdW¥ fSHzsE
rHiEP e &2 Ht d ffd LOfwist

O <=
=

q 5 dz0 d'fndpts)dz! L Iz § Is fyw
B j2MBe. ) GEBj &

H dzw sB L (

Hs d f§ shdj
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15 ZdisdzyOdzd s
14d1s.

tdiNdds sotsHO CdROdzH '
EXEC Mode

RMfsdz' LsoOdedj S Bd3OdzH T
[ OdzdzO" CEBOBRHO dhMfsd LEjlmY HiY SktsBtOyjddy fMkolsdnlsdyy
{ dzd L dzOy4 dedj dai EZCHPL OsdirsH | ISS IsosdaitetsXsd@By W Hdzw o Mmjr ddalsj teW §

}ted di3d te
| HOddsd feddkjtt] §sCOLOds, SOC of ojisd Hylsaddsonld O 1. &

Switch# show dotlx session-statistics interface ethl/0/1

Ethl1/0/1 session statistic counters are following:
ssionOctetsRX
ssionOctetsTX

D

0]

ssionFramesRX

;fD
o O O O

ssionFramesTX

0]

ssionIld

ssionAuthenticationMethod : Remote Authentication Server

D

ssionTime : 0

0]

0]

ssionTerminateCause : SupplicantLogoff

0 W Lt Lo i L » Lo WL
[

ssionUserName

®

Switch#

3.16 snmp-server enable traps dotlx

[ OdzdzO" CROBHO dMysd LEjlsMw HdY o d¥ yj dzdOzls g @aC @y e
802. 1X. rdv tlCdo yjddw ssfwOoCd kojHtsdd dd2 SNMP otsfft

snmp-server enable traps dotlx
no snmp-server enable traps dotlx

1 OteOd3j Ister
1 4.Is

1 5 k& dsts dzy O dzd
165 ERsdyOdds HOdEZOw WikdSydvw i ds yj dzo.

t 4 dodp s HE @& BBOdzH '
Global Configuration Mode

35



(S BotHMlse & 1§ Sdb L) kHPAE'D dzt” § BBEEISOBE0 2 kisso dgv
DGS-1250

RMfsdz' LsoOdedj S Bd3OdzH T
[ OdzdzOW CBBORHO dMfsd Likzjlsy HdY oCds yjddy ddzd tsls¢ dz¥ yj
Oklsjdzsd% dcOydd 802. 1X.

) e d d3j te
] HOdzdes 3 feddsjtej §COLOd SOC oCds yds! GfwOollk kEOftss

configure terminal
Switch(config)# snmp-server enable traps dotlx
Switch(config) #
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4. sEBEOMML (sfdhnsS bfwOosdj ddY HeMsk{ td)

4.1 access-list resequence

[ OdzzOY CEBORHO dMitsd LkjlsfY HdY kscts, ylsse' f§colstds L
bojddujdd” uwdhmcd LOfdMmi2 o Midmcj HesfMskEfo. [d&v ol
oMy sd L Z2dsgoy! WSt

access-list resequence {NAME | NUMBER} STARTING-SEQUENCE-NUMBER INCREMENT
no access-list resequence

) OLO®] ster

NAME VEOYdIsy daiw St dekztedtelzj dzsets MY
Cdzd yj Mlso ts T B2 d3o sdzts o

NUMBER VSO dIsy detsdd .6 € tsdav d cHztisliglsctiztf @3ts 6 5 fr,

STARTING-SEQUENCE-NUMBER v € Oy dlsj dzOyOdz' dzts L dzOyd ded § , o fi

fjtejctekffdtetseo Odr L Ofdmd o MY dink,
[ sy jd HdOfOLsdz L dzOYj ded 2 ®ls 1

INCREMENT VEONdIsj "OcE HAY ftedhmotsj ddw | OWY
b ists dzy OidAd®. 1 Of ed dsj to, Jj mdzd L dzOyj d
dsijir o, f§emajiHkzshdBkd udmazodd sk
[ siskzf jd HdOf OL sdz L dzOyj dzed?2 wls 1

1 5 bk dsts dzy O dzd
1 Oyodz dz" 2 fsstewHSCBor 2 didgjte 5 EZdssdzyOdseds
1 d2Oyd dzd § " ©@zQO kb z 3

tdNdds o9oaHO Ctsd3OdzH "
Global Configuration Mode

RMtsdz' Lsoa Odedj ¢ Bd3OdzH T

[ OdzdzOW W EkdzS ydv Lo jls fd LsoOlsjdzt foolststedzss bk SteW H S
ROYOdz d" s Y stecWHESOor &3 detscsj tetsds L Of d nd STARBNGIEQYENRCH- di3" d3
NUMBER, O L d&zOyjdzdj h OGO L OH O] s iNCREENTE Stsftztf O ORidEstOI L
fstcVHECSotets datsdj e O ftcjor hOjls BOSMHdBOdZ dets o tsL dEtsy delsj L
sz 6O dzj dL d3d dgwlisfpw .

( Mdzd ftOoaddkzs MBLHOMS BjL ESCOL Odfvs tEAfSE:) HejOdz] dzdalz ¢ B Iz W jslts
OolstsdBOIdyj MSd. { Mdzd 1t f jtcoOW LOf dMm! , sts BEHjl it
1 sidzjHEs hdds LOfdMmMvds o ddzO® dzOL dzOY0Oj sy desdzd te, Bisdz! M (:
fstevHOCBOr 2 dsdiite o MIdMSJ dygfmlszf © BEHjIs fMisswis: o ¢t

1 sfpdzy dL odgj dzgj degdw dzOyOdz dese s fsteW HEC So e desd3j 6O dJdzd L dz
ftoejHT HEM R ftOoaddz (9C dzs yow (o ddzO, deOL dzOyj dedze' | tsdz! L 5
ZOMistes?2 ¢ O.
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1 ed &3d te

] HOddzsdB ftedBjtej §COL Odts, dEs@E) ted Lindfiddak [O-O HitsIEEEHI SO ol TP? a c C
list) fy ddgj dzj 8 R&D.

Switch# show access-list ip R&D

Extended TP access list R&D(ID: 3552)
10 permit tcp any 10.20.0.0 0.0.255.255
20 permit tcp any host 10.100.1.2

30 permit icmp any any

Switch# configure terminal

Switch (config) #ip access-list extended R&D
Switch (config-ip-ext-acl)# 5 permit tcp any 10.30.0.0 0.0.255.255

Switch (config-ip-ext-acl)# end

Switch# show access-list ip R&D

FExtended TP access list R&D(ID: 3552)
5 permit tcp any 10.30.0.0 0.0.255.255
10 permit tcp any 10.20.0.0 0.0.255.255
20 permit tcp any host 10.100.1.2

30 permit icmp any any

Switch# configure terminal
Switch (config)# access-list resequence R&D 1 2
Switch (config)# exit

Switch# show access-list ip R&D

Extended IF access list R&D(ID: 3552)

1l permit tcp any 10.30.0.0 0.0.255.255
3 permit tcp any 10.20.0.0 0.0.255.255
5 permit tcp any host 10.100.1.2

7 permit icmp any any

Switch#

4.2 acl-hardware-counter

[ OdzdzO" S EBOdH O dMisd LEjsMw HdY oCds yjdd? OffOLOlkdtsdt
£COLOdEsets MfdMS O HeMskEf O HdAdv W kdSydIsisEdd fut dzd # s 9l if P& O
fujsuds O ACL otsmitsde.Lk2jf ¥stds?

acl-hardware-counter {access-group {ACCESS-LIST-NAME | ACCESS-LIST-NUMBER}
no acl-hardware-counter {access-group {ACCESS-LIST-NAME | ACCESS-LIST-NUMBER}

] OOd) ster

access-group ACCESS-LIST- € Oy dlsy ddsvw SCSodWdekztedtelkzj dssets MY d
NAME

access-group ACCESS-LIST-u€ Oy dlsjy desdzjtc S sdW Jektedtckj d3sets
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NUMBER

1 5 bk dstsdy Odzed
15 EdsdzyOded® HOddZOY sf§ydw i ds uj dzo.

t d X dodp SHE G GROdzH T
Global Configuration Mode

RMfsdz' LsoOdedj S BAdROdzHT

[ ORdDPOEEOERZH O dhmisd LEzjlshy HdY oCds yjddw OffOwObdses muj
ftod 3y dev  Isfpw st Hdzj ddasj dJdiv ddd dskjtt MfdmMEcO HMiskY
ftstsko jlsisokzs " R COyHBKE 0o d dk.

}ted di3d te
| HOddsd fddt § ¢ 0LO0FMED 6 oM@ 20 Mgk lsdus{ S ACL .

configure terminal
Switch (config)# acl-hardware-counter access-group abc
Switch (config) #

4.3 clear acl-hardware-counter
[ OdzdzOVW CtBOdZHO dMf sdz! LEzjlsmw Hdv Bdlkzdzj dedw Of f OtcOlsder = My
clear acl-hardware-counter {access-group [ACCESS-LIST-NAME | ACCESS-LIST-NUMBER]

] OO Ister

access-group VEOYdIsd c¢tebkd,f € widsddstrf HEsdzy dzr BT Is

access-group ACCESS-LIST- e O3 dlsjy dd&3w EZHOdY j Bsets MfdmMEO HEE
NAME

access-group ACCESS-LIST- € Oy dlsjy desdzj 6 ZHOMzW j i3sets M dmeE O
NUMBER

15 EdisdzyOdzed ®
1d1Is.

t 4 dodp s HE @& BBOdzH '
EXEC Mode

RMftsdz' Lsoa Odedj S Bd3OdzH T
{ Mdzdte@dj Iste dzj 2S¢ OL Odz, HOdzdzOW Ct5d30dzH O B dZzdzdls Of § O Ols d
Ef tcOo dzj dzd v H ts fyigraup Batglwgdreacounters).s

39



(S BotHMlse & 1§ Sdb L) kHPAE'D dzt” § BBEEISOBE0 2 kisso dgv
DGS-1250

1 ted d3j te

] HOdEs®R fteddijte] §6O0LO0ds, COC seBdzddls! OffOwdld j Muj
Switch# clear acl-hardware-counter access-group abc

Switch#

4.4 ip access-group

[ OzdzOY C 5BOdHI) sHMY mddY 6 OL Odzd™ MY dMS O Hemiszfo 1P (I
fteddj dvis' v ¢ ddisj el j2Mmk. [ d¥ EHOd dd¥ mMHoMSO Hehiskzyf O

ip access-group {NAME | NUMBER} [in]
no ip access-group [NAME | NUMBER] [in]

) OO ster

NAME VE O disdiw dMmYfsd Lk dsets MY JfMNAN JHE
udms Hefbkmisdd & fidgke skse o ddj d

NUMBER VLEOYdls) dskjt Mfed LEPkEscs MY df

in (T ydsdzOdz! dets) v EOLT 9 Oj BR B aHsids ffft
H dzw fteso j ol fOCilstse o s 9 A tnd
ZOf tcOQo dzj dzdj dzi EZC OL Odzets, indMmf sdzr L k2

1 5 EZdisdzyOdzd
1 4.ls

tdNdds o9oaHO Ctsd3OdzH "

Interface Configuration Mode

RMftsdz LsoOdedy S BAdZOdzH T

(Mdzd cwkzffO® HGMIszyfO I P (I P access group) Eyd dZzoOMmistets j
CEBRBOZHO L ®BRHddgE ] dOmMistes?2 ¢ d. S SCO)YHBBE ddilsjteWj2mkz d3
MfdmMsS HBMEfO ftcjHjdj ddsecs Isd{f O, dzs MyfdmSd HmMiskzy O
SHdzd@3e d bRk x4 ddzsj oW j 2 M.

lcdoawL €O cwlzygr HsMisEf © (access gr a0B) ©j MomsnreW g miz (
Wddzr steOydd S tdR3BzISOIKLO. ( Mdzd td Mkzteftse dzj HisMIsOIsBsyYdats H dzv
sB thde¢j. yvYdhdts fstlstses BeteOddyj ds. [ Mdad fteddjdd ddi ¢t
fsweadlsmw Mtseh jddj tB BhdBSCJ.

1 ed &3d to

) HOdztlee dsdlsj 6y  5C OL Odats, CO¢C doOMmistetsd®a n tfyod fipts Co  HIS@YNEJff 190
HsfMiszf © | P Hdzw Et hernet 1/ 0/ 2.
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Switch# configure terminal

Switch(config)# interface ethl/0/2

Switch(config-if)#ip access-group Strict-Control

The remaining applicable TP related access entries are 704, remaining range entries are 16.
Switch(config-if)+#

4.5 ip access-list

[ OdzdzO%" CBBOBHO dhMftsd Lkjlsmw Hd&Y ML HOddw ddzd dL dj dzj dzd
dmMf sdz! Lso Oz B3O jls ontsH o twijyxdds | P Access List Co
MfdMS O HeMisEfO | P otmdtd Lk2kj M Wskdrs?

ip access-list [extended] NAME [NUMBER]
no ip access-list [extended] {NAME | NUMBER}

) OLO®] ster

extended (T yd sz odE)ls] H dvsodmifdydz'tcOMh d toj
Hsmiszf © I P (extended | P access

Btsdz Mj Bfyd22 WdpzdstePEPd]Iste dad
HsfMiskEf O BEHjl Mudlkolk: v fMisOdH Otels

NAME VEONdl) d&" Cod¥dclid kP BscdS

udfmatsf fmisd ds* = Md de 5idA2el jetco o dgj dad|
Hisdzy dzO Br Is! BECS® O.

NUMBER VEOYdlslgsdgiDe (I D number) MfdmMEO H
MmMfdme o HsMiskzf O I P HJOf OL sdz L ¢
ttOfmh dtej dedz R MmMfdme o HsMiszf © HH
3999.

1 5 EZdisdzyOdzd
1 4.ls

tdNdds 9o9tsHO CtsdBBOdzH '
Global Configuration Mode

RN sdz! L 58§ @dg® glzH '

RBY COyHBets MEdMEO HBMsEf O HEdyds BT Is! Zded ¢ Odz' dz" 3.
ykzemlseodlsjdzt dz@ ¢ twjedmlstelz. [ Mmdzd dzlsds;cth;ﬁﬁ’q’gdcanBGZHHJtﬂsfnlsikﬂjL@szzu;
Btsdz' M52 dgj My sz’ L 2§ d3r 2 dztsd34ts dL HdOf OL s5dzO detscBj etseo M d M

}ted di3d te
| HOdzdzsds feddjtej §sSOLOds, $OC dOmbtsdls' ©OMCH®B) ddel 2
d MdmMsS HsMiskzy O -srPc fij Idtdgirdgj.ds ¢ pi m
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Switch# configure terminal
Switch (config)# ip access-list extended Strict-Control
Swtich (config-ip-ext-acl)# permit tcp any 10.20.0.0 0.0.255.255

Swtich (config-ip-ext-acl)# exit

(

(
Swtich(config)# ip access-list pim-srcfilter
Switch (config-ip-acl)# permit host 172.16.65.193 any
(

Switch (config-ip-acl) #

4.6 ipv6 access-group

[ OdzzOY CEOBHO dhMisd LEzjlsMY HbY fddjdjdd” NfdnNSO Hsflk
[ dzv ZHOdj dzd¥ MEdMSO HEMiszfO hPve ocmytd LE2kjMm Wseds?

ipv6 access-group {NAME | NUMBER} [in]
no ipv6 access-group [NAME | NUMBER] [in]

] OLO®] ster

NAME VLEONdIsy dd&v dMmfsd L kj ds&ts Mm® YMm§ c
ygdmazs Hsf zMmisd dzr 7 Mmid3dse sdztse o d o3 d
NUMBER VLEOYdIsy desdBi e dMYf sdz! L ZjPdBse s My dfr
in ({ T yd sdzOdz! dzts) LEOLTr 80 s, ylsts fi
ftoddzj dzj dz HdzW OFf psBPtc®F HrtsHWN jd3
ZOf Qo dzj dzgdj dzj ESC OL Odets, indMmf sdz L b

15 ZdisdzyOdzd s
14 1s.

tdddds so9tsHO CBdBROdzH '

Interface Configuration Mode

RMf sdz L soa Odzdj S BBOdzHT

s COYHBREZ ddasjteW j2MmMkz By dts ftoddj dedls! IstsdtsC s dif HOJ dz détstf dfififts
HsMiskEf © ©OLdduyde = Idftes d&sekls BT ls! § tod o34 daj dz’ ¢ BH dzts izt
(access group) C ddzsjteW j2MmMkz BEHjIs ttOMrtSHEBO Ols! tej MzteMmr
e MetemMtse dzgj HsMIsOlssydes Hdzv OMiscaO®\daff j ¢ tsagOdgtt ' B gW o0 d Isyw

ydimds fsthstss sSctOddyj ds. [hmdad ftddjdjdd] SsdOdi’ dhHyj!
fstseh jddj e shdsSj.

1 ted d3d to

] HOdgdetsd3 ftedd3j tej ¢ OL Odzts, COC 4 todakdnafise | énf a & Oy HislHds,
HisMiskf © | PetdH/¥8. Et her n
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Switch# configure terminal

Switch (config)# interface eth3/0/3

Switch(config-if)# ipv6é access—group ip6-control in

The remaining applicable IPv6 related access entries are 320, remaining range entries are 16.
Switch(config-if)+#

4.7 ipv6 access-list

[ OdzdzOW CtBOBHO dMmYf tsdz L zjlsfigw Hdzw MsLHOddY ddzd dL d3d dzj dzd w
dmMfsdz LsoOdedd CtsBOdZHT HosqLs2HjIls oantH o tiydd | Pvée Acc
MfdmMC O HsMiskzYy @ kI2Asvj6n ' o tbitftcwizls 2

ipv6 access-list [extended] NAME [NUMBER]
no ipv6 access-list [extended] {NAME | NUMBER}

) OOk ster

extended ({0 yd sdzOdz! dzts) LEOLT 90 Is, Yylsts Mt
eOMmh dqioj dzgdz" 8 M dMEsdE HBMisEY O ||
ftod d3j dzd Is'j msfdyrdh? W ddz steOydd. [ fd
MfdmMtsS HBMEZfO | Pve BEREHjI MuydlOols

NAME Ve O dlsy q 3w CsdW qekted ol j dits cIRV.
[ OCMdBOd dsj ydhds HsfEzmlsyas & fd
NUMBER VCOYdlsglesdijDe (1 D number) ®MfgMHS
fMlsOdet Otclsdzg’ 7 MYdmMStse HEMsEfO | Pv6
12999. 1 dzv 6 OMh e dadz’ 7 g o M¢

LdzOyj dzd?2 ©l 13000 HEts 149909.

15 ZdisdzyOdzd s
1 4.Is

tdddz 99tsHO S dB3OdzH '
Global Configuration Mode

RMfsdz' LsoOdedj S BdROdzH T

REBY ¢ @ HiSEIMS O HEMiskZfO Hodyds Brls! bkddsod d& & 10 f
ykzeflsedlsjd d ¢ wjcdhlsekz. [Mdd dsdkdit MfdhMCO Hehmlskzio dzj
Bsd 52 dzj dMitdy Lizjdr 2 desdsjte L HJO§ OLskO desdsj eso My o f

1 ed &3d to

I HOzdzs s fted Bj o) §SCOLOds, S$OS dOMstesdl! ©OMh o] dadz” 2 Mt
list), fm-cdzit dzjods ec i p 6

43



(S BotHMlse & 1§ Sdb L) kHPAE'D dzt” § BBEEISOBE0 2 kisso dgv
DGS-1250

Switch# configure terminal

Switch (config)# ipv6 access-list extended ip6-control
Swtich (config-ipve-ext-acl)# permit tcp any 2002:f03::1/16
Switch (config-ipve-ext-acl) #

| HOddsd feddkjtt §sCOLOds, COC dofmsesdls! MkOdiOwlsd 2
fn d d3j dzj-sigl-ccoi nptér ol & .

Switch# configure terminal

Switch(config)# ipv6é access-list ip6-std-control

Swtich (config-ipvé-acl)# permit any fe80::101:1/54

Switch (config-ipve-acl) #

4.8 list-remark

[ OdzdzOW CsBOdH O dMf sdz! L 2§ Isw H dzw HtsB Q9 dzj dzd v C tsd3d3 dzls Ote
EHOdj dzd v CtiBj dzsOtedjo ompftsd Lk2Ijfm! Wskds?

list-remark TEXT
no list-remark

) OLO®] ster

TEXT LEOYdIsy Isj CMils Ctsddd3] dzlsOted v . wigjSimle
Mmd 3o sdzts o .

1 5 & d3tsdzy Odzd ®
1 d.Is

tdiNdds aotsHO CtsdiOdzH '

Access-list Configuration Mode

RN sdz' L 58 @dgd iz 7
[ OdzdzOW € s 3O dzH O HEHPIs Iz MIAGC , 0 |tP] d Méde.v e Configur e

ltod 34 te
| HOddzsdE fteddsjtej §sCOLOdRS, $OC HsBOodls! Cddj dzsOwd?2 ¢

44



(S BotHMlse & 1§ Sdb L) kHPAE'D dzt” § BBEEISOBE0 2 kisso dgv
DGS-1250

Switch# configure terminal
Switch (config)# ip access-list extended R&D

Switch (config-ip-ext-acl)# list-remark This access—-list is used to match any IP packets from
the host 10.2.2.1.

Switch (config-ip-ext-acl)# end

Switch# show access-1list ip

Extended IP access list R&D(ID: 3999)
10 permit host 10.2.2.1 any
This access-1list is used to match any IP packets from the host 10.2.2.1.

Switch#

4.9 mac access-group

[ OdzdzO" S tBOdHO dmisd LEjsMY HdY fddjdjdd” Midnso kft.cC
qdzls j ¥ j 2z, [ " bEHOMj ded¥ cbffr HEfsky Onolp ddasjteh j 2O o

mac access-group {NAME | NUMBER} [in]
no mac access-group [NAME | NUMBER] [in]

) OO st

NAME VEONdls] ddiv dmisd Lkj dses i dnsc
NUMBER VEONdIsy dsdijte dMmisd LEj Bsets MY dfr
in ([fydsdOd ds) vEOLT 90jls, MG k& H
foqdsjdzj dz Hzw fteso jeSd § OC]Istorfmat
2O Qo dzj dzd j dzj kS OL Odats, ind M sdz L k

1 5 & dsts dzy Odzd
14 k.

tdydds aotsHO Ctsd3OdzH T

Interface Configuration Mode

RMsdz' Lsoa Odedj ¢ Bd3OdzH T

(Mdzd cwkzf O HsMszfO® MAC (MAC access group) x4 dOMmMistets
fiteiLOfdhjld dijtc jdaOfHsAc 52 Cd. Jtekzfdfr HMisdW) §ro.d dzi Heso j ow
s COyHBBE ddzsj teW j 2 Mk @By des fteddid dedls! Issdzr €5 SHddz M dME
HEMIsEf © tOL dzdyde = kdftse dsckls Brils! ftoddgd dzgj dz ¢ sH dzsdBkz
ltedovwL €O ctwlzf§r HeMisEY Of ddlsg dedi g LMz gmBEZHPg)ls t©OMRtSHEB Ols! 1

Wddz steOydd CtsBBrzOELO. [ Mdad ttimMkztehse dj HsMIsOIsYdes H dzw
sB thde¢J.
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) oq B t
| HOGdtsdr fteddkjtt] §cCOLOds, $OC ftdghpheibe B Ehser nshisky

Switch# configure terminal

Switch (config) #interface ethl/0/4

Switch(config-if)#mac access-group daily-profile in

The remaining applicable MAC access entries are 204, remaining range entries are 32.
Switch(config-if)#

4.10 mac access-list

[ OdzdzO"Y CBRBOEZHO dMysd LEzjlsmw HdY MsLHOdY ddd dL dij dzj ddw
access |ist). sEBRBORZHO ftLodvwjls ot2lsd o tiyxdd MAC Acc
MfdME O HMzfO [ ¢d ofmptsds LE2IjMm! Wstedigc?

mac access-list extended NAME [NUMBER]
no mac access-list extended {NAME | NUMBER}

] OLO®] ster

NAME LEOYdIsd d dzv CodWdekedolz ] @I3sE s
oS Md BOdz! datsj udidzs HEsf ZMIsYIB = Mmd

NUMBER VE Oy (dIsjlzets dijDe (I'D number) fAfCd. iy € «
ttOfmh dtej dedz R mMfdmMSC e HsMszf © M
Hts 7999.

1 5 EZdisdzyOdzd
1 4.ls

tdddz 99HO S dBROdzH '
Global Configuration Mode

RM sz Lsoa Odedj ¢ Bd3OdzH T

RMysdz' L 221y HOdzdlzgz® § sSd50dzH Iz, YlstsBlli sats20sodn fo gmipdidgd MA ™o A
¢ s &30 dpermit d dzddeny, Ylstser ZCOL Ols: LOf dMmd. R d3W COYyHBEs MY
Eded € Odz' dz" 3. I md MmMddgeo sdzr , dmf sdz? LEj 3" 4 o dd3d ded, ykze mlse
HeMisEd © dzj S OL Odg, QoalssdiBOIsdyd MSd BEHJIs jdg®LR dzOdgy dig tefr) Ofiz”
HgOf OL sdz® desdzj tetse My dME s HBMsEY O MAC.

1 ted &3j te

| nHOddtsd ftddjtt §cCOLOds, S$OC ots2ld o tjjydd MAC Acc
HsMiszZf O [ ¢é¢u M Gdzpdizi theedai |l y

Switch# configure terminal

Switch(config)# mac access-list extended daily-profile

Switch (config-mac—ext-acl) #
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4.11 permit | deny (ip access-list)

[ OdzdzO% € sROdzH O dHys dzn sE @B i) dzdv L Of dfd t©OLtejh jddw
bHOdj dzdw LOfdMd otshmimd LE2kjh ¥ stds?

{ Ofh diej dzdzr 2 MY dMsS bkftOody dzdv HGMiskzfsd (Extended

[SEQUENCE-NUMBER] {permit | deny} tcp {any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-IP-
WILDCARD} [{eq | It | gt | neq} PORT | range MIN-PORT MAX-PORT] {any | host DST-IP-ADDR |
DST-IP-ADDR DST-IP-WILDCARD} [{eq | It | gt | neq} PORT | range MIN-PORT MAX-PORT]
[TCP-FLAG] [[precedence PRECEDENCE] [tos TOS] | dscp DSCP] [time-range PROFILE-
NAME]

[SEQUENCE-NUMBER] {permit | deny} udp {any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-IP-
WILDCARD} [{eq | It | gt | neq} PORT | range MIN-PORT MAX-PORT] {any | host DST-IP-ADDR |
DST-IP-ADDR DST-IP-WILDCARD} [{eq | It | gt | neq} PORT | range MIN-PORT MAX-PORT]
[[precedence PRECEDENCE] [tos TOS] | dscp DSCP] [time-range PROFILE-NAME]
[SEQUENCE-NUMBER] {permit | deny} icmp {any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-IP-
WILDCARD} {any | host DST-IP-ADDR | DST-IP-ADDR DST-IP-WILDCARD} [ICMP-TYPE [ICMP-
CODE] | ICMP-MESSAGE] [[precedence PRECEDENCE] [tos TOS] | dscp DSCP] [time-range
PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} {gre | esp | eigrp | igmp | ipinip | ospf | pcp | pim | vrrp |
protocol-id PROTOCOL-ID} {any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-IP-WILDCARD} {any
| host DST-IP-ADDR | DST-IP-ADDR DST-IP-WILDCARD} [fragments] [[precedence
PRECEDENCE] [tos TOS] | dscp DSCP] [time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} {any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-IP-
WILDCARD} [any | host DST-IP-ADDR | DST-IP-ADDR DST-IP-WILDCARD] [fragments]
[[precedence PRECEDENCE] [tos TOS] | dscp DSCP] [time-range PROFILE-NAME]

dlsOdzH Otelsdzr 2 My dmMtsS HBsMsEzfO | P (Standard | P Access

[SEQUENCE-NUMBER] {permit | deny} {any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-IP-
WILDCARD} [any | host DST-IP-ADDR | DST-IP-ADDR DST-IP-WILDCARD] [time-range
PROFILE-NAME]

no SEQUENCE-NUMBER

1 Ot OdgJ Is

SEQUENCE-NUMBER LEOYdIsy W HECtSeT 2 desd3j te.  smiskz
vid Bjde "y dsBite, bjd o' hj fdtk

any VLEOLT 90] s BOHMY s Y Mls 5 Re2FHIQ Md dzP L «

host SRC-IP-ADDR VEC O sz tojIB-GB2H B N Bl tz@dzd € O.

SRC-IP-ADDR SRC-IP-WILDCARD v § O3 d Is § ¢ wiaffjsd P dmlssydsd € O, d

wildcard. 1dls, Metslse jIsMiseazs h d2
Zydlsr 9 Ols+ fiqw . 1dls, Mtstslse jIsfylse s h
ftoetso j teWlss mw .

a7

(perr
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host DST-IP-ADDR

DST-IP-ADDR DST-IP-WILDCARD

precedence PRECEDENCE

VEOY(lisjlzC CRIB@H e j ) kL &zO dzOL dzOyj dzd W

VLEONdIs§ C Wafiefjintsd P dzOL dzOy 4 ded v , C
wildcard. 1dls, Metslse jsMisezs h d2
EZuydlsr 9 Ols! fiqw . 1dls, Msslse jIsMise zs n

feso jWlis! fw.

({fuydsdzOdz! dzts) vE O dIsj, Ylstser f o
Ptesodzt ftodtedlsjilsO (precedence).

dscp DSCP ({fydsd®k og)ls] -SHBHICRH &zv MmMtseo f OH j dac
I P. sk jdz HndOf OLsdz sIs 0 H tsd dgd-
DSCP: afll - 001010, af12 -001100, af13 - 001110, af21 - 010010,
af22 - 010100, af23 - 010110, af31 - 011010, af32 - 011100, af33 -
011110, af41 - 100010, af42 - 100100, af43 - 100110, csl1 - 001000,
cs2 - 010000, cs3 - 011000, cs4 - 100000, cs5 - 101000, cs6 -
110000, cs7 - 111000, default - 000000, ef i 101110.

tos TOS ({0 yd sdzOdz! dzts) vEOYdlsy, ylstser O]
Ptcsodzs type of service. [ ilskzf de

It PORT ({fydsdzOdz! dzts) VLEOYdIsd H dzW Myt
ZCOLtOalskz f stels O dgj dz! h j .

gt PORT (J{fuydsdzOdz! dzts) VLEOYdIsJ H dzw Myt
ZCOLOdzEzcets fstelsO BiSdzr N .

eq PORT ({fuydsdzOdz! dzts) LEOYdIsd H dzw Myt
FCOLOzsets  BtclsO ttOo dats.

neq PORT ({0 yd sdzOdz! dzts) LEOYdIsy H dzw )t ofte
ZCOLOzsets § stcls©O@ dzj tcOo dats.

range MIN-PORT MAX-PORT

([fydsdod ds) vSOydlsj Hdv fsft
ftsfOHOjls » ECOLOdMd 2 HJOfOLd §t

TCP-FLAG ({fuydsdzOdz! dzts) VLSO dIsyg i tsdzw TCF
LOcsdziso € O T C&k fgckrhatgdgr), fim (finish), psh (push),
rst (reset),syn ( sy nc hr o ruigZueggnt).d dzd

fragments ({fydsdzOdz! dets) vECOYdIsy Hddw Wddz Iste

time-range PROFILE-NAME

({fuydsdzOdz! dzts) LEOYdIsd d fzw ftots
MowiL Odzdzgsets s MY dMC s d dgin iz e t
OCIkde Oydd.

tcp, udp, igmp, ipinip, gre, esp,
eigrp, ospf, pcp, pim, vrrp

VCONdl] (oS td 4 koo dv.

PROTOCOL-ID

LEOYydIsj Protocol | D. [ siskf j dz Hd
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ICMP-TYPE ([fydsdzOdz dzets) vS Oy dlsj Isdf f)ts g dg
sdf O fsseh jdd?2 ks 0 HB 255.

ICMP-CODE ({fydsdzOdz! des) uvE Oyl CtsH MtstsBh
CsHO MBh jdd?2 ls 0 Hts 255.

ICMP-MESSAGE {0 ydtsdQazs @ dndsjse M jI1GMPj [ dzw ' B se®Mis kz

fMdzi HEzE "idtgJ H 2 M s O dzts oK) telLolztz jj Isadministratively-
prohibited, alternate-address, conversion-error, host-prohibited, net-
prohibited, echo, echo-reply, pointer-indicates-error, host-isolated,
host-precedence-violation, host-redirect, host-tos-redirect, host-tos-
unreachable, host-unknown, host-unreachable, information-reply,
information-request, mask-reply, mask-request, mobile-redirect, net-
redirect, net-tos-redirect, net-tos-unreachable, net-unreachable, net-
unknown, bad-length, option-missing, packet-fragment, parameter-
problem, port-unreachable, precedence-cutoff, protocol-unreachable,
reassembly-timeout, redirect-message, router-advertisement, router-
solicitation, source-quench, source-route-failed, time-exceeded,
timestamp-reply, timestamp-request, traceroute, ttl-expired,
unreachable.

1 5 Edisdey Oded
1 4.ls

{ d % dodp SH @GOz

IP Access-list Configuration Mode

RMi sdz! L 58§ @dgPglzH T

(fMdzd fHteOoddzts MBSLHOdEs B L ZCOL Odzd W sftcjHjdzj dedetsets ff Sto
Qo lstsdzOIsdyj M¢d. (fMdzd s §jteoOw L OYdf: , sts BEHDI ftodf
I smdzijHzehdds LOfdmw s fcOo d dzO dzOL dzOYOj Isfqw desdzd 6, BBz h 2
fstcVHOCSOr 2 desdiditce 98 MPdMEJ HBMisEf O BEHjIs Mistswis: o Ctsdzyy
1 sdz' L s Olsj dz Bsy J Is d i Bckzess-5sd Aesequeres Gg@aizH 2 i d3j dz' dz0Oy O dz' «
fs"HCSotsEts Ld®dgj @™ dh OO LOfdMi2 Hdw ECOLOdkEsets Mmf dme
C®BOdgHT desor &3 LOfdMWds BjL EZCOLOddsets fstWHSSatsets datsd3j
dzso " i3 dz2OMbstes2 C OB EZ$C OL Odzgdeses MY dME O HesMiskzy O.

l1ted dzOL dzOyj dzdd §oteWHSCBoBEts diasidig 'tc 0L O tsjziyjdirs d tc sdeddduz 2 d
BeHkhdr LOfdMji?2 f &jid hdd fsvHSse " &3 datsd3j tots . R dzOy d

B de' "ddzZ fsteWHS ST d3 datsdzd tets d3.

]l seWHC SO 2 dZsd3j 6 HBdYJjd BT Is! Fdzd C Odz! dzr o3 o HiBd3] dzj my
fsteV HC 5o 56 sWlREdsiwO Misse h jddj B hdBSC .

[ dzv MLHOddY fteOoddkzO M tsMmisOodzj dzdw HdzW MIsOdzH Oelsdesets M
Bsclkzls Brils! ESCOL OdDH tsjsfig® Cdsfy 4 tiswyldrd 9 P d dzOL dzOyj ded v .
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1tod d3j to
]l HOddsdE ftoddkjtcj t5¢O0L Odets, ¢ OCte jfigkmlptie@ds ! ) f4d S @ dufiisdf IsHzdf O t
Strict-Contr ol . Clts Mzj Hks PNdj HOEGId: @ dyte 204820y Gz j H dzw

GOLtjh dlsf OCTJCP , ftoj HdzOL dzOYj dedz’ § H&zW EL ZOf OO BOOHEY 2 f Sto
&OL dzOyj ded® TCP 86Gjd| G@RGJ" dls! o

Switch# configure terminal

Switch (config) #ip access-list extended Strict-Control

Switch (config-ip-ext-acl) #permit tcp any 10.20.0.0 0.0.255,255
Switch (config-ip-ext-acl) #permit tcp any host 10.100.1.2

(
(
Switch (config-ip-ext-acl) #permit tcp any any eqg 80
Switch (config-ip-ext-acl) #permit icmp any any

(

Switch (config-ip-ext-acl) #

| HOddzsds feddsjtej §SCOLOdS, $OC MeLHOl! 2IPHOY dh ddg-asdze s
acle . Clsts MmdzjHkshdj L @IS’ g OLYEgi"HEEOL dzOyj dedz § Hdzv fjlsd
IP-f OC jIsr, ftojHdzOL dgOyYj dgdz'.j Hd&zY EL&O 10.100. 1.2

Switch# configure terminal

Switch(config) #ip access-list std-acl
Switch(config-ip-acl) #permit any 10.20.0.0 0.0.255.255
Switch(config-ip-acl) #permit any host 10.100.1.2
Switch (config-ip-acl) #

4.12 permit | deny (ipv6 access-list)

[ OdzdzOVY Ct5BOZHO dMfsdz! Lizjlsmw HdY HBBOodzj dzgdw L O dMmMd per
EHOdzj dzdv LOfdMmd dL MfdmMS O HsMiskzifpo® | Pve eoetmytsd LEz2Isjfm:

t OmMh dtej dedzr 2 MY dMsE HsMiskzf O | EWLiGt: (Extended | Pvé Acces

[SEQUENCE-NUMBER] {permit | deny} tcp {any | host SRC-IPV6-ADDR | SRC-IPV6-
ADDR/PREFIX-LENGTH} [{eq | It | gt | neq} PORT | range MIN-PORT MAX-PORT] {any | host
DST-IPV6-ADDR | DST-IPV6-ADDR/PREFIX-LENGTH} [{eq | It | gt | neq} PORT | range MIN-
PORT MAX-PORT] [TCP-FLAG] [dscp VALUE] [flow-label FLOW-LABEL] [time-range PROFILE-
NAME]

[SEQUENCE-NUMBER] {permit | deny} udp {any | host SRC-IPV6-ADDR | SRC-IPV6-
ADDR/PREFIX-LENGTH} [{eq | It | gt | neg} PORT | range MIN-PORT MAX-PORT] {any | host
DST-IPV6-ADDR | DST-IPV6-ADDR/PREFIX-LENGTH} [{eq | It | gt | neq} PORT | range MIN-
PORT MAX-PORT] [dscp VALUE] [flow-label FLOW-LABEL] [time-range PROFILE-NAME]
[SEQUENCE-NUMBER] {permit | deny} icmp {any | host SRC-IPV6-ADDR | SRC-IPV6-
ADDR/PREFIX-LENGTH} {any | host DST-IPV6-ADDR | DST-IPV6-ADDR/PREFIX-LENGTH}
[ICMP-TYPE [ICMP-CODE] | ICMP-MESSAGE] [dscp VALUE] [flow-label FLOW-LABEL] [time-
range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} {esp | pcp | sctp | protocol-id PROTOCOL-ID} {any |
host SRC-IPV6-ADDR | SRC-IPV6-ADDR/PREFIX-LENGTH} {any | host DST-IPV6-ADDR | DST-
IPV6-ADDR/PREFIX-LENGTH} [fragments] [dscp VALUE] [flow-label FLOW-LABEL] [time-range
PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} {any | host SRC-IPV6-ADDR | SRC-IPV6-ADDR/PREFIX-
LENGTH} [any | host DST-IPV6-ADDR | DST-IPV6-ADDR/PREFIX-LENGTH] [fragments] [dscp
VALUE] [flow-label FLOW-LABEL] [time-range PROFILE-NAME]
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#lsOdzH Otelsdzr 2 M dMsC HBsMsEfO | Pvé (Standard | Pvé Access

[SEQUENCE-NUMBER] {permit | deny} {any | host SRC-IPV6-ADDR | SRC-IPV6-ADDR/PREFIX-
LENGTH} [any | host DST-IPV6-ADDR | DST-IPV6-ADDR/PREFIX-LENGTH] [time-range
PROFILE-NAME]

no SEQUENCE-NUMBER

] OO Ister

SEQUENCE-NUMBER VCOYdls] fBtYHCBOT 2 dskjt. [ Mk
Yjgd&3 Bjd M) desdkite, IkjdB erhj fdstk

any LEOLTr 90 Is dz@Pv6-@H B 5B dmls ts y dBRf/E&-AH tc
dzOL dzOyJ dzd v .

host SRC-IPV6-ADDR VEOY (IsizC o jIBVBEOR tcj fn EL dzO dMilstsyded € €

SRC-IPV6-ADDR/PREFIX- VS OYdlsj Mjls: |1 Pve dhmistsydsdS O.

LENGTH

host DST-IPV6-ADDR VEOY IS o jIBVZOR tcj I kL dzO dzOL dzOyj dzd

DST-IPV6-ADDR/PREFIX-LENGTH 0 € Oy dlsj fjls: |1 Pv6e dzOL dzOyj dzd W .

tcp, udp, icmp, esp, pcp ,sctp VEOYdIs ] skl sfz® 4 Ektotseo dav .

dscp VALUE ({fydsdz0&'odkE)lsjy Mtseaf OHOs M j i L dzOy,
IPv6- R jH] te] . r sk jdz HdOf OL sdz ©ls
DSCP-d d3i dzO: - 010101 afl2 -001100, afl13 - 001110, af2l -
010010, af22 - 010100, af23 - 010110, af31 - 011010, af32 - 011100,
af33 - 011110, af41 - 100010, af42 - 100100, af43 - 100110, csl -
001000, cs2 - 010000, cs3 - 011000, cs4 - 100000, cs5 - 101000, cs6
- 110000, cs7 - 111000, default - 000000, ef i 101110.

It PORT ({fyd sdzOdz' dats) VS O dlsjided W dzv j Mtk t
ZCOLOdzdzsEdts fstels O d3j dz' h j .

gt PORT ({fydsdzOdz dats) VEOYdIsj Hdzw My &
ZCOLOdzdzcets fstelsO Btsdz N j .

eq PORT ({6 ydtdzOdz dats) VS OYdlsj Hdzv st &
ZCOLOdzdzsets f stels O tcOo dats.

neq PORT ([ fydBdeOdz! dets) wuC@Bpshls Owdizj ded v ,
ZCOLOddzsEdts fstcls O daj tOo dats.

range MIN-PORT MAX-PORT ydtdzOdz! dzts) VLEOYdIsd H dzW sy t

(4
fsfOHOjls o ECOLOdMD 2 HJOfOLd §t
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PROTOCOL-ID ({fydsdzOdz! des) vEOxdlsj Protocol I
ssHB 255.

ICMP-TYPE YyqdsdzOdz! dzgs) vCOydlsy Isdf Mmstseh

(47

kdfO fMeseh jdd2 Sl 0 HBS 255,
]
H

ICMP-CODE ydsdzOd dzts) vSOy(dlj StH Miseh

0O fMsBh jdzd?2 I 0 HB 255,

ICMP-MESSAGE (T ydsdzQds @ disise M jIGMPjr dzo ' B ske®Mmiskz
fMdzj Hize P ffted HIZMis Odzts o fizp wz@zez J Is leyond-scope,
destination-unreachable, echo-reply, echo-request,
erroneous_header, hop-limit, multicast-listener-query, multicast-
listener-done, multicast-listener-report, nd-na, nd-ns, next-header, no-
admin, no-route, packet-too-big, parameter-option, parameter-
problem, port-unreachable, reassembly-timeout, redirect, renum-
command, renum-result, renum-seq-number, router-advertisement,
router-renumbering, router-solicitation, time-exceeded, unreachable.

TCP-FLAG U ydosdQdo Cdidsy qfsg dzTCP flag d ¢ OL Odzlz] I§
L O¢ sdZ®BGPIP d3j dzgcliz(acknowledge), fin (finish), psh (push),
rst (reset), syn (synchronize) d dzdrg (urgent).

flow-label FLOW-LABEL ([fydbsdzaRogs)sj L doyjddj Flow La
sl Hts 1048575,

fragments ({fydsdzOdz! dets) uvCOydIsy Hdzv Wddz Iste

time-range PROFILE-NAME ({fuydsdzOdz! dzts) LEOYdIs] d 3w ftots
fMowL Odzdzgsets Mt MY dMStsd HBMlskzY O,
OCIsde Oydd.

15 EdisdzyOdzd &
14 1s.

t 4 dodp s HE @& B3O dzH '
IPv6 Access-list Configuration Mode

RMY sdz' L 58 G@dg glzH *

( Mdzd fttOoddzs MLHOdS BJL ¢ OL Odzd v sty Hjdzj dedetsats ff Sto
Qo lssBOIsdyd M<d. (fMdzd s §jteoOw L OYJdMm: , ss BEHjIs ftodf
1 smdzi Hize hdfffigy 5 Off tc O  dzO dzOL dZO YO Isfmw desd3i 6, BBz h d2 dz2O L dz
fstcVHECSOr 2 desdiditce 98 MPdMEJ HBMisEf O BEHjIs Mistswis: o Ctsdzyy
1 sdz' L s Olsj dz Bsy J Is d M Bckzess-5sd Aesequeres g@aizH 2 i d3j dz' dz0Oy O dz' «
fscVHOC B BGEs desd3j 6O d fj@ROYHided v 2O Dc@dzdes@tisd Mf dME O HsMiskY
CodBBOdgHT desor 5 LOfdMW d3 BiL EZSCOLORBEsets fstWHSSotsEt datsd3d
dzso " i3 dz2OMbstes2 C OB kS OL Odzgdeses M dME O HesMiskzy O.
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l1ted dz2OL dzOyjdedd oW HECBSotsets dsd3j 6@ o tcDdatidr?, dddsfcd Odf o3
Bunizhdrs LOfdMi2 f d&jdz hdds fsEwHECBSe " d3 dztsd3j tets 3. R dzOy d
Bide hdds s HSC s " d3 dets d3j tots .

] SEEWHGCtSe " 2 desdBjte HEsdy jdz BT Is! Zded C Odz dzr d@3 ©® HEsdj dzj MY
fstcWHCSoatsets descBi 6O Htsw otflsd C MstsB M | ded §

1 tod d3d to

] HOdktsdE fteddiitey ¢ OLOds, ¢0O0C MsLHOL! 4 LOfdfmd Hdv t
ci pwdntrol e. Cbkts Mdzjulkze hdj -f0Qjdhd: i@ HtdgOn ddOy j BOP j H dzw
COLE " dlsf OCTJOP , ftoj HdgOL dz®@D j 62620 2 : HIZW2 Iz L tc @LAK s Is ! H dawiy j f ST
G@OL dzOyj ded® TCP 80 d HO@CHJT dls: ofyj | CMP

Switch# configure terminal

Switch (config)# ipvé access-list extended ipvé-control

Switch (config-ipv6-ext-acl)# permit tcp any ff02::0:2/16

Switch (config-ipve-ext—-acl)# permit tep any host ff02::1:2

( )
( )
Switch (config-ipvé-ext-acl)# permit tcp any any eq 80
Switch (config-ipv6-ext-acl)# permit icmp any any

( )

Switch (config-ipv6-ext-acl) #

] HOdEksdR fddkjte §560L0dks, $O0C MLHO! 2 LOfdhmd Hdv
ci pstdcontrol e. Clsts Mmdzj Hizs hdj -LEEjddfitfj H OO LKEON ofidslz” j | B dzv
ffo2::0:2/16-fOCQPiIstej " i HIKOL dz2OyJ dedezr § HdzvW EZLdkzO ffO02::1: 2
Switch# configure terminal
Switch (config)# ipv6 access-list ipv6-std-control
Switch (config-ipvé6-acl)# permit any ff02::0:2/16
Switch (config-ipve-acl)# permit any host f£f02::1:2

(

Switch (config-ipvé-acl) #

4.13 permit | deny (mac access-list)

[ OdzdzO" S EBOBHO dMitsd LizjkMw HdY SftjHjd dd" §cOsddO Hd
slsC OL Odzs o H OBz, L @vd flgh o SMY B L 22 f)! ¥ 5t dss2

[SEQUENCE-NUMBER] {permit | deny} {any | host SRC-MAC-ADDR | SRC-MAC-ADDR SRC-
MAC-WILDCARD} {any | host DST-MAC-ADDR | DST-MAC-ADDR DST-MAC-WILDCARD}
[ethernet-type TYPE MASK] [cos VALUE] [{vlan VLAN-ID | vlan-range MIN-VID MAX-VID}] [time-
range PROFILE-NAME]

no SEQUENCE-NUMBER

] OOd) ster

SEQUENCE-NUMBER VS OYdl] fWHCSe' 2 dsdBjte. 1 Mk
YidB3 d3jdz M desdkite, Isjd erhj fedtt
any LEOLT 90 Is ZUAC-@u Bth ) dfMlis sy dd4C-@H to(

dZOL dzOYj dzd v .

host SRC-MAC-ADDR VC O Gl 6 jMARION 6] ) kL &zO dMlstsyded S ¢
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SRC-MAC-ADDR SRC-MAC- uC Oy dlsj ¢ kAt Msou dMssyddsS O, d

WILDCARD wildcard. J1dl, fmttlejlMmlsolkeh ¢?2
Eudisr o Ols! fyw . Isidle,z¢ Mdssls a jdz0y dzd ®
flotso j oW s fw.

host DST-MAC-ADDR VEOY (isiz o jNSARIOH o j M L dzO dzOL dzOyJ da
DST-MAC-ADDR DST-MAC- S Oy dlsj ¢ tokOfutiel Mfsd v dzOL dzOyJ dzd W ,
WILDCARD wil dcard. 1dls, Moslse jIsmisazs h d2

Eudlsr 9 Ols! qw. 1dls, Mmoslsjlsflsekzsn
feso jwwlis: fw.

ethernet-type TYPE MASK ({fyd sdzOdziv@&®y d Is J Isd{ Et herne
h jilsdzOHYyOljtedyde &8 ydmazsds tsls 0
Et hernet . r smiskzy dzr fdzj Hizs M dj  divk

etype-6000, etype-8042, lat, lavc-sca, mop-console, mop-dump,
vines-echo, vines-ip, xns-idp, arp.

cos VALUE (JfydtsdzeOdz! dets) vCOydlsj L dOyjdedj p

vlan VLAN-ID (JfydsdzOdz! dets) W@ Oy dlsy VLAN

vlan-range MIN-VID MAX-VID ( { ¢ t3dEOdz! dzts) LV PO I B ts dz Na AN Is §
B3d dzed B3O dz! dzf 2 d BROC fid dy@ARIDE 2 HJOY C

time-range PROFILE-NAME ({fuydsdzOdz! dzts) LEOYdIs] d 3w ftots
MowL Odzdzgsets Mt MY dMStsd HBMlskzY O,
OCIkde Oydd.

15 ZdisdzyOdzd s
14 1s.

tHdds 99BBHO Ctsd3OdzH '
MAC Access-list Configuration Mode

RN sdz' L 58 @dgglzH '

({ Mdzd fttOoddzs MLHOdS BJL ¢ OL Odzd v sty Hjdzj dedeseats ff Sto
Qo lssdizOIsdud M¢d. ( fpdzd <t Ists f jteoOW L O dMm , sts BEHjIs ftodf
1 sdgjsrh dd3 L OfdMv d3 f teOo d dZO dzOL dzO YO Ismw desd3j t6, Bsdzr M d2  dac
fstcVHECSOr 2 desdiditce 98 MPdMEJ HBMisEf O BEHjIs Mistswis: o Ctsdzyy
1 sdz' L s Olsj dz Bsy J Is d M Bckzess-5sd Aesequeres g@aizH 2 i d3j dz' dz0Oy O dz' «
fstecvHOBSoBGEs dsdij O @ LOOUGHLYHdzY ECOLOddsets MfdmMEo HTS
CodBBOdgHT detsor 5 LOfdMmMW ds BiL EZSCOLORBEsets fsSWHESotsEr datsdid
dzso " i3 dz2OMbstes2 C OB EZSC OL Odzgdeses MY dME O HesMiskzy O.

l1tod dzOL dzOyjdedd oW HECBSotset dztsd3j 6oL | dete fwpdslp “O,dzdzdzl y ] idzls §f 3
Bzuizhdr LOfdMi?2 M d&jdz "dds YW HECBe " d3 dztsd3j tets 3. R dzOyd
Bide hdds s HSC s " &3 dets d3j tots .
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]l stgWHCSO M 2 desd3j 6 HBsdzy jdz BT IS¢ Eded C Oz’ dg" o3 o H B d3J dzj my
fstcwHCtSoatse s s E®h Jfdzef p dsmwisind s ¢ 4 .

Il MfdmMss sy dls Brils! HSBOodzi des dgj M tsdz S5 L O dMg 2 d or
Hdzw  tsHdzdh, d LOftejls (deny) Hd&Y Htkedhr L OfdMmj?2 s 5 dBBO
tcOL dzdyder &3 fsdzv o5, Htsfskzy d" &5 ftod deOMlstets2 ¢ j .

1 609 iz MO HEsMiszf O MAC BkHEkl fte jWls! Iktd ¢ §O0Cjlr,

) tod d3j te
] HOddesds fddjttj §sCOLOds, $0O¢ &Omspsdli| ef disdss MA @& O:
Hesfiskd Hokd MY HENCHIPE MAICS sydd S O.

Switch# configure terminal

Switch (config)# mac access-list extended daily-profile
Switch(config-mac-ext-acl)# permit 00:80:33:00:00:00 00:00:00:ff:ff:ff any
Switch (config-mac-ext-acl)# permit 00:f4:57:00:00:00 00:00:00:ff:ff:ff any
(

Switch (config-mac-ext-acl) #

4.14 show access-group
[ OdzdzOw CHBIREDO L 2jIshvy HdY sttt ki steddOydd © ctlzi
SHdzséts ddzd dzgj MEtsdz! €drn ddelsj el j2MmMtse.

show access-group [interface INTERFACE-ID]

] OLO®] ster

interface INTERFACE-ID ({fuydsdzOdz! dzts) VLEOYdIsg ddals j oW j %
SlssBtOL dlIs! .

1 5 EZdisdzyOdzd
14 1s.

tdddds sotsHO CBABROdzH '
EXEC Mode

RMsdz' Lsoa Odedj ¢ Bd3OdzH T
( Mdzd ddzlsj e j 2 dzf ECOLOdz, lstsBtOy Ol Mw BEHJjI dJda sted3Oyd"

1 tod d3d te

] HOddzs 3 fted ko] § HYBL Odstsse ©OY | dz§ jizv o, jHdzvd dflsty et 2 tsdzO fiy I
Y dinSH sMiskzyf O.
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Switch# show access-group
ethl/0/1:
Inbound mac access-list : simple-mac-acl (ID: 7998)
Inbound ip access-list : simple-ip-acl (ID: 1998)
Switch#

4.15 show access-list
[ OdzdzOW CBBRBOBHO dMftsd Lizjlsmw HdY foshskbed Jdi sedzOydd s

show access-list [ip [NAME | NUMBER] | mac [NAME | NUMBER] | ipv6 [NAME | NUMBER] | arp
[NAME]]

) OOk ster

ip (J 0 ydtsdzO&odEidsise T BlssBteOL dls! oM

mac ({0 yd sdzOdz! dzts) veEOYdilsy, ylstser sls
MAC.

ipvé ({0 yd sdzOdz! dzts) veE Oy dIsy, YlstsBr tsls
IPv6.

arp ({fydsdzOdz! dets) uvCOydIsy, vyltser Bt

NAME ({f3dgOdz! dzts) v CE O dIsy HdzW BIstsBtLOY J

NUMBER (T ydsdzOdz! dets) v € Oy dIsIp Y dzfy € ©Is | st

15 ZdisdzyOdzad s
14 1ls.

tdydds aotsHO Ctsd3OdzH T
EXEC Mode

RM sz Lsoa Odedj ¢ Bd3OdzH T

[ OdzdzOW" CBBROZHO dMitd LEkjlkmMw Hdv CEBB OFENHtkdy Od dat fidzdgO wiz
sfydv, BzHjls lktsBtcOy jd MfdmMse eoefMmjrn dOmMistetsj dzder 7 My dME tse
BzHjIs BlssBtcO) j O HJjlOdz dzOW dJdaW stedsOydw t Midméj HBMisEY C
Muydlsyd¢ ACL (ACL harfdfwgmM@O cemembkef P Hax¥cess | ist) fyd ks
sty COYHB2 LOfdMd MEdmMEO HemMiskzyf O.

) ted d3j to
| HOGEsdR fteddkjt §sCOLOds, S$OC oCdsydlk' shktsBtOyjddj of
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Switch# show access-list
Access-List-Name

Strict-Control (ID: 3999) ip ext-acl
daily-profile (ID: 7999) mac ext-acl
ip6-control (ID: 14999) ipve ext-acl

Total Entries: 3

Switchs#
] HOddksd fteddjte] §sCO0LO0ds, ¢OC
Switch# show access-list ip Strict-Control
Extended IP access list Strict-Control (ID: 3999)
10 permit any 10.20.0.0 0.0.255.255
20 permit any host 10.100.1.2
Switch#
] HOdzdzsd3 fteddsjtej §COLOds, COC o¢ds ydls!

Of f OwOlsdz 2 fMujlsydes.

Switch# show access-list ip simple-ip-acl

Extended IP access simple-ip-acl (ID:3994)
10 permit tcp any 10.20.0.0 0.0.255.255 6410 packets
20 permit tcp any host 10.100.1.2 (Ing: 3232 packets
8758 packets

(Ing: Egr:
Egr:

4214 packets)

0 packets)
30 permit icmp any any (Ing: Egr:
Counter enable on following port(s):
ethl/0/5-1/0/8

ethl1/0/3

Ingress port(s):

Egress port(s):

Switch#
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5 stsBOdzH" BkftcOodzj dzdw HEMiskzY] &g

5.1 access class

[ OdzdzO" CtBOBRHO dMysd LizjlsMY HdbY §&sodkdtOomdiso, &Gk &§
[dv sldjdd fsojtwSd SOLOREsEE M MO HEMiskEfO otshf sd! L

access-class IP-ACL
no access-class IP-ACL

] OLO®] ster

IP-ACL RMGSd LEjlsMY HdY ESOLOdIY fMlsod
OHtej Mo . ) sdj OH Y OO fddifis &y dzg & Or
SftjHjdYjls HBo jtoj ddzr 2 ddzd dzj HiSo j

15 ZdisdzyOdzd s
1 d.Is

tdydds aotsHO Ctsd3OdzH T
Line Configuration Mode

RMfsdz' L soOdedj S tsd3OdzH T
RN sdz L 22Isj HOdagz® CtkOdzHE, 7ybkter ECOLOK' Mfdmss, ¢t

g idnd [ OCId BOdz dztsj ud mdet2 . i dnfigkdfts eH o HOES i k(i@ © HEsMiskZ O &y
ftoddzj dzedls! detseor 2 MfdmMtsS HsMiskzf © BLkHjIs IS dsdvils! v HB Isj
BzHjls EZHOdid i fmdgsh! s §sted’

1 ted d3j te

]l HOdzdesdz ff tod d3d teyd fif fis € fPte OO dide's Mis O dzH Otsls dgsicdy fifistfod fift Gz CHOR fifdadia
seteOddyd dedj vydtjL Telnet. uvd €t ELrdzk 226.1.1.1 tOLJh,

Switch#configure terminal
Switch(config)# ip access-list vty-filter
Switch(config-ip-acl)# permit 226.1.1.1 0.0.0.0

Switch (config-ip-acl)# exit

(

(
Switch(config)# line telnet
Switch(config-line)# access-class vty-filter
(

Switch(config-line) #

5.2do
[ OdzdzOW CsBOdZHO dMyfsdz L k2] Ismw H dzw or ff sdzdzj dzd W C 53O dzH , f
User/Privileged EXEC Mode ddzd dzsBtsds tojyddsy SCtsdWdektedtotseo Odad W .

do COMMAND
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1 OtlOd3j Ister
14 1s.

15 ZdisdzyOdzd s
1 d.Is

t 4> dodp SHE @& &3O dzH T
Any Configuration Mode

RMftsdz LsoOdedy S BABROdzHT

[ OdzdzOW CBBROHO dMfsd LEjlsMmw Hdv o f sdzdzj dzd¥ € sdBOdzH, ]
User/Privii eged EXEC Mo dshow, slef d czdfldb@yf tcd dzOMistes?2 ¢ ¢ sdid3zlsOlst
or f sdzdzj dzgd v S BREOdzHT MdMilsj BO o jtedzismw ¢ dMfsd Lkj Bk t]:

“ 1 wddki youda@e otsfsMO (?) d $dkOedh Odidlab WMy dr Hdv

) od d3j te
] HOEsd §€PBPEs, f €0C dMfsd Lso0k! L dOC ssftsnO (2?)

Switch# configure terminal
Switch(config) #do show running-config ?
all All configurations including commands corresponding to default
parameters
effective The configurations which affect the behavior of the device
interface Select an interface
Vlan VLAN configuration
| Output modifiers
<cr>

Switch (config) #do show running-config

| HOddsd ftddjt] §cCOLOds, sKo®Sp isterffice dadzd s | 3 dCdiy sOcaiztzs O dz’
CsdWdekwOydd.

Switch#configure terminal

Switch (config) #do show ip interface

Interface vlanl is enabled, Link status is down
IP Address is 10.90.90.90/8 (Manual)

ARP timeout is 240 minutes.
Total Entries: 1

Switch (config) #

5.3 ip http server

[ OdzdzOY CHEBORHO dhMisd Lijlshmy Hdv oCd* yj ddecofjct®o j DT PH’
oMy tsd LE2kjMy Wskds?
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ip http server
no ip http server

1 OO Iste "
1 d.Is

15 EdsdyOdz s
15 EdisdzyOdzd® HOdzdzOv tsf ydw 9 ¢ dzs Y4 dzO.

t d X dodp SHE @& B3O dzH T
Global Configuration Mode

RMftsdz LsoOdedy S BABROdzH T

[ OdzdzO" CBOGZHO foLobdvjls ofgtogs HI®EP. sk qik2m HES
SlsHjdz' dets EZfteOocdew jlsfw ¢ tsdkOdei Ok SSL.

) od &Bj o
] HOddksd ftddjt §s6O0LO0ds, CO¢ oCdsydl' Mmjtwejt HTTP

Switch#configure terminal
Switch (config)#ip http server
Switch (config) #

5.4 ip http secure-server

[ OdzedzOW Cts5BOdHO dMftsd LEzjlsmw HddY oCdz yj ddvy Mmj gehitpd® HTT
secure-server ssl-service-policy dzj sB n tSH d d3ts ¢ OL Ols¢ fsdzdlsdSkz fmjteadmO
tsls € dzs i fad & HEET®S o s tsdz! LWzt tdsclj thig?

ip http secure-server [ssl-service-policy POLICY-NAME]
no ip http secure-server

] OO ster

ssl-service-policy POLICY-NAME ( [ f yd s dzO dz§ @5 i Is § d 3w fsdzdIsd¢d ¢
RMYy sdzr L 22 1s] sd-Sev@elgolscy, stsdzt €5 j M
FCOLOdzd HsdzdlsdGkz SSL Service ss$i<
service-policy.

1 5 k& dsts dzy O dzd
15 EdsdzyOdsd  HOdzdzOW s ydw tslsC dzs yj dzO.

t 4 dodp s HE @& BBO dzH '
Global Configuration Mode
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RMY szt L 58 @ dgD gizH

[ OdzdzO" CBOdZHO fLotsdY jls o6C dz® ydls:! Mittejte HTTPS d dMmi sd
Policy Hdw HTTPS. [fdd §OtOdkjlste dzj ¢ OLOds Hd&v HTTPS B
i isfS Ols.

1 ted d3j te

| HOddzsds fddsjtej §sCOLOds, COC oCdsuydlk! fMmjtejt HTTPS d
HTTPS.

Switch# configure terminal
Switch(config)# ip http secure-server ssl-service-policy spl
Switch (config) #

5.5 ip {http | https} access-class

[ OdkzdzO" CBORHO dhMysd LkjlsMY HEY ESOLOkRIY MfdMSO,- Sttt
fd dzj taf dzd HITTERI D j telz. [ dzv Gldi3jd fsejttd ftod §ohBshd M
W ts o BBR

ip {http | https} access-class IP-ACL
no ip {http | https} access-class IP-ACL

] OO Ister

IP-ACL R sdz' L zj Isfyw H dzw ¢ OL Odgd v fnls © dzl
OHE jofissdzj OHEjMO dhlssyddSO ©ft
dzj Hiso j toj dzdz" 2 EzL § dz.

15 ZdisdzyOdzad s
14 1ls.

tdNdds o9oaHO Ctsd3OdzH "
Global Configuration Mode

RMfsdz' L soOdzedj S tsd3OdzH T

[ OdzdzO" CtsEORZHO fLotsdvjls ECOLOK! MidMss, ¢ skfHiEEal o] SE
dlzd HT-MP®Bo jtekz. [ Mdzd ECOLOdd 2 MidMmst HMskzfO dj Mkh jMmise
sHddz L MfdmMC e HeMskfO doj BEHjl fsejwis! v ftod HEMik

1 ed &3d to

] HOdEksd ftdhkjt §sCOLOds, $OS MtLHO! iz da 2 Sfto
HTTP-fj teo jtek. | sMlskf ¢ Mjtteojtk ©OLEjN jd ssd S kLdkz 226.
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Switch# configure terminal

Switch (config)# ip access-list http-filter
Switch(config-ip-acl)# permit 226.1.1.1 255.255.255.255
Switch (config-ip-acl)# exit

Switch (config)# ip http access-class http-filter
Switch (config) #

5.6 ip http service-port

[ OdzdzO" CtROBRHO dmitsd LEjkMY HdvY ECOLOkRIY §sttsO HTTP.
osMisd L 22IsjMy! Wt ds?

ip http service-port TCP-PORT
no ip http service-port

) OOk Ister

TCP-PORT VS OYdl] ds®kjtt §stesO® TCP. [ dOf OL
sOC fwOoddts, HA&¥ fislsS sdos e T8Po

1 5 kdgtsdzyOdad ¥
15 EdsdyOdds dMysd LEjlshY §skls 80.

t d X dodp sSHE @ B3O dzH T
Global Configuration Mode

RMftsdz LsoOdedy S BAdZOdzH T
[ OdzdzO"Y CHEBOdH O f SL otz fls HIZ? OMPlEd j EBOPHTTP.

1tod d3j to
| HOddsd feddjt) §sCOL Ofsels COC8 tz0mEe s BT P.TCP

Switch# configure terminal
Switch(config)# ip http service-port 8080
Switch (config) #

5.7 ip http timeout-policy idle

[ OdzdzOW CodBOdZH O dMtf sdz L 2z Isfmyw H dzvCz sofn Isth s g IS {v L @20dylj ezd vt i
fsHC dzg yjdedwy € Mmjtojtel HTTP o MmMjCkdzH OR. [ dzv otsLotcOISO ¢
W ts to 3R

ip http timeout-policy idle INT
no ip http timeout-policy idle
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) OO ster

INT VSO dls] L IsADARdEP] § toystiigsy 3 2 Hd Of
Hts 36000.

15 ZdisdzyOdzd s
1 Ed@isdzyOdzd® L dz2Oyj dedy MbmMlsOoedzw jIs 180 MmJ ¢ zdzH.

t 4 dodp S HE @& BOdzH '
Global Configuration Mode

RMfsdz' L soOdedj S tsd3OdzH T

[ OdzdzO" CERORHO dMitsd LEjlshy neEdls @GOofistsisld € 1 dz0 | tad ¢ dzds )P
HTTP,

led &3d 6
I HOdkdsdB ftedBjt fsCOLO0@Es §@EMNGENsHE] B ZOBPAE] 5 100 ]

Switch# configure terminal
Switch (config)#ip http timeout-policy idle 100
Switch (config) #

5.8 ip telnet server

[ OdzdzO" Ct5BOdHO dhMitsd LEjlsmY HdY oCd yjddy mjtejtd Te
osMisd L 22 Isjmy! W teds?

ip telnet server
no ip telnet server

1 OO Iste

1 4.Is

15 ZdisdzyOdzd s

1t EdisdzyOdzde HOdzdzOW s ydw o€ dzs yj dzO.

t 4 dodp s HE @& BBOdzH '
Global Configuration Mode

RMfsdz' L soOdzedj S tsd3OdzH T

[ OdzdzOY CBORHO dmisd LEjlsMY Hdv oCd¥ yjddy ddd ¢ ds yj
SSH ity dZ2f 0o dzv jIsw € tsdsOdzH Osd SSH.
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) oq B t
| HOddsd feddkjtt] §sCOLOds, $OC oCdydk' Mmjteojte Telnet.

Switch# configure terminal
Switch(config)# ip telnet server
Switch(config) #

5.9 ip telnet service-port

[ OdzdzO" CSBOdzH O dmisd LEzjlkMY HEY ECOLOddY fjwodmdses {t
f65 EdsdyOddy otmfsdioL k2] M W steds?

ip telnet service-port TCP-PORT
no ip telnet service-port

] OLO®] ster

TCP-PORT VS OYdl] ds®kjtt §stesO® TCP. [ dOf OL
sOC fwOoddts, Hd&¥ Telfhtetls da3 .dzOYO]

15 ZdisdzyOdzd s
15 EdisdzyOdeds dMmiitsdz L kzjlsimw ftstels 2 3.

t d X dodp ts O30 dzH T
Global Configuration Mode

RMftsdz LsoOdedy S BAdZOdzH T
[ OdzdzOY CtBORHO L oftktlsHE® O BERISETOPS Tel net .

) tod d3j te
] HOddzsdB fteddsjtej §sCOLOMS, §0O¢ dOMbtsdl! Mjtesdhnd 2 st

Switch# configure terminal
Switch (config)# ip telnet service-port 3000
Switch (config) #

5.10 line
[ OdzdzOY CtBOdzH O f 5L o tsdzw jldsd §d Hj jasigdid] yifdets o Otz e zteOydd d

Configuration Mode.

line {console | telnet | ssh}

] OOd) ster

console VLEONdIsjy dzsC Odz! dzgz¥ C sdefsdz dzes Mg fr
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telnet VEOYdIsy MimMmde Isjtedzd dzZOdzO Tel net .

ssh VLSO dIsy i thdgd BBSHEZO

15 EZdisdzy Odz
1 d.Is

tdiNdds s9otsHO Cd3OdzH '
Global Configuration Mode

RMftsdz LsoOdedy S BABROdzHT
[ OdzdzOW CB5BOZHO sLotsdvw jls ots2lsd o twjydds Line Configurat

lted d3j te
] HOdzdzs a3 ftedd3d .oy  5C OL Odets, COC ots2ld o twixdd Line Co
dz0fls tc s dilsfy  HmPs H i @ tgevrtey.

Switch# configure terminal
Switch (config)# line ssh
Switch (config-1line) # access-class vty-filter

Switch (config-line) #

5.11 show terminal

[ OdzdzO" CROBHO dMitsd LEjlhy Hdv §sdkzyj ddY Jdisedoydd
sjtodsd OO Hdw IsjCkhj2 fMjifmhdd Isjtdddz0do.

show terminal

1 OO Iste
1 4.1s

15 EdisdzyOdzed ®
1 d.Is

t 4 dodp s HE @& BBOdzH '
EXEC Mode

RMsdz' Lsoa Odedj ¢ Bd3OdzH T

[ OdzdzOY CBOdZHO dmisd LEzjlsMY HdY §sdeyjddY ddistdoydd
fnd MMmdd.
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) oq B t
| HOddsd fddjt] §s60LO0ds, $O0C shss®OLdls! ddW sedoyde®s
fnd Mmdd.

Switch#show terminal
Terminal Settings:

Length: 24 lines

width: 80 columns

Default Length: 24 lines
Default Width: 80 columns
Baud Rate: 115200 bps

Switch#

5.12 show ip telnet server

[ OdzdzOW CtsBOdBH O dMfsd LEjlsMw HoY GlssBteOy jddw dJdWstedzOydd
show ip telnet server

)] OOd) ster
1 4.s
1 5 bk dstsdy Odzed

14 1s.

t 4 dodp s HE @& 3O dzH '
EXEC Mode

RMftsdz LsoOdedy S BAdZOdzH T
[ OdzedzOW CtBOdZH O Hted d3j dav j sMw H dzv i tisfigliste cdd) § dAd J tc af faf & cTEOlydeft .

) tod &3 te
] HOddzs B fteddsjtej §sCOLOdS, OS¢ chksBwOLdl! Jd¥stdOoyds

Switch#show ip telnet server

Server State: Enabled

Switch#

5.13 show ip http server
[ OdzdzOY CtBORHO dMytsd LEzjlMw Hiv Glts O] tedy tPd? stedZOYd d

show ip http server
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] Ot O Ists

1 d.Is

1 5 bk Btsdzy Odzd

14d1s.

tdddds aosHO Ctsd3OdzH '
EXEC Mode

RMfsdz' L soOdedj S tsSd3OdzH T
[ OdzdzO" CROBHO dMisd LEjlsMy HdY ckseOdj tzdy c@dl sedkOydd

}ted &34 te
] HOdksd ftddjtc §s6O0LO0ds, COC shtbtdjddn' | tofdl SekOyds

Switch#show ip http server

ip http server state : Enabled
Switch#

5.14 show ip http secure-server
[ OdzdzO" Ct5BOdH O dMfsd LizjlsMy Hozv SltBteOy jddY ddW stedzOydd

show ip http secure-server

1 OO Iste
1 4.Is

1 5 EZdisdzyOdzd
14 1s.

tdddz 99tsHO S dB3OdzH '
EXEC Mode

RM sz Lsoa Odedj ¢ Bd3OdzH T
[ OdedzOW C 53O dzH O d MY Sdz jdzg s Mo deW telAy d3@Elsde 6t® MsMisswdzdd SSL.

) tod &3 te
| HOdEsd® fteddkjt §sCOLO0d ey i sSkte©Oy jddY Jd¥stedoyd

Switch#show ip http secure-server

ip http secure-server state : Disabled
Switch#
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5.15 show users
[ OdzdzOW CtsdBBOdzH O dMf sdz' LizjlsMw Hdzv tlstsBteOy jddw JdW stedkzOydd

show users

1 OtlOd3j Ister
1 d.Is

15 ZdisdzyOdzd s
14 1s.

tdddds sotsHO CBdBROdzH '
EXEC Mode

RMfsdz' L soOdedj S tsSd3OdzH T
[ OdzdzO" CBOBHO dMitsd LEjlsMy HoY cSksBEOy jddY Jd¥stdkoydd

1 tod a3 to
| HOddsd feddkjtt) §sCOLOds, $OC sksBOLdl! dJdistkoyds
Switch#fshow users

D Type User-Name Login-Time TP address

0 * console admin 25M588
Total Entries: 1

Switch#

5.16 terminal length

[ OdzdzOW CBBOAHO dMf sdz! LkjlsMw Hdzv dOMstes2¢d ¢ ssdzdyj Mlse O
terminal length o dzdw jIs Iktsdz $ 58 dzgO Isj ¢ kh #ermirfglj lenigttf sdefault EshidoigidisioC] Is
LdzOyd dzedj 65 EdtsdzyOdsds®, dzts dzj ff So daipde’jds 1dADdztdsojt IZI18 jzts o3 cffipigCip
dmf sdz! L 50 Ols! LdOyjddy 5 Ed@tdyoOdzd:® . [ dzv oftLOtOO €  dz
¥ &t d3sa

terminal length NUMBER

no terminal length

terminal length default NUMBER
no terminal length default

] OO ster

NUMBER VS OY Flisidzd yd Mlseats MistesC, BlstsBEOY OJ
L d&z0yd deqd v sls 0 HtS 512. 1 ted L &
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fojSCweOsdlsmY, (s8¢0 dzj BEHj HEH
BOls j 6 d OdzO.

15 ZdisdzyOdzd s
1 2Oyj dedj ¢ 5 T2 dzyOdzd s

t d X dodp SHE G GROdzH T
User/Privileged EXEC Mode H dz® ts d30 darminal length

Global Configuration Mode H dz@ s d30 darminal length default

RMftsdz LsoOdedj S BABROdzH T

lted Ld2Oyjdedd O tltsBteOy j dadd dzj ftoj CtcOIsdIlsmw , fsC 0O daj
BOIs j ted ©dzO.

{ Mdzd Hdzv ter mi nal | dzchjg,t h BledRdou s tldz0Q ) doOfteddijte 50,
sMisOdz0o dzd 9 Ols! v fsmdzj COYHT A 50 MbtesC. [ OdzdzOVY € B3O dzH O
MtetsS, tSBBOYOj B & &0 {StOdj ot otejdw IsjSkhj2 fmjmidd
i MMd2 TeHW.net d SS

10 o9r oaosHBSA Bl tHds2 Ctd@3OdHT , 9N AtsHWh j2 L O C¢widdegdiylz HJM
lted §tswodzg dzdd TMdseiMC @O§dsdlsj CTRL+C, q, Q ddzd ESC, ylst
pjtedzzls: MW ¢ YBHMCOLSj. 10ydBdl) fsejd HEO DDy j daf
dzOy di3q Is Return Hd&v slsBteO)yjddw jhi tHdts2 MmMstesSCd o' afs
slsC dzs yojsfmw WEkd€ ydw -Liowe agtektsy pojd@yuzd o, adstH | CtcOdz0 tslstsB O O
dmyf sdz! L s Odets © deefayjte sq L dyfztzd dzd Wt erda@ wpjadgd Wl engt h BEZHEIL ftodd
kjSkhj2 Mmimmdd. 1td dMijosk® dadzts D dzfds BOdem'd’ S sdzd yj flse s il
sitedzsd 2ZOdzO MmBteOMmM" 9 OjIsw dzO 2 4.

s 5 30 deer@inal length default H sfMisEf d&ZO o iy ddidy cCizsBOdz! dzes?2 CwsdeW e kzte
Mode. 1 OLOdijlster CtROdzH' dzj odzdwels dzO IsjCkhdj Mmjmmdd Is
OClsdodtcso Odzde" | ftSLHAz] j. uwuthnteOdedls! sy dets Istsdzr Cts5 L dzOyj daed

1 tod d3d to

| HOdsdzs s ftedd3jtej §sCOLOdS, SO dLd&jddls' Ssdkdyjhses fist
Switch# terminal length 60

Switch#

5.17 terminal speed

[ OdzzOY CBORHO dMitsd LkzjlshMy HEY &OMts2¢d MSstshisd Isj
EsdzyOdds otshmfsd nk2ljhn ¥bstkds?

terminal speed BPS
no terminal speed

] OO Ister

BPS LEONdlk] MSttshis! Csdhtd] o sdl/f
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1 5 bkdstsdyOdad ¥
1 20U j dzddits dfsO detfl5200.

t 4 dodp S HE @& BOdzH '
Global Configuration Mode

RMfsdz' L soOdzedj S tsdB3OdzH T
[ OdzdzO" CtKBOdZHO dMytsd Lijlshy HdY &OMstes2¢d MSseshsd f SH
fitejHOYd HOdzdz" 7, HEtsMiskf dzr § dzO f tsH ¢ dzv yJ deds ofils zisiPldsistsXsigs o O -

1 ted d3j te
] HOdEs®R fteddjte] §sCO0L0d fesyjmhn dL djdjddy MSseshlsd §t
Switch# configure terminal

Switch(config)# terminal speed 9600
Switch (config) #

5.18 session timeout

[ OdzdzOY CBOdZHO § L otdY jls -Az@&H0IsH | e | dd g OBk OO ¢
E s dzyOdzd® otsfmitsd nk2lsj ' W¥stds?

session-timeout MINUTES
no session-timeout

] OLO®] ster

MINUTES LS Oy GIOPAZI o &JdzklsOR. 1 ted dff sd-
Okls dzj dmisjCOjls ddSBCHO.

15 ZdisdzyOdzd s
1 20y ded 4 5 TEBc3 it udEktisd ¢

t 4 dodp s HE @& B3O dzH '
Line Configuration Mode

RMids L so Oded j S tsd3OdzH '

[ OdadzOW CERROdZH O Lot jIs -OBPBOI'Mj i@ | ddfjcMEzP2 d& slsctcts
Qoalss®BOIsduyuiMEd2 oratsH dqL Eydibdts?2 LOfdmd.

) t6q B t
] HOddzsdB fteddsjtej §sCOLOMS, §0OC &OMkto@hkk d&PSEHs | WO daly
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Switch# configure terminal
Switch (config)# line console
Switch (config-line)# session-timeout 0

Switch (config-1line) #

5.19 terminal width

[ OdzdzOW C5BORHO dhMfsd LEzjlsmwy Hdbkv d&OMstes2¢d SCoddyd Mise O
1 CteOdzy Hdzw Isj Ckhj2 temminglfipnddih o dedvdg@GdzHIs dz! ¢ 5 d2O Isj S 2h 28 M
terminal width default s Odztso dls L dzOuj dzd § dijs trepsdfojds] ¢z0 disj S 2h s f
oL OLOISO ¢ dOMbies2C O3 15 ERtsdWOddr ot sd LE2Ij M W stkd

terminal width NUMBER

no terminal width

terminal width default NUMBER
no terminal width default

) OOk ster

NUMBER VEOYdlj Stddujflsets fddo cdBo i G
Fsfkmisddr L dzOoyj ddw tls 40 HES 255.

15 ZdisdzyOdzd s
1 2Oyjdedj s TBKREsdzyOdad

tdNdds o9osHO Ctsd3OdzH "
User/Privileged EXEC Mode H dz€ s d30 darminal width
Global Configuration Mode H dz@ ts d30 darminal width default

RMfsdz' L soOdedj S tsd3OdzH T

s ts 30 dzeninal width f sL o tsdz¥ jIs dL d3j dad Is hdteddze Isj ed3d dzOdzO d  tec
fd Mdd. 1td Jhf sdioltsaf®Ddhd Wbgtwedzjls L zOouj ddd 5 EZditsdyod s
s s 3O dzer@inal width default HsMiskf dZO0 o i ddE cdzsBOdz des?2 CtdaW Je zte
Mode. OWPlstsr CtsBOdHT dzaj odzdwsls dzO kjSkENd] Mmjimmdd Isj tcdsd d
OClkdodietso Odedz" | ftsLHdzjj. uwtntOddls! By des Istsdz! €5 L dzOyJj dzd
15 fted EZHOdj dedesds Hisfplskf i € MmjMmmdd CLI, dOf sd GizfYy B&Hp &
dd3g Is! ftoj dB3zh jMlsoes dzOH dOMstes2CORd (5 EdRsdyOds s , 4 fmdzd
ftoslsdodesds Mz yoOjd fteddsi dewlils! qw BLRHEI dOMistes2¢d 5 ERsdkzyo

) tod &3 te
] HOddzsB fteddsjtej §sCOLOdS, $OC dLd&jddls' kjSkhiks hdtddlk

Switch#terminal width 120

Switch#
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5.20 username

[ OdzdzOV" CBBORZHO dhftsd Likzjlmw Hd&Y MsLHOdY Eyjbbds?2 L Ofd
LOfdMd Ysdz Lo Olsj dzv o wmhipf sdz! L Z21Isj ! W stodsts?

username NAME [nopassword | password PASSWORD]
no username [NAME]

) OO ster

NAME VEONdlsj ddv f sdind ke @ls3d &z fHd GO dzo.

nopassword ydtsdok oks) 0] s, Yylsts € HOdzdzts?

(J7
ftoddj dev s v § Otetsdz .
]

password ({fydtdous @) O Is, Ylss € HOdzdzts 2
ftedd3j dzgv Is* v f§ Otesdz! .
PASSWORD (T yd sdzO &'Odgte)lsj f Otetsdz’ .

15 ZdisdzyOdzd s
1 5 kEdsdzyOded® d dzwi afinsiniz’ L tOeietingindzw

t 4 dodp s HE @& 3O dzH '
Global Configuration Mode

RMf sdz L soa Odzdj S BBROdzHT
[ OdzdzOW S 5BEOZHO L otsdYjls MBLHOIS! Zyd lsdzlz ¥ LOY dfm! f tsdz
mMdMmisj sz, ©dz BkzHjls o wWixddsj EXEC Mode.

l1tedd My sdz! L s9 Odzd dno usedgénulgH B j L ZC OL Oded W dqd3j dzed Htsdz' L s Olsjc
fsdz' L tso Olsj dzd .

[fidzd EZujldOw LOfdM fod Lso0lsjdY §kMmlsow, j&k BkHjls MEOl

1 ted d3d to

| HOddsd fddjtti §6C0OLOdS, COS ML HOL dEE i Kdisa d mo fi é fi
f Otetsdzj 8 ¢cmypassworde.

Switch# configure terminal

Switch (config)# username admin password mypassword

Switch (confiqg) #

| HOddzs B fteddsjtej §sCOLOS, OS¢ kHOM]l!' kyjldzs Lofdf:

Switch# configure terminal
Switch(config)# no username admin

Switch (config)#
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6.s SBOdditc j H BIs o tc OO I§ @FP'Spoofing
6.1 ip arp spoofing-prevention clear

[ OdzdzOW Ctsdi3O0dzH O d MY sdz! LLEQYlsdifryd HAMRYP depfiplotd 8 2nSgd Preventi on (A
ftci HBIsotcON j dzgdwWw ©OlsO¢ EKR®dzSi® H ARG §poofing &revention o st sdz! L 22 1sj fi
¥ s o d3sa

ip arp spoofing-prevention GATEWAY-IP GATEWAY-MAC interface INTERFACE-ID [, | -]
no ip arp spoofing-prevention GATEWAY-IP [interface INTERFACE-ID [, | -]]

) OO ster

GATEWAY-IP VCOYWPHtsj g hdzs L O

GATEWAY-MAC VG O dlsj -OHVIEAJCH h dzs L O. 1 O fPlsittety O L
fsdzj Hdzt ¢ Ctsde dc 2Ztc Ouy@Hs tc Hig® HsdrsesO .y

interface INTERFACE-ID VEOY dildzlsj teW j2Mm, Colstster 2 BEHJI OCIs(q
OClsdoder » ddalsjteW j2mtse ( §f tedno)d.mi =@
dzd BzHjls ftetseo jtowWwlis: mw, dmdzd fteddz

S OL Odzdzr 2 MdmsS ddzsj el j2mse.

(LY udtsdzOde fipfasdz: L 2§ Isw H dzW i fp T az«
dqdals j oW j 2 Mse ddzd tslsHj dzj ded W SH dzts G s
fteiHr HEM jEes. 1B jdzZr Hts d ftsfdzi L

s dzOdR s dz' L k2 j lsfmw H dzw sB L d
W j2Mse. lsBjd Hs d §sihd] -

O =
=

1 5 b dssdyOdad ¥
15 EhsdyuOfidmi 2 dzjls.

tdddds so9tsHO CBdBROdzH '
Global Configuration Mode

RMsdz' Lsoa Odedj ¢ Bd3OdzH T

[ OdzdzOW CtsBOdZH O ftodd3j ded BO dMS dzs ydlsj dz! des Hdzv deOfMbstes2¢Cd d
channel.

SsBOdZH O dMftsdz! LEzjlsmMw HdzY MsLHOddY L Of ddpsEs " A RiPtc j Siptolsoeftd Gnisg
M W d dzc-OMAICHO L O dh j dzdzsets N dzg L O. 1 sfhag j ysL HDd@PsisE @Y d i
dMmissydzed € 0O MmtsodHe jOf tsds M d*A-Ou tc jO MACS sydzed ¢ ©  dzj -Ofmitdes] fin@sHdD § Is
hdzs L O, BkHEI ®lsBteOMr 9 Ols! M"OS jASSIR] dieRips tid tamjdss WARE © dzj Mts
zOMistetsj dA@z tdzj MHBd3 h dzs L O.

[ dzd OHtjifm ARP Mmtsef§f OHOPls tof) e@mb s tdy] fifipdg P MY dMCsd3 §ts
ftcse jteC ©® Dynamic ARP Inspection (DAI) BEHjl dcedatstcdtotso (
ARP' trusted' ddzd '"untrusted'.
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1 ed &3d te

] HOddzsdZ ftddjtej §sCOLOd ftsyjmhm dOmMktes? S dOH i A
10.254. 254 .-Q@tbtdj ffsGB-@@40-11-1 1 H dz2v Eftthiels @ elt/ 0/ 10 .

Switch# configure terminal

Switch (config)# ip arp spoofing-prevention 10.254.254.251 00-00-00-11-11-11 interface
ethl/0/10

Switch(config)# ip arp spoofing-prevention 10.254.254.251 00-00-00-11-11-11 interface port-
channel 3

Switch (config) #

6.2 show ip arp spoofing-prevention
[ OdzdzOW € s BOdaHIO] Igffifptf sz SlssBtcOY j ded W dzOflstetsj ¢ ARP Spoof in

show ip arp spoofing-prevention
1 OOd3j Ister
1 d.ks
18 disdzyOdzd
1410
tdddds so9tsHO CBdBROdzH '

EXEC Mode

RMfsdz' L soOdedj S tsd3OdzH T
[ OdzdzOW CtsBOdHO dMftsd LEkzjlsMmw HdAY GlssBteOytodedWw ofjrs L O dMm,

) toq B t
| HOddsd feddjtt) §sCOLOds, $OC oCd*ydk' sksetOyjddj o

Switch# show ip arp spoofing-prevention

Ip MAC Interfaces

10.250.250.251 00-00-00-11-11-11 ethl/o/10
Total Entries: 1

Switch#

[scBEOY O] 5" | § OO Ister

P P-OHtEj ) hdzs L O.
MAC [ uOHtj M hdzgL O.
Interfaces Rdzlsj teW j2Mmr, dzO0 Cwlstster n OCIsdoa dzO ARP
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Spoofing.
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7. s Bd3@xgametric VLAN

7.1 asymmetric-vlan

[ OdzdzOW

oM sd LE2jM! WsEds?

asymmetric-vlian
no asymmetric-vlan clear

1 OtOd3j Ister
14 1Is.

1 5 kdgtsdzyOdad ¥

1 5 kB dzy Odggs W iDdE yd W

t d X dodp SHE @& B3O dzH T
Global Configuration Mode

CEBOdHO My sdz! L 2§ Isw

H dzw

sls ¢ dzs yj dzO.

9 Cdzs yJ ded W

Ztctso dgw

Wz dafeyddd Asy

Asymme

RMftsdz LsoOdedj S BABROdzHT

RMIGSd L2 HOddEz! CtdkOdHbE Hdv oCdo yjddw/ slsCdzs yjdedv Wk
1 ted d34 te

] HOdds®B ftedkjtej §sCOLOds, $OC oCdsydl! WkdSyde

Switch# configure terminal

Switch (config)# asymmetric-vlan

I HOddHdgjfc] 56 0OL Odats, € OCAspisn@tdeVipdls @ W k2 dzS y d

Switch# configure terminal

Switch (config)# no asymmetric-vlan
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8. stdBBOdzHT

Aut henticati on, Aut hori zat

8.1 aaa authentication dotlx
[ OdzdzO" CHBBORHO dMitd LEjkhmy Hiv &OfMbtes2¢d Mfdmeo &jls:

Oklsjdsd% §0 Dy .

[ dzv

I O

bHOd) ded® M dMC O kjlstHss §ne. kdsdyod

aaa authentication dotlx default METHOD1 [METHOD?2...]
no aaa authentication dotlx default

] OLO®] ster

METHOD1 [METHOD?2..]

1 5 kdssdyOdd ¥

LE O dIs§ M dMmts¢ R IstsH 59, Clsste
Odkzstedlsdsz OCCOkZzdzsddzc © ©® HOdedzts?2 -
SHdzses HB YJlsrtejm dBIISBHB. 1 dYd
Cbtter §j d@Bsekls dmMfsd L so Ols! MW Hdzw

locali ECOL T 90jls dz2O0 dmMitsdz L so Odedj d
Oklsjdsd®¥dsoydd.

group radius T EZCOLT 90Qjls dzo dmf sdz! L
SftedHjdz]i dzgder 7 Cs5ABOdzH 52 RADI US ser
group GROUP-NAME 1T ESOLT 90jls dzo dmf st
Mitwe jtetse, ®itcjHjdjdddzr » € ts5BOdzH 52
none i tsB' Yydets d3j IstsH LOdddB30jIs o Mt
] sdz' L 5o Olrizils f@BIslsj dz2lsdW dS Oyde , 4 fr
JBBz fteiHr HEN dd&3 3 ssHisdz Oklsj dzZlsdW d

[jssH Okl jddsd¥dSOydd AAA dzj OMbts, d.

t 4 dodp s HE @& 3O dzH '
Global Configuration Mode

R sdz! L tseo Odzad j

Oklsjdsd® dsoydd
BOL' HOdzdz n.

1 tod &3j to

] HOdzdetsd3s ff tod d3j toj

fsdz L 5o O®IXdzj 2

Switch# configure terminal

C 53O dzH T
RMYsd L2 HOdzdzl

d

802.

CEBOdH 2 jsdRH sazOBPEEEAEd Y HI GO P fiss
1X. okkjdsd¥dsoydy LOftesitse 802.

Switch (config)# aaa authentication dotlx default group radius

Switch (confiqg) #

e

z
1X

fs¢ 0L Odets, CO¢ EMOdse dIs! Mfdmtss d3jls
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8.2 aaa group server radius

[ OdzdzOW CtBORZHO dMfd LEkzjlksmMw HdY ofntHO o twjiydd dOMlstets?2 ¢
Server Configuration Mode) Hdd&W MmewL' 9 OQdedWw kL dzse Mmjtco jt
RADI US oty sdz L kblsj M W istods?

aaa group server radius GROUP-NAME
no aaa group server radius GROUP-NAME

) OO ster

GROUP-NAME VS OYdly div ckzffr Mjtee jtese.

ftejorh O 32 ufjdag®@EMmsd weo dv j s
o Cthttts? §sBjd dj HEf 2ZMisddr .

15 kZdisdryOdad
Jtezff © Mmjtco jtocse AAA dzj dzOMmistetsj dzO.

t d X dodp S @& B3O dzH T
Global Configuration Mode

RMfsdz' L soOdedj S tsd3OdzH T

[ OdzdzOW CBBROZHO dMf sdz! LEkjlsmw HdY SftejHjdjddy ctezftfr Mmjts:
dfmf sdz’ Lizjlsw o tftjHjdjddd Mnfdintdys algjdsjtaldspl, d¢Offgdn
¢ ts &30 dama’authentication. v OC Yy J dMitd Lkz2Isj] HOddzkz® CtsdB3OdzgHEZ Hdzv 9 A
hMijtco jtotse RADI US (RADIUS Group Server Conf segverradzyi o n Y
MewLr oOdzgdWw kL dztse Mmj tco jfgiCo oRjADE oU SR AP lclezff f 52

1 ted &3j to

] HOddesdE ftddjtej §COLOdS, $OC MBLHOL! cdkzfflkz Mjtejoise
ELd&zO o' MiskfOjls o COyjMmlsoj tjLjtods?2 Hd&v §jteots2 LOYJdMmd.

Switch# configure terminal
Switch(config)#aaa group server radius groupl

Switch (config-sg-radius)# server 172.19.10.100

Switch

(
Switch (config-sg-radius)# server 172.19.11.20
(config-sg-radius) # exit

(

Switch(config)#

8.3 aaa new-model

[ OdzdzO" CtBORHO dMysd LizjlsMw HovSOYddu] ddY HSEA d dy dzglels J
osMisd L £2Isjmy! W steds?

aaa new-model
no aaa new-model
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1 OtlOd3j Ister
14d1s.

1 5 b d3ts dzy Odzd ¢
15 kEdssdyOdsd® HOdZOW WlkdSydw sls¢dy yj dzo.

t d X dodp S G BROdzH T
Global Configuration Mode

RMfsdz' L soOdedj S tsSd3OdzH T

[ OdzdzOW C 5d30dzH W d R dzo € Ezf 51 dz2dw AAA Hts oflsizy dzj dzgdw o Md dzkz
B ssHtse AAA. ( Mdzd ¥ E2d2S ydw AAA BIsCdzs yj 20, ftsdz L 59 Olsj dz
sOBdzdyk f(td LtseOlsjd MEdna ZydIlsdzr = usefndenj 2, dzf) gy HzQ gedzbobn s f
fOday &3 BEZHjIs OkljdlsdWdydteses Odets yjtejL dstOd bzt IsOBddyl,
enable password.

1 ted di3d te
| HOddzsdB fteddsjtej §sCOLOdS, $OC oCdsydls! WekdCyde AAA.

Switch# configure terminal
Switch (config)# aaa new-model

Switch (confiqg) #

8.4 clear aaa counters servers
[ OdzdzOW Ct5BOdHO M sde L zjIsmw IsdptisH & dzglz iz j dzg v tofise j O G Hads d ¥l

clear aaa counters servers {all | radius {IP-ADDRESS | IPV6-ADDRESS | all} | sg NAME}

] OLO®] ster

all LEOYdIsj, Ylstser ZHOdzd Is! d dz% stcd
fMow L Odgdzzs Mt ofpj 3 kL zOd3d Mmjtco j

radius IP-ADDRESS VCONdIsj,r  UsitOedzd s qddz¥ steBOydys
Mo w L Odztizz eztsflg RADI US | Pv 4.

radius IPV6-ADDRESS LEOYdIsj, Ylstser ZHOdzd Is! d dz% stcd
o w L Odztizz ezRARIUS IPV6.

radius all VLSO dlaistsB T EHOdzd Is ddzW stedzOyd®
e w L O dzdzlzjs Bifiscz@dgf RADI US.

sg NAME VLSO dladstsB T EHOdzd Is ddzt stedzOyd s
Mo w L Odzdzizt Mnsdz@dpdcdsdzf f 4 M tco j totso .
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15 ZdisdzyOdzd s
1 d.Is

t d X dodp S G GROdzH T

Ztctso dgw

EXEC Mode
RMftsdz LsoOdedj S BAZOdzH T
RMfsdz' L 21 HOdgdzlz® Ctsd3OdzH 2 H d&vd , M B tiddsdrOmn Mifud] Asid € s o jitdseOjlste] @no
1 tod 3§ to
]l HOdzdesdz fteddzj toj § ts5C OL Odats, CO¢ MmMBtesMmMdls: MmMydbydsd mjtoj
Switch#clear aaa counters servers all
Switch#
] HOdgdetsd3 ff ted d3d to f c5C OL Odgts, co¢ ZH Odzd INAA HddAY sdcfizioR) d 2 L dgtsig
Gtz f J Mmisareejfmme. ¢
Switchf#clear aaa counters servers sg server—-farm
Switch#
8.5 radius-server deadtime
[ OdzdzOW CBOdHO dMftsd LEjlsmMw HdvW ECOLOdwY otjdkjdd ft E
Cslstster 2 dzj By Jls slso jiIsdls! | BkHjls ftosf zh j da [ dzw 9L
s sdz! L 22 Is jrg! W stcdzts 2

radius-server deadtime MINUTES

no radius-server deadtime
1 OteOd3j Ister
MINUTES LEOYdIsj otcjdsw ftosMmlssw., [ s zmils d d3'

yomo) . [ Mdzd EMlsOdatse dzj des L dzOyj dzd
slseo jIsdlIs! , dzij BEHJjIs ftsdzjydd ¢ 0OC o

15 ZdisdzyOdzad s
15 EdisdzyOdzed® HOdzde" 3 L dgOyjdedj d3 wodzw jIsfqw 0.
t ddgo o s HE @& B3O dzH '
Global Configuration Mode
RMfsdz' L soOdzedj S tsd3OdzH T
[ OdzdzOW CBBOZHO sy jls dMf sdz! L s Ols! MW Hdzw Edzkzyh j ddw o tcj d,
EmMsOdeso € otej i3 dzd ftesmissw (dead time) HAv fosfizmMCO L Of
slso jIsdlIs!
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SsSGHO MmMdMmilsj &3O o' fsdzdew jIs Oklsj dasd¥® ¢ Oyde M odsh s fng |
dmf sdz' L s9 Ols! sHddz Mijtteajte L O tcOL. ( Mdzd Mo jtec dzaj Blso jn
Mittojtc. sBEHO MdMmisj BO B ZOtky Jo Ojls, ybtse B ORo s Hdzp Misls &z § -
LOfEMmMisdls sO2d@jte otej d@3dj dad fJtetsMmissw d fHesfemisdls da ftd Ol
dfmlsj uj ddv otj d3j dzd Fteshissw.

1 tod &34 te
| HOdzdzs 3 feddsjtej §sCOLOdS, 0O kfMkOdssdls! otj k" foshiss

Switch$# configure terminal
Switch (config)# radius-server deadtime 10

Switch (config) #

8.6 radius-server host

[ OdzdzOv" € s 3©dizi O jdsiff’ H dzv ML HOddY kL d&O fjtsjte® RADI US.
osMisd L 22 Isjmy! Wt ds?

radius-server host {IP-ADDRESS | IPV6-ADDRESS} [acct-port PORT] [timeout SECONDS]
[retransmit COUNT] key KEY-STRING
no radius-server host {IP-ADDRESS | IPV6-ADDRESS}

] OO Ister

IP-ADDRESS VCOYdPQHtej g Mjteo jte® RADI US.

IPV6-ADDRESS VC Oy dPBRIOH e j ) fMjteo jte® RADI US.

auth-port PORT ({fTydsdzOds @s)flsJ dets difjtddc Is @ D PdzO L dzO1
sftcOotd HOCjlsses OkljdsdWdsoydd
VviNsOdse dIsj ds@j teo f detsdz! , 4 fdzd
ftod HdOL dzOyJ dz H dzv Oklsj dzZsdW d¢ Oydd
1812.

timeout SECONDS (J{ 7 udBtdude Q) isigoyj dzd jJOZIE@®2 d)j tco § 6O

sls 1 HB 255 MmjSClzdzH. [ Mdzd L dzOyJ &
ZRsdzyOoded s vz ey 5

retransmit COUNT ({fydsdzokog)sy Csdzdyd Msets ftolst
Zz0 Mmjtwe s, CsEHO ko jls dzj f s dzt
RMI sdzt L 2215 0 H dzv tsiIs ¢ dzé yj dad W
LdzOyd dedj dzj ESCOL Odets, Ists L dzOyJ ded J

key KEY-STRING VEOYddesjy,¢ dimfsd LEjd3 2 Hd&Y MmewerL d
By il MsMisOodzwis: s 1 Hts 32 Mmddie

1 5 bk d3tsdzy O dzd ®
15 EdisdzyOded®s fjteco jto dzgj deOMlstets de.
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t d X dodp SHE G GROdzH T
Global Configuration Mode

RMy sdz' L so Oded’y € Sd3OdzH
[ OdzdzOW CHBBRBOBHO dMitsd LEzjlsmw HokY MLHOddY kL dkse Mmjts jts
MowL Oder f ctekffts?2 Mijtcojtose RAEIUS fl fsBsh! s Csdi3OdeH '

) ted d3j te
| HOdzdzsds fteddsjtei §SCOLOdS, COC ML HO! -OnHdsd MOLBEO fj oo j to

Switch$# configure terminal

Switch (config)# radius-server host 172.19.10.100 auth-port 1500 timeout 8 retransmit 3 key
ABCDE

Switch (config)# radius-server host 172.19.10.101 auth-port 1600 timeout 3 retransmit 1 key
ABCDE

Switch (config) #

8.7 server (RADIUS)

[ OdzdzOvY CBBRBROBZHO dMftsd Lkjlsmfy Hdzw MeowrL " 9 Odzdw EL O Mmjtco j tk
Mitco jteso RADI US ( RADI US server group) . r dzw EHOdzj dzd W
osMicd L 2IsiMmg! W istods?

server {IP-ADDRESS | IPV6-ADDRESS}
no server {IP-ADDRESS | IPV6-ADDRESS}

) OOk ster

IP-ADDRESS VEC OX dPBYOHEj Iy Mjtto jO Oklsjdsdidso

IPV6-ADDRESS LEOYdIs jOHItRPjVIP Mjtco jtcO OklsjdasdW d ¢ O

15 ZdisdzyOdzd s
15 EdRsdyOdds Mmjts jto dzj dzOMistets dz.

t 4 dodp s HE @ ABO dzH T
RADIUS Group Server Configuration Mode

RMsdz' Lsoa Odedj ¢ Bd3OdzH T

RMfsdz' L 2] HOdzdzgk® CBSBRBOdZHE Hdzv MowLr o Odzdw bkL dzse Mmjteo j
JftejH]jdzj dzgdzOvY cCtkff O fMmjtceo jtcse dsyjls BriIs! ECOLORO o € Oy
YJ tej L € ma@udberication. Rsfigtf L 22 s radiuds@edzerthostH dzv ML HOdzdw L Of d fiy
e jttd®. 10O0fdMm! kL &zO -Gwigdisyds.dydtelzjismw | P
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1 ted 34 to
]l HOdzdzdz ftedd3d ted 5 OL Odets, COC MBLHOL! Wa®]BORD. Mty
Mittojteses LOISjdB MBLHO] kY lfonobkdw kL 203 MmJ

Switch# configure terminal

Switch (config)# radius-server host 172.19.10.100 auth-port 1500 timeout 8 retransmit 3 key
ABCDE

Switch (config)# radius-server host 172.19.10.101 auth-port 1600 timeout 3 retransmit 1 key
ABCDE

Switch (config)f#aaa group server radius groupl

(

Switch (config-sg-radius)# server 172.19.10.100

Switch(config-sg-radius)# server 172.19.10.101
(

Switch (config-sg-radius) #

8.8 show aaa

[ OdzdzO" CHBOBHO dhftd LEjlsMY Hdv GlsetOy | ddY ¢dseOd dsc
show aaa

1 OtcOd3j Ister
14 1s.

15 ZdisdzyOdzd s
1 4.Is

tdNdds 9o9BHO Cd3OdzH '
EXEC Mode

RMfsdz' LsoOdedj S BABROdzH T
[ OdzdzOW CtsBOdZH O dMf sdz' L zj Isfw Hdzv widsfss tAOMA]. dzed ¥ ¢ dztsB Odz! dzts @

) tod B t
| HOddsd fteddjt) §sCOLOds, COC sksBtOLdl! cdkssOd dsj

Switch# show aaa
ARA is enabled.

Switch#

8.9 show radius statistics
[ OdzdzOY CtBORHO dMtsd LEzjlMY Hdv sty jddY MsOkdnisdSd

show radius statistics
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) OO ster

1 d.Is

15 &dgyOdsed s
14 1s.

tdiddds aotsHO CtsdiOdzH '

EXEC Mode

RMftsdz LsoOdedy S BABROdzHT

RN sz L 22Is] HOddgz® CtBOdzHE H dzv

1 ted o3 to

] HOMEs®R ftedkjte] §sSOLOds, OS¢ sltsBtoOL dls!

Switch#show radius statistics

RADIUS
State is Up

Server:

Round Trip Time:
Access Requests:
Aecess ACEEpits:
Access Rejects:
Access Challenges:
Retransmissions:
Malformed Responses:
Bad Authenticators:
Pending Requests:
Timeouts:

Unknown Types:
Packets Dropped:
RADIUS Server:

State is Up

Round Trip Time:
Access Requests:
Access Accepts:
Access Rejects:
CTRL+C ESC g Quit SPACE

JisBtcOY O o3 |

172.19.11.20:

172.19.10.100: Auth-Port 1500

Auth.

o O O O O O O O O O o O

Auth-Port 1600

Auth.
0

0
0
0
n Next Page ENTER Next Entry a All

f OOd) ster

slssBtcOY j ded W

Ztctso dgw

Auth.

vlsOdMisdC O Hdw

fOCjkto

Oklsj dzlsd ¥ d

Round Trip Time

Rdzls j tco Odz o tcj dzd ded (o

ftsmdjHddB ko jktsd d
Istsets fMjtesjt® RADI US.

s’ & Hsd
LOf tetsfsdg, ¢
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Access Requests

ssdzd yj Mlseo s ff WS jAkclss-R eRgAUDe s t sisf to
HOdzdzr 2 Mjteajte. 14 ©9Cdzt yojl ftsalst

Access Accepts

ssdzdyi Mlseots  OC jIstssAcRADItUS HA 2cfiEsse:
dzj Hj2Mlsodlsjdz? dzr 7)), fYtsdzkzyj ddz" = M

Access Rejects

ssdzduyi Mlseots § OC j IstseReR Alxlt US( HAjc2clrelsso
dzj Hi2Mlsoadlsjdz? dzr ), Ytsdzkyj ddz" = M

Access Challenges

stsdzdyj mMsets f OC jIlsso-ChReADIelnSy eA c(cHejs
gqdzd dzgjHi2Mmlseadlsj dzr dzgr =), § Bdzlzyd dadz

Acct Request

stsdzd yj Mlsea s twslsf tc ©a dzj DB AtcoutfitidgRietpiessh
14d 9Cdzs yoils fseoltstedsr | 4t HOY].

Acct Response

sskzdujmlsets §OCjlkstsa RADI US, -ff tstddizt
HOdzdzsGts fyjteo j 6 O.

Retransmissions

ssdzd yj Mlse s fOCjlstse RADI US Requ
HOdzdzsdzz Mmj tco j ez RADHL 8BS H Oyl o Is € tdalzn
GHJ dHJjdzlsdW dSDcld sty o "Adedc ttsB dzts o dzj dz
9 SCBbter an dd tMisOs MY GHJdBZOC BT

Malformed Responses

stsdzd yj Msets shdBBBYdsr » §O0CjIstse RAEL
HOdzdzts G 15 fMjteo j 0. [h"dBtsYyds | § arf
dzj S Btetej SIsdets? Hdzddets?2. 1 Jodteds § OL
Signatur e, dgdzd dzi L o9 J Misdz | Isdi{r
slso jIsr .

Bad Authenticators

stsdduj Mise ts fOCjlstso RADI US R
dzj Cstetej Clsdz Oklsjdzsd¥ dC Olstster (
fsdzzdzgj @z Sl HOkbscts Mjtks O,

Pending Requests

ssdzd yj Mlso s fOCjlstse RADI US Requ
HOdzdztsé s Mjteo j 6O, otej B Cslstster A
fsdzzydoenh dr e jls. CO fJtej d3j dzdzOV
Sl eOo dzv jIsfw, d -lz@3jfize d QdsEOn L KPS @3
fsolsstedzts?2 § jtej HOY(J .

Timeouts

stsddyj fMlse@zs@2 dy d2¥ HOdzdzsc 5 ) @bl
Cdzdjdals ssyjls fsolstedls! §sfrlsCh
Hieketsdlkz Mjwe jtek ddzd ©lsCOL Ok fw.
Mittojtesdd MudlsOoj @Y (P& HBaBESLO -
okls. [Ef©c0oC0 HEkes®e fMjtojtl f
s ©2at Is

Unknown Types

stsdzd yj mMsets fOCjlsso RADI US dzidL e
HOdzdzse s M teo j 0.

Packets Dropped

ssdkdyujmlsets §OCjlsse RADIOUARS G K dafg
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Slsetotsh j dedzr R-zf BEC PBEY] dzj .
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9. 10LBe" ] Ct®ROAPV4 dZOMistes? C d

9.1 arp

[ OdzdzO% CBOdZHO dhMftsd LkzjlkMw HdY HBBOsdzj dzgdw flsOLdyj M
Protocol ). r1dv EHOd] ddw MmMkOkduyi MesdDl wdf dmd PfiotOcod®) ARR
¥ s o d3sa

arp IP-ADDRESS HARDWARE-ADDRESS
no arp IP-ADDRESS HARDWARE-ADDRESS

) OLO®] ster

IP-ADDRESS VSO dEHEM fMilsjotct Lktto dv .

HARDWARE-ADDRESS VS O dls jOMAKCHE ¢ Id & 2) .

15 ZdisdzyOdzd s
I C1hj ARPH OIS figefOldsd yj MEts2 L OYdmd.

t d X dodp S @& B3O dzH T
Global Configuration Mode

RMftsdz LsoOdedy S BAdZOdzH T

sOBddYyO® ARP BjMmfjudoe Oj-BH djucesils-Bs tjARPgd .| Pr Odzdetsj] Ml
nOdzdlsmY o fOd&wWISd d dzi LOfwONdoOjlshvw § slfistsw ezdets dzg tizef ©L Od
fisOlsduj M Of JM R

}ted &34 te
] HOdEksd fteddjt §s6O0LOds, ¢ QSO fHddp Oondds  IdndsGRHso G ijisgiRelzts ¢ 9\ RE

Switch# configure terminal
Switch (config)# arp 10.31.7.19 0800.0900.1834

Switch (config) #

9.2 arp timeout

[ OdzdzOY CHBOdHO dhfsd LEjlshYy Hov dOnlsts?2-C Y ¢ fipjosideidly fls Ot
ARP. [ d&" oBLo®©OKO ¢ dZOMEs2S0d & kRassdyOdd® osmisd L k2|

arp timeout MINUTES
no arp timeout

] OOd) ster

MINUTES LEONdls] kO2®OEE, 6 dmisjyjddd ¢
EfMsOkjjl fted kMmdsedd skhklshlse dw
L@y j didss O HfS 65535,
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1 5 b d3ts dzy Odzd ¢

15 bdssdzyOded s EflsOdase dzj des 240 ogq dzzls.

{4 dodp SH@EOdzH

Interface Configuration Mode

RMfsdz' LsoOdzdj S Bd3OdzH T
[ OdzdzO% CBORZHO dMysd LEzjlsmw Hdv dOOsdsiisg2X do ol sigzdiagj MASRORe.

) toq B
| HOGEsE,)] §E&O Odts, ¢ @ s @ Hs@ls 't dis @Isdg &z desfls! ¥ 60 d3q dzlzls.

Switch# configure terminal
Switch (config)# interface vlanl
Switch (config—-if)# arp timeout 60

Switch (config-if) #

9.3 clear arp-cache

[ OdzdzOY CtBORHO dmMtsd L zjksMY Hdw CHHIAMIj2dzdf  HsdoB@ZEdu j. M S d A
clear arp-cache {all | interface INTERFACE-ID | IP-ADDRESS}

] OO Ister

all LEONdIsy, Wshis ' sf stsydmisd s CiLh -
LOY dMmj 2, MoewL Odzdzr = Mts oMmj &3d ddalsy

interface INTERFACE-ID VEOYdIsy dHjdesdW S Olsste ddzlsj oW j 2 MC

IP-ADDRESS VE O dQHEjA HJdzOdid wjoffdtny , ARRSIsstclz
ZHOdzd s .

15 ZdisdzyOdzad s
1 4.Is

tdydds aotsHO Ctsd3OdzH T
EXEC Mode

RMfsdz' L soOdzedj S tsd3OdzH T

[ OdzdzOW CBBOARHO dMftsd LEjlsMw HdW BEHOdj ddY HJdOBdyi MSdna
Bsydls EZHOd]I! MeOLlkz oM HJOBIUIMSd) LOTdMd, Ibd! ¢t ¢
Hd dOBd uj MS d jv LCOfdgSipalj lsddis e 5 ddalsj et j 2 MO.
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}ted &34 te
| HOddsd feddjtt] §sCOLOds, COC EHOdkdls' offj HJdOBdwj e d

Switch# clear arp-cache all

Switch#

9.4 ip address

[ OdzdzOY CkOdHO dmisd LEjkMw Hdov d&OL dOuj dd™ ddzlsj ¥ j 2 Mk
| Pvd, O OCy] Hdv s dpedls do BIOC tsdbiy) BB B OPdY bkH Odzj dzd ™  dzOfny
IP-OHt] MO ddzd IsCdzs yjded” DHCP O ddzsjnel j2f) osMmisd L2l

ip address {IP-ADDRESS SUBNET-MASK | dhcp}
no ip address [IP-ADDRESS SUBNET-MASK | dhcp]

) OOk Ister

IP-ADDRESS VS Oy d kKQH P
SUBNET-MASK VEOYdl] BOMSE §oHmMjlsd Hd@H L Eoso j
dhcp VS OYdlsj, Ylstss O Hifey dz usdss JDdBCHE O .

15 ZdisdzyOdzd s
POHtejfM 5 EdisdzyOdaed® Hdzw VLAN 1: 10.90.90.90/ 8.

t 3 dodp s H @ BOdzH

Interface Configuration Mode

RM sdz' L 58 @dgP glzH '
IPv4-OHtej ] ddzlsjteW¥W j2MO dBsyjls B Is! LOHOdz fsdz Lo O] dzj &3 9o oz
ZOL d&zOyj dz Mjtce jtesds DHCP. nkidddrdes y &z2 Is g H © tzfz@dey O PlpBsc s | |

\&"‘

ltedd3d yozd zgdzz s Olstste f sSHH jtey doOjIs HBVAJE IGRBVRE Jdzlsj oW j 2

1 tod &34 te
] HOddzs B fteddsjtej §sCOLOdS, ¢ OC dzGHHsHgEAs H dzw0 . VILOABN 11.27 o

Switch# configure terminal
Switch (config)#interface vlanl
Switch (config-if) #ip address 10.108.1.27 255.0.0.0

Switch (config-if) #

9.5 show arp
[ OdzdzOY CtBORHO dMitsd LEzjkMY HAkY BlsBtOy jddw HOddd & ¢ih
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Ztctso dgw

show arp [ARP-TYPE] [IP-ADDRESS [MASK]] [INTERFACE-ID] [HARDWARE-ADDRESS]

) OOk Ister

ARP-TYPE (JfuydtsdzOdz’ dzts) AR O d Is §
dynamici H dz¥ lstsBteOy j dad W
staticT Hdzv B©lstsB Oy j dad W

Isd{
Is ts dARP-55 O §f d figg

ls SARPC ©F tilg PR d

IP-ADDRESS [MASK] ({7 yuydBtddk Cdg=)ls J ,

Yylstser
ddzd diffff st tcj Hj dzj dzdzts 2

slstsBtcOL dIs

milsd.

INTERFACE-ID {TydcdzOdz dats)

( LEOYdIs], Yls s ©Of d
flowiL Odgdz’ j M GtejHjdjdds2 fjls! «.

HARDWARE-ADDRESS

Ud sdeOdd @z ls

(df Ylstssr sk ®f 6@ ¢
Of f OtcOlsdzr 2 OHtej ) tOOY g fO.dzdzts Bz M

15 ZdisdzyOdzd s
1 d.Is

tdNdds o9oaHO Ctsd3OdzH "
EXEC Mode

RMftsdz LsoOdedy S BAdZOdzH T

[ OdzdzOW CEBRBORZHO Lo jls lstsBteOL Is!
LOYdMmi 2, HIdZOBJUIMEdr ddd MsOdui s da

gdals j oW j 2 Msd3.

1 ek to

d deWOsfftefdffxfy & o-fiujd2v A
LOfdMmj2, O- OS¢y

] HOdksd ftddjtc §sCOLOds, CO¢ sksBtOLdl! HOdd j Ci1hO

Switch$# show arp

S - Static Entry

IP Address Hardware Addr IP Interface Age (min)

S 10.31.7.19 08-00-09-00-18-34 wvlanl forever
10.90.90.90 00-01-02-03-04-00 vlanl forever

Total Entries: 2

Switch#

9.6 show arp timeout
[ OdzdzOW Ct5BORZHO dMYtsd L Ezjlsmw H dw

show arp timeout [interface INTERFACE-ID]
90
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) OO ster

interface INTERFACE-ID ({fydstBo&'odzdlsy dqHjdsdW dGs Olsste d dzl

15 ZdisdzyOdzd s
1 d.Is

tdydds aosHO Ctsd3OdzH '
EXEC Mode

RMfsdz' L soOdedj S tsSd3OdzH T
[ OdzdzO" CEBOBHO dMitsd LEjlsMw Ho SlhsetOy-i & ¥ M @H Odzdzts & 5

}ted di3d te
| HOGEsdR fteddkjt ¢ 0L OdEs0k)tkdeOBRBPL S ot d&v

Switch# show arp timeout

Interface Timeout (minutes)

Total Entries:1

Switch#

9.7 show ip interface
[ OdzdzO" Ct5BOdH O dMfsd Lizjlsmw v -GlisgwdyIdEdy ddW segOydd

show ip interface [INTERFACE-ID] [brief]

] OO ster

INTERFACE-ID ([fydsdzOdt @sdls | , YylstsB ' SlstsBEOL
Sfted Hj dgizdadetRls j 6V j 2 iz.
brief fydtdedk adga)ls § |, Ylstser ®wlssBteOL dIs

(d
fs-dalsj oW j2Mmi.

15 ZdisdzyOdzad s
1 d.Is

tdddds sotsHO CBdBROdzH '
EXEC Mode
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RMfsdz' L soOdedj S tsd3OdzH T
[ OdzdzOW CtsBOdHO MY tsdz LEjlsMmw Ho&v -GlkispEDH I dgdv ddW stedsOydd
( MzPdOdBBjlste dzf S OLOdz, BEHjIs GtsBtO) Ol MW dJdW stedBOYd™w Hdz

1 ted &34 to
| HOdzdzs 3 feddsjtej §sCOLOMS, §0O¢ shoEuBy Ely2MEOS LY Jd &

Switch#show ip interface brief

Interface IP Address Link Status

Total Entries: 1

Switch#
] HOddzsdz ftoddsi ey S OLOdes, COC BGlstsBteOLdls! dJdWstedzgOyde H
Switch#show ip interface vlan 1
Interface vlanl is enabled, Link status is down
IP address is 10.90.90.90/8 (Manual)
ARP timeout is 240 minutes.

Total Entries: 1

Switch#
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10.1 OL 599 3@ talzO M Is tc BRVE (
10.1 clear ipv6 neighbors

[ OdzdzOY CEBOdRHO dhmisd LEzjlshMy HEY bHOdj ddY Hddodkduj s dsn

clear ipv6 neighbors {all | interface INTERFACE-ID}

) OO ster

all VLEOYydIsyj, Ylstser EHOdzd Is! H tPuBOdgghibaf
cacheH dzv ofjnrn ddzisjteW j2MmMse.

interface INTERFACE-ID LEONdIsy, Ylstspr EHOddIs: H tPuBOdyghior
cacheH dzv CBdzS toj Isdetse s ddzlsj e j 2 MO

1 5 I d3tsdzy Oded ®
1d.Is

tdydds aosHO Ctsd3OdzH T
EXEC Mode

RMfsdz' L soOdedj S tsd3OdzH T

[ OdzdzOW C s BOdzH O WYY thzda Qudizj jaisffiyw W d dzO B Wy MSda L O dMmj2 duL | Pv
1 tod d3d to

]l HOddtd ftedd3jtced fCOLOds, COC ydmisdls: | Pvé neighbor
Switch#clear ipvé6 neighbors interface vlanl

Switch#

10.2 ipv6 address

[ OdzdzO" ShBOdZHO dMfsd Lizjlhmy HodMe | gDy e Jdddshy deditg 25 . | 7 v

LOHOdzdzts G 5 9 telzHUElglrf © | oP/fiflf sdz! L Q. Isj ! W sted3ts?

ipv6 address {IPV6-ADDRESS/PREFIX-LENGTH | IPV6-ADDRESS link-local}
no ipv6 address {IPV6-ADDRESS/PREFIX-LENGTH | IPV6-ADDRESS link-local}

] OO ster

IPV6-ADDRESS VE O dIsjOHtRVIE d H dzdipdlz HYfdlyj WidisCH M Is d .

PREFIX-LENGTH VEONdls) HdAddz i ¥ dSaHoe | MHoe |y
TS Od dats? fsHMjls: & dzO ddzls oW j 2]

link-local VLEOYdIsj OHaegl. i Li nk
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15 ZdisdzyOdzd s
14d1s.

tdddds aosHO Ctsd3OdzH '

Interface Configuration Mode

RMfsdz' LsoOdzdj S Bd3OdzH T

IPv6-OHtejf sy jls B' IS LOHOd fitsdz' LS9 Olsjdzjdy3 otelzydalze ddzd dz
fej¥de MmO, fodkkyO)dscs Sddjdissd DHCPvV6.ipve[ dydeess dgfn§f tsdz' L
f ZOdzd ez jlsfmv, bkt fjHoOwdlsjd! dsj § sdzzuj dd] s adst®y 61 t
OHte ] MO thdses ds?2 ftejWdefm dj sBrtHd B PEAEE Q] I8'EHY Bt @deOfz] dz
sO2Qkls §sdzkyj ddw shdeso detsets ftoj WdE MO dHstg £y WY tslag dz(tftctdzjj Wsdn®
dmMf sdz L soaOdedj i3 Shdeso detsets o WdE MO 1p0O MmdsdzO otwthtsdts o qEsigldsd  {f sed) 19
sMls@eh j2Mw yOMmlsd BdIs.

SONHB®RE ddzsjteW j2Mmk Ky dzs-Odk®@ Oy d ksfdfH dd@o j lsPy @d ' tEOMs to
qazs j oW j 21 fsdkzEyOjls OLEj" jddj O B0y HOl Mebs.ts kO f %
Odzsdzidtolz jsMy D SMOo o § jtojHnOo0Ojd & ddzsjtelj2msd Msseh

1 tod d3d to

| HOddzEdB fteddsjtej §sCOL O] HOS &OMsesdls: | Pve
Switch#configure terminal

Switch (config)# interface vlan2

Switch (config-if)# ipv6é address 3ffe:22:33:44::55/64

] HOddsd fteddjtc) §sCOL-Odasj NS OS kHOd]lk! | Pv6

Switch#configure terminal
Switch (config)# interface vlan2

Switch(config-if)# no ipvé address 3ffe:22:3:44::55/64

10.3 ipv6 address eui-64

[ OdzdzO" CSROHO dhMyfsd Lizjlshy Hdov dOnEEES dy donf §desy 4§
qHjdZsd¥% JC Olststc® (dfis4 e J hig@r fEdUde | D) . -Ondy G+ @ dalsdetb¥ j A X
qHj dasd ¥ dC Olssds salfs UG dz' L 22 Bg i)' W s ts dsts 2

ipv6 address IPV6-PREFIX/PREFIX-LENGTH eui-64
no ipv6 address IPV6-PREFIX/PREFIX-LENGTH eui-64

] OO ster

IPV6-PREFIX VSO dPEBIf t6j WS Hdvw G s dzWPy6sCdaljidid . o3

PREFIX-LENGTH VCONdlj Hdddkz f§j¥dedoe] ifos jWasy
B¢ Od dats?  ftsHMjls! ¢ dz® ddals W § 2
fe] % qEaq.0
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15 ZdisdzyOdzd s
1 d.Is

t 4 dodp ts H B @dzH '
Interface Configuration Mode

RMfsdz' LsoOdzdj S Bd3OdzH T

[ fndzd H O dzdzO W CsRBOdH O MEsdW¥dekztedicso OdzO o Is iz dzdzj dzj I SA”
gHj dElsdW S Olstste® ddalsjteW j2MO (1 nterface | D-PH W siip@Ed tffgls Isgdzad
Is 2z dzdzj dzv .

1 tod a3 to
]l HOdzdAfsted f3j 6§ T SCOL Odets,-OX®OLM HESBOOdIS! | Pv6

Switchffconfigure terminal
Switch (config)# interface vlanl
Switch (config-if)# ipvé address 3ffe:501:ffff:0::/64 eui-64

Switch (config-if)#

10.4 ipv6 address dhcp

[ OdzdzOY CROdH O dMisd LkjlsMy Hdv oM tsOKe] iddzsh t§ k0!
DHCPV6. [d" 6GlsSdsyjdd” dMfsd Lso 0@t DACP 66T te@ o bsok i fi) o
no.

ipv6 address dhcp [rapid-commit]
no ipv6 address dhcp

) OOk ster

rapid-commit ({0 yd sdzOdz! dzts) LEOYdIsj Hdzs s ff fgzla
BdZzOCEHOteWw tBdj delz H o i B d ) 55 & fm n dizt] W
ECOLOdO o MmtstseBh jdzdd Solicit Hdzw

fetse " j ddv & .

15 EdsdzyOde s
15 EdisdzyOdzd® HOdzdzOW s ydw o' € dzs yJ dzO.

{4 dodp 5H@EOdzH

Interface Configuration Mode
RMsdz' Lsoa Odedj ¢ Bd3OdzH T

[ OdzdzO" S 5BOdHO dhMisd LEjlfy Hov doOfstes2Cd dddsj ol j 2 MO
fjjteo jtc® DHCPVG6.
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dlsOdzH OlsdgB 3z dz fMtssBh jdzdw dsdd dBiyHE HBOthtckzlsdL OlsstcOdBd Del e
Router (RR) 9CdzsyOjls o fj BSOLIQT, BDMERTISE REQUESNIERERLY. dzd12ts d
dMmyf sdz' L s Odzd drapjdrmrougjdsdde® wlklsdL Olstste’ 5B By dzd o O sz b B dgy
yjbrtejn. 1 1kt MazEzyoj «KROkhtkzksdL Obtste RR lfttOsdls &Ots!
Coltstetsd ko jHtdBdl jeéts 8 oL Bsydshisd fotsfizfisdls! §tsdzyj
fstseh jddw REQUEST d fjtj2ld dzj f smtcj Hlse j deieis hCis lstidz kOUs jtsoad
DR. | Mmttehjddd REPLY fMtsHjteydlsmw ddeW stedsOydw s Mjlsjoar o3
[ dzv Ctstotej Clodats?2 OB SIS HOdedese s Wz dz y d s daPitk@omagit t B @zOH PR o
d dz0 RR.

lted dMtsde Ltso Odzdd H OdzdztsRo s €D dfHir  fifij IsY 1o t IR WBQ i) IstetisR g} dzdz |
DHCPv6-nj tco j tc©®, BEkHEIS EZHOdj dzr .

1 ted &3j to

] HOdzdzsds ftedBjtej §COLOdGS, §O0C dOfstesdlsOH i tls-2 HH TR WA
fMjtoj©O.

Switch# configure terminal
Switch (config)# interface vlanl
Switch (config-if)# ipv6 address dhcp

Switch (config-if) #

10.5ipv6 enable

[ OdzzOY CtEOdH O dhmytsd LizjlshMy Hdv o dv yj dd " Stseste® & & ldgjids v
ZOMtets | dzdzt®citis j MOV 6 [ dzv  lsCdzs yj dzdv BOBSISd | Pv6e 20 (dz
ZOMtes ] ZEBEB] MNPV sd L Al i)' ¥ 6Edis?2

ipv6 enable
no ipv6 enable

1 OtOd3j Ister
14 1ls.

15 EdsdzyOde s
15 EdisdzyOdzd¥ HOdzdzOW s ydw o' € dzs yJ dzO.

{4 dodp 5H@EOdzH

Interface Configuration Mode

RM sz Lsoa Odedj ¢ Bd3OdzH T

SBEHO 20 ddzs j-BWig P L OP@dz-Local tRE6OHlsij Mk ¢ j dzj edtelzj sy Oolstsd
ZOYddz0j k" ©BEOBSICO | Pv6. sBEHO dzO d-@&B ki HORdgdl IPvliskls v o d
OHteiMm daj Gjdzgjtedtelzj Isfpw, d tBtOBtslISS O | Pv 6ipvézgnableOHfdz/nC O Is
OolstsBOIdUj MC 52 -tqraldPw-Oy g MOI gk L Of EMC O tBwOBKKSH | Pve dzO
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1 ed &3d te

] HOdGdzsdd fteddBjtej] §SOLOds, C@Q odlsko¥js? Ny sMHANYEEL &k PYSI
ZOMtets | zzBE B MOV 6

Switch# configure terminal
Switch (config)# interface vlanl
Switch(config-if)# ipve enable

Switch (config-if) #

10.6 ipv6 hop-limit

[ OdzdzOv C s BOdzzQ sHf Y mdzw  dzOM s whep IF i o OHe Pl dBtsj© ydMds h Ocss )
%O CtsBBklsObtE). [d¥ oSLoLOO ¢ dOMKEsY SMESPE At dyodd s

ipv6 hop-limit VALUE
no ipv6 hop-limit

) OO ster

VALUE v ¢ o yg L dzOy g dzd § H dzw f 6dp Oldgit.ls 6 B ts ¢
dMmf sdz! L s9 Ols! LdzOyj dzdi 6 EdisdyOr
LdzOyd dzd.j rdsmiOzf dzr 2 HJdO§ OL sdz L dzOy

15 ZdisdzyOdzd s
1 &2O0yd dzdj 5 B dzy Odzad ©

tdddds so9tsHO CBdBROdzH '

Interface Configuration Mode

RMftsdz LsoOdedy S BAdZOdzH T
R sdzt L2 5] cds@digtdizs H & dz0Mls o $RpClidmiftOc OWE bE® 2 BEZHjls Odatsc

fssBh jddW" R RA. 10Cjl | Pv6, fMcj dz o jelso @iidias @ s ofi@fdls jidigts
COoYj MsOj Byt L dz0y  dApp limt. Ot OB Ists O

) tod &3 te
] HOddzs B f e@ididey, §SSAC L OhoPlmi t Z@GHdzdijzv | Pv 6 .

Switch# configure terminal
Switch (config)# interface vlanl
Switch (config-if)# ipve hop-limit 255

Switch (config-if) #

10.7 ipv6 nd managed-config-flag

[ OdzdzOW CsRBOdZHO dhfsd L Ejlsmw H dzvClz st IstPudzsfg 1€ Hw L @@Odlj ezd ™t i
fsHS dzs yidedvw ¢ Mmjteajtelz HTTP o fMmj SkdH OR. [ d&zv o BLOtOIO ¢
¥ o d3sa?
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ipv6 nd managed-config-flag
no ipvé nd managed-config-flag

1 OO Iste "
1 d.Is

15 ZdisdzyOdzd s
[ Odzdz" 2 W Iz dzC yd s dz0 das lf Ssdzizasfsdizy O dzd ¢

t 3 dodp 5 H @ BOdzH

Interface Configuration Mode

RMftsdz LsoOdedy S BABROdzH T

[fdzd Memjrndd? kLjd §skkyOjls msseh jddj RA ¢ bk RoOegshss dzd
Sdz Hisdy jdz dMfsd Lo Ol! fslssCsd ¢ sdidc k tubopdiguraipn)sis fijdzj 3 d

) od &Bj o
] HOddksdr ftddjt §sCOLO0ds, COS oCdsydlk' Wdoe M o Mmessh

Switch# configure terminal
Switch (config)# interface vlanl
Switch(config-if)# ipve nd managed-config-flag

Switch (config-if) #

10.8 ipv6 nd other-config-flag

[ OdzdzO" CRORZHO dhMisd Lizjshy HdY oCdsyjddr WdEOcO Oth
st j ddv R RCAds yjdtd s W &zOc O oMy saz L2k f! Wsteds?

ipv6 nd other-config-flag
no ipv6 nd other-config-flag

1 OtlOd3j Ister
1 d.Is

1 5 k& dsts dzy O dzd
[ Odzdzr 2 Y EdS ydsdzOdz 5 ZdsdyOdds ls¢ds uj d.

t 4 dodp s HE @& B3O dzH '
Interface Configuration Mode
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RMfsdz' L soOdedj S tsd3OdzH T

SSEHO HPHAEDYJdY o ¢ dz¢ yJ dz0O, BOwh czlsdL Olsste HOjJIs SCtREROdHE {t
fosbsS sz SCsd¥dekzttOydd fl ®sbmdiydoOoddj &3 MmMemistsw ddw (St
Hs sdzdzd Is j dz! dzgz¥ ddgf stedBOYyde 5 OQolssROIdOHIHGE (. Csdf e ztcOyY

) oq B
| Hegs s fddsjtej §sCOLOdS, S$OC oCd*ydls! WdOe O o mMESBH j d

Switch# configure terminal
Switch (config)# interface vlanl
Switch (config—-if)# ipve nd other-config-flag

Switch (config-if) #

10.9 ipv6 nd prefix

[ OdzdzO" S BOdZHO dhYf sd L ) st ¥ nokz0MkksRE (2 | PE6jls O dzt
fMsseh j ddv R 2RO dz g ¥ d € HPY & dz' L izt tdsd g

ipv6 nd prefix IPV6-PREFIX/PREFIX-LENGTH [VALID-LIFETIME PREFERRED-LIFETIME] [off-

link] [no-autoconfig]
no ipv6 nd prefix IPV6-PREFIX/PREFIX-LENGTH

] OLO®] ster

IPV6-PREFIX VE O dlsj -f td jPvdes i, Cskster 2 BERHJS
Odzsdzidtetso Odz o ) tsosdald jj tejq2 RJA. dzO

PREFIX-LENGTH UC Oy dilsid dBE6-Y o j ¥ AC S ssster 2 BRHjl f
Odkzsdzmdtetso Odz » Mseh jdedd RA &O dd

VALID-LIFETIME ({7 ud sdzOWh @zfsd Is § Hsf EfMisd d@3ts § otej o3
HJOYf OL tsdz L dzOyj dzd?2: I 0O Hts 42949

PREFERRED-LIFETIME ({TydsdzOdp SdEs) d Is § ftejHf sylsdlsj dz' dz
fteiWdemMo.  smisfdzr 2 HJOJOLBdz L d
fMd € zdzH .

off-link ({fydsdzOdzCdaty )] Is | , Ylstser tsls € dz# yc
fMmtsji Hddzj datky on

no-autoconfig ({0 ydtdodkodes)s j , Ist ks r d Is tautovcdnbins

1 5k dsts dzy O dzd

rsfemsddisy oted &3 X dL 249 J G0 & By Dded® (30 Hdzj 2) .
lejHYfsylsdlsjd detsj otej sW i$GU@GOY ) R dsezsry @dzd 4 dzj 2 ) .
15 EZdRsdyOdd4 i hOq ddibnef iagu teoS dzs yj dz' .
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{4 dodp SH@EOdzH

Interface Configuration Mode

RMfsdz' LsoOdzdj S Bd3OdzH T

1 &20yjdzdj HBfbkMisdditcets otej ddjded ydLdzd Valid Lifetime H
fteJHYBYlsdlsj dz' desets otej d3sd dzed X dL dzd Preferred Lifetime. 10O
Bdls A oG dzs yjdde.? lbudgbde jeAzH jls CsdWdcecktedese Ol! OHEj MO dzO
3 ~nOdzdL dg St ateless Mmonfiguration. [Mmdzd eotj &d3¥ ydL ded ¢ toJ
otoj d3jdz2d Preferred {OiHfteg thi, menC slda efic@ tclf BEs6 Odzdz’ 2 dz®kz Hsjnlslzts 9 j
ftedL dz0dz EflsOwjoh dd3. [ Mdd ot " NdLdd f§tj¥dsmOOHsjjfe,” idc
Metsd¥ dektedtotso Odzdz’ 2 20 thdase j {lstsets ftoj¥dSMO, BEHjI IZHO
( Mdzd ORBHM dOMlstets] dz oatckzydezes dzO ddalsj teW j 2 Mg , Mtstslse jIsMmilse k2
OBsBOISdYUi MSd. ¢dsdihdteses Odzdz" 2 fjWdsem Bsydls Brils! dL d3j dzj
HOdzdzts 2 € ts B3O dzH O H tejfifzds ZIHBVS6 EH Odzj dz 5Ly j, Odasdzimdtetse Odzqd §
BzHils GMisOdase dzj dats.

1 tod d3d te
) HOdzdzsd3 fted d3d oy € OL OdAfste§ Wed&ESH) d3GfifletetHdOIsl': ffF P¥ 6 100: : / 6
Lifetime ftosHisd dlsj dz® detsfls: 86 30000 MmjSkdh d Preferred L

Switch# configure terminal

Switch (config)# interface vlanl

Switch (config-if)# ipv6 nd prefix 3ffe:501:ffff:100::/64 30000 20000
Switch (config-if) #

10.10 ipv6 nd ra interval

[ OdkzdzO" CHB®BOBRHO dMitsd LEjlsmy HdY dOmsts2sd o tRiAR] ks ¢ s
IPv6-d dzls j oW j 2 MO. [ dzv otsLotOIO ¢ dzOMlstets?2 ¢ Od3 nMos kZBsdzyOdzed s o

ipv6 nd ra interval MAX-SECS [MIN-SECS]
no ipv6 nd ra interval

] OOd) ster

MAX-SECS VEOYdlsj BOSMJBOd dr 2 o tej d3j dzdats?

fjtejHOYd Mste Mty OMR)A. (ot s d dsk
4 Hts 1800 fj ¢ kzdeH.

MIN-SECS (JfydbsdzOdz! dets) vVSOYdlsj 3 dgd BOdz' dz
fsoltedzs? §jtej HOYd MmMstseh jdzedw RA
LdzOyjidasfly 3 Hts 1350 MmjClzdzH.

1 & b d3ts dzy O dzg ¥
[ OChd BOd dzr 2 o te] o3 tzdzls Bts driz® @ @ gz & dzH .
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{4 dodp SH@EOdzH

Interface Configuration Mode

RMfsdz' L soOdzed] S tsSdBBOdzH T
sdzj HEZs M dj ftOoddzO ftoddjdWelsmw € &dded BOdz detsBz L dzOyJ ded ®

L dOyj dedj dzj dzOMistetsj dats:
T ( mdzd KOS dBOdz dzrf 2 otej Bj dedzsRA By jodz O ez s ) g dzf @ Is 9
i3d dzd B3O dz! dztsj L dzOyjdedj BEHjIs MtsMlsOoadzvis! 33% tls BOCMdd

T (Mdzd BOCMdBOdz! dz" 2 otej d3j dzdets?2 dzlsjteo Oz MtstsBh j dzgd?2 RA
LdzOyjdedj BEHjl OCdd 3j, S$OC d BOCMdBOd dsj L dzOyj dzgd

) toq B
| HOdgdafsted 5j 6] 6 OLOdzs, COC LOHOL' o] dgj dedets? ddzlsj oo Ocz

Switch# configure terminal
Switch (config)# interface vlanl
Switch(config-if)# ipv6 nd ra interval 1500 1000

Switch (config-if) #

10.11 ipv6 nd ra lifetime

[ OdzdzO" S BORHO dMysd LizjlsMY Hdv dOfses2¢d L dOuj ddY ok
RA H&v-qtzBYy BY j2MO. [ dv obLotOO ¢ wApfisds R0l o izsksds dz

ipv6 nd ra lifetime SECONDS
no ipv6 nd ra lifetime

] OLO®] ster

SECONDS VEONdlsy otejd™ ydLdd HdA& J0fsd
Coyj e j BOh tklsdL Okse® (& b
[ s 2mlsddgr j iLsdsO W) dagsr 9000 .

] 5 bk d3ts dzy O dzq
1 da@j dzd § 5 EZWRSYO®dA f ¢ 2 deH .

{ d X dodp SH@ GOz

Interface Configuration Mode
RMfsdz' L soOdzedj S tsd3OdzH T

1 20y dzd J Lifetime 9 fMtstse M j dzd d RA ECOLT 904 Is L dzkz 14
BZOteh czlsdL Olstste BEHjIs dMf sdz' L tso Ols’ fuksedzy@ag g mise j BOteh olzlsd |
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) tod d3j te
]  HOdzsds ftddjtej §60L0ds, COS LOHOL! otejdv >dL dd
fiosHisdy dlsj d dsfls: & 9000 fj ¢ kzdzH .

Switch# configure terminal
Switch (config)# interface vlanl
Switch (config-if)# ipve nd ra lifetime 9000

Switch (config-if) #

10.12 ipv6 nd suppress-ra

[ OdzdzO" CtBORHO dhmysd Lizjlshy Hdkv slsCds yjddy slsfteOssd
pCdzs Yj daf@®o B fMsseh jdzd?2 RA otsfiosdy LE2kjf! Wstds?

ipv6 nd suppress-ra
no ipv6 nd suppress-ra

1 OtcOdj Ister
1 4.ls

1 5 kdssdyOdad ¥
15 EdsdzyOdedé HOddzOY WhkdzSydw oCdes yj &0 dz@ ddzlsj W j2fj VLA

{ d % dodp SH @GOz

Interface Configuration Mode

RMftsdz LsoOdedy S BAdZOdzH T

RMIGSd L2 HOddzY CskOdHE, yksts' slCdsydk' skftOolk
pCdzs yjdzdv tfteOoCd Mbteh jdd?2 RA dzO ddzlsj to¥ j 2 finp. Is i dzdzj dzw

}ted d3d te
| HOddsd fieddjt) §sCOL 0@ CELON skt dadto R HEM] VLAN 1.

Switcht# configure terminal
Switch (config)# interface wvlanl
Switch (config-if)# ipvé nd suppress-ra

Switch (config-if) #

10.13 ipv6 nd reachable-time

[ OdzdzO" CBBOdHO dMisd LEjlshy HoY d&OfMkes2¢d §OOd]lst0O
kOB dzd yf cNBPSC k0. [ & oBLo©OLO ¢ dOMsis2 S Od fos Lk dstsdyO dzg ¢

ipv6 nd reachable-time MILLI-SECONDS
no ipv6 nd reachable-time
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) OO ster

MILLI-SECONDS VCONdl] otjdw HsMskfdshlsd Hdv
BOLh ozlsdL Ot S & dzv @G )dzdzd fyts § &z Is & les"
Hts 3600000, CtOlsds 1000.

1 5 b dsts dzy Odzd ¢

) &ZOUj dzd i (& kdstsdzy @3sg s 0 @dstsdefl 2680005 R A
1 Oyjdedj 6 Edsdyoddy, dMfsd:l20j0Rnj0 &aR0WE LS dddsis s d

{4 dodp SH@EOdzH

Interface Configuration Mode

RMftsdz LsoOdedjy S BABROdzHT

1 OHOdzdzsj ot6j " dMisd Lkjlshmy &EOLh tlzlsdL Ols B s Sdz® | dzdzl | RIA
[fdd LOHOd 0, ®&OwkhikzksdL Olkste BEHjls dMisd LseOls! 30 fMj¢
S OLOds) o Mmtssehjddd RA. 1 OwOdkjlste ReadbhdbHezy Tisd | o fiHd
Heflsk] desfisd MsfjHdd: kL dsse.

1 tod d3d te
]l HOddtsd f tcd@ffpts,] Y&X OLOH OIS o VLAN 1 L dOyjdedjy Reachabl e
M S &z dzH .

Switch# configure terminal
Switch(config)t interface vlanl
Switch(config-if)# ipv6 nd reachable-time 3600000

Switch (config-if) #

10.14 ipv6 nd ns-interval

[ OdzdzO" CROdRHO dMitsd LizjlsMy HiY &OMsts2Cd ot dj dedesE s
ftstseh jdzd?2 NS. [dv otLowOO Csipphicnk T ©knd s ke Odzd ¥ o

ipv6 nd ns-interval MILLI-SECONDS
no ipv6é nd ns-interval

] OOd) ster

MILLI-SECONDS VEOYdlsy otej dij dedats? ddzlsjtes Oz Bj %S
rsfemlsddgr j L tg@yodzdwts 3600000 B
1000.

1 5 k& dsts dzy O dzd
) ZOY e jz s dzyOdzd ¥, Odetsdefdtelz jidgsj o Msseh jddws RA
1 2Oy j dzdj 5 bEdssdyOdeds, dfMf tsdil0NjoREjl &oEhHatizi) L. Ols ts te s d3
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{4 dodp SH@EOdzH

Interface Configuration Mode

RMfsdz' LsoOdzdj S Bd3OdzH T

1 OHOdzdletsy otej B dMftsd Lkjlsmy KGO tzdkijd@EFEleRHes d20 M deb § tb i
(ffdzd L OHOdz 0, BOwhtklsdL Oste BEHjIs dMftsd LtseaOl: 1 MmjiCk
ECOLOds) o MmMsehjddd RA.

}ted &34 te
| HOGdsd ftoddkjtt] §COLOds, $OC &Omstsdls! skftOsllk Mtts

Switch# configure terminal
Switch (config)# interface vlanl
Switch(config-if)# ipv6é nd ns-interval 6000

Switch (config-if) #

10.15 ipv6 neighbor

[ OdkzdzO" CdBOdzHO dMitsd LEjlsmY HdY MsLHOddY MisOlsdyj S 2
bHOd ddw mMisOkdujmMSs2 LO0fdmd dL m@sddy’ otfmisd Lk2kjf |

ipv6 neighbor IPV6-ADDRESS INTERFACE-ID MAC-ADDRESS
no ipveé neighbor IPV6-ADDRESS INTERFACE-ID

) OOk ster

IPV6-ADDRESS VLEOY dIsjOHItRjVIP Hdzw L OfdMmd o | Pv6é n

INTERFACE-ID LE Oy dIsy ddzlsj W j 2 Hdw ML HOddW
neighbor cache.

MAC-ADDRESS VSO dls jOMAKCH HdY LOfdmd o | Pvée n

15 ZdisdzyOdzad s
14 1s.

tddod® sHO € SBBOMzH '
Global Configuration Mode

RMsdz' Lsoa Odedj ¢ Bd3OdzH T

[ OdzdzO" CHBOBHO dMtsd LEjlsMw HdAY MiLHOdY MsOsdujMSs2 L
Jdels jteW j2Mj. wlsOlsdyd M Ow LOY dfm! BlzH jIs dZzOr sHdIss Mw dzd |
q dzls j eWe QRdgr yj dz, gt o fsmisswdedd | NCOMPLETE, j fydzd

HsMisdy dBtsmisd Mtshj Hdedns kL dtse ¢ MisOsduimSdd L Ofdmwd doj ¢
s ts d30O dgle® ipv6 neighbors f sL o sdzdls EZHOdzdls! HJEZOKBRJUUJMSd) LOfdmd dL
EHOdzjide@Ilsdyj MSts2 L OYdMmd drgtptdreighbd.lsj ¢ sd30dzH Iz
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) oq B t
| HOddsd feddkjtt] §sCOLOds, $OC mMsLHOk! MsOlsdyjmskzs L Of

Switch$# configure terminal
Switch (config)# ipv6 neighbor feB80::1 vlanl 00-01-80-11-22-99

Switch (config)#

10.16 show ipv6 interface
[ OdzdzOY CtBORHO dMmitsd LzjMmw Hhv - dlsintdisjsaiPz.d &Y stekoydd §-

show ipv6 interface [INTERFACE-ID] [brief]

] OLO®] ster

INTERFACE-ID ([fyddad s dJddisjt¥j2f Hdv f§t
s dzj Blz.
brief ([fydsdzO&odky)sj, yktss' f§sdzydls! ¢

15 EdisdzyOdzd &
1 4.ls

tdNdds o9oaHO Ctsd3OdzH "
EXEC Mode

RMYds L so Oded j ¢ tsd30OdzH T
[ OdzgdzOW CBORHO dMysd LEjlsmw Hdv ftctfigfdeEdsjtde [RAfPstesj ¢ € tsdz

) tod B t
| HOGhsd ftoddjtt] §ECOLOds, COC lusgd®@it. ddy stkoyds {
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Switchf#show ipv6é interface vlan?2?

vlan2 is up, Link status is down
IPv6 1is enabled,
link-local address:
FE80::200:ABFF:FECD:1234
Global unicast address:
200::2/64 (Manual)
messages are sent between 66 to 200 seconds
advertised reachable time is 1200000 milliseconds
advertised retransmit interval is 0 milliseconds
advertised life time is 1800 seconds
advertised O flag is OFF, M flag is OFF

EEERBEPR

advertised prefixes
200::/64
valid lifetime is 2592000, preferred lifetime is 604800

Total Entries: 1

Switch#

| HOdzdzs B ftedd3jtey §5COL Odets, §OS ftsdifdably BHFeOlC 2y

Switchfishow ipvé interface brief

vlanl is up, Link status is up
FE80::201:1FF:FE02:304

vlan2 is up, Link status is down
FE80::201:1FF:FE02:305

200::2

vlan3 is up, Link status is down
FE80::201:1FF:FE02:306

Total Entries: 3

Switch#

10.17 show ipv6 neighbors

Ztctso dgw

d daW¥ sted3

[ OdzdzO" CHBBOBHO dhfsd LEzjlshY HdY skt tobiplus? NEadSichBoydd

show ipv6 neighbors [INTERFACE-ID] [IPV6-ADDRESS]

] OOd) ster

INTERFACE-ID (JfydsdzO&'Odptef)lsj ddalsj teW j2m Hd&zY BGlist
sLOofdmwer o IsOBdzdyd | Pve neighbor

IPV6-ADDRESS ({fydsdzOdz! dzts) OH®Y dhls§ ylsBw 6 f tsdzl
Jda¥ stedsOyds 5 L O dmwa sOB dzd y J
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15 ZdisdzyOdzd s
1 d.Is

tdddds sotsHO CBdBROdzH '
EXEC Mode

RMfsdz' LsoOdedj S Bd3OdzH T
[ OdzgdzOW C ts3@ze @ j MY sH dzv f tdts fp RO @EzdryQ@f d B v 6

}ted di3d te
| HOdzdzs s ftedd3jtej §sCOLOdS, SO StSBEOLJIS!

Switch# show ipvé neighbors
IPv6e Address Link-Layer Addr Interface Type State
FE80::200:11FF:FE22:3344 00-00-11-22-33-44 vlanl D REACH

Total Entries: 1

Switch#

[sBGOYOj & j §OOd Ister

nei ghbor <cach

q dz¥ sedOyd .

vdf LOfdMmd Dinddzo®d yji mcOv dL kzyj dedzOw
SiflsOlsdyj MS ax on eimg h b

LOf dm: .

usmisswddj LOY§dmqg INCMP( dzj f sdedgtisjn)lstsw dzdj, CBEHO LOfEts

H dzw LOf dMmd Slsf e Qo dzj dz,

dats tslso |

Advertisement jhj daj §tsdzyj ds.
REACH (Hisfisdy § dgtisfn)ls s W dzd § , CsEHO Mt

Advertisemenjdztdzy jO {asteljzdgwy

k02 d3j e C

B zdzd M SEdgn OR)  jhj daj dflsy € dzts.
Efstes2Msots ©0BskOjls Ctete] s dts.

STALET fipsmistswded j, o Cobttts]

fjtejnts

fsdzzuj dzdv f tsfydzj Hdzj 6t5  SHIsS® j ey H j O
sO2tgd3 Reachable Time otcjdijded (o
PROBE i isfistsw dzdj L OYdMmd, ftod St

mMetseh j dzd 4§ Nei ghbor Solicitat
HEMisdy d gsmis! .
DELAY 7 Mmtsfmistsw ded j , CsEHO MmtsMmjHdz] J

Hisfls 2 dats, Cobtstotilz tsB Y WO odigjHD o ldAc |
dzj d3j Hdzj dedzts? ftetse jteC d LkMmstets2 Misea O

CteslsC 5§ 9 tej d3v, Ylstser
oL sy desMis! ftoj HsMIsOo dIs!

HOIs! it

fsHilse |t

107

s



(S BotHMlse & 1§ Sdb L) kHPAE'D dzt” § BBEEISOBE0 2 kisso dgv
DGS-1250

11. std&3dOdzH" Cabl e Diagnosti cs

11.1 test cable-diagnostics
[ OdzdzOW Ct5BRBOZHO ddMfsd LEjlsMw HdEY LOfEMEO HJOGdsmIsdsd ¢€C
Hozddzr dBjHde = COBjodzj?2.

test cable-diagnostics interface INTERFACE-ID [,|-]

) OO ster

interface INTERFACE-ID VEOYdIsy I D ddalsjte¥ j 2 MO.

({9 yd sdzOazmdetsyiz' v Iz j Hsdg” fdtdudmdz dz
qazls j oW j 2 tse  ddzd GlsHj dzj ded¥ tSH das ¢
fejH" HEN jes. JltsBjd HE d §tshdj

d s dzO dr'fdts)dz! L 2§ Ismw H dzw sB L (
teWj2MmMtse. ltsBjdzr Ht d f tsfdzj

=
=

15 &RdgyOdad s
14 1s.

tdddds sotsHO CBdBROdzH '
EXEC Mode

RMftsdz LsoOdedy S BAdZOdzH T

[ OdzdzOW" CB5BRBOBZHO dMid Lkjlsmy Hdkv d&OfMbtes2¢d WdLrdyd mMSdn
orwedls! ftsBdzj d3r M ToHSd yjdzadjdz dzO d3j Hdz" =  sSISOR. | dzv
test cable-diagnostics. [ jHdzr 2 sl dBsyjls dzORsBHdIS vy o HdsdE L Md

T Open:COBjd dzgj fHSHs Yjdz € o jlsdesBz kMmistes2 s kz.
 Short:L Ok S Odedj o GHdS2 §Otj S OB j dzv.

9 Open or Short: ¢ ©B j dz! dzi foHSCdEyjdz ¢ Bbojlsdzscdidk Emlstes2 Milso kz
SHdts?2 Oty COBJjdzw, dzs PHY dzgfj BEHOjIsMw tOMmMf sL dzOIs! Isd 4y

9 Crosstalk:L Od3" COdzedj By HEZ tWOLd B3 § OOBBd ¢ OB j dzw .

9 Shutdown:zH Odzj dzdz" 2 f Otelsdzj e tsils € dzs Y de.

1 Unknown:dzj dL o jMmidets] MisMmisswdedj HJOCEdsmMisdSd ¢ OB j dv.

1T OKidzj dMf tcOo dztsfisj 2 odlsts?2 Ot / COBJjdzv dzj o' Wo dzj dets.

f Nocable:dzO ftsteclslz tlsfizlsMmisolzjls ftsHSdzs yjdzedj § bkHOdzj dadets i3kz
1 tod a3 to

] HOdksd fteddjttj §sCOLOds, COC LOfkmkdls! HJOCdsmsdSE
BjHd B COBjdj?.
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Switch#test cable-diagnostics interface ethl/0/1

Switch#

11.2 show cable-diagnostics
[ OdzdzO" CtdBOdeH O dMmY sdz Lk bsdg™is Qlsiw o Heds@aistsiplod g € OB j dzv .

show cable-diagnostics [interface INTERFACE-ID [,|-]]

] OO Ister

interface INTERFACE-ID VEOYdIsy I D ddalsjte¥ j 2 MO.

({fydsdzOoemdzsyz L zjIsfw H dz¥ fitedu
ddals j W j2Mse ddzd BlIsH jdzj dedWw tSH dels &
ftejH  HEZM jets. lttsBjdzr Hits d f tsidzj

1 ydtsdzO dz'indtis)dz L iz § Isfypw H dzw sB L (
Is

(d
JdzlsjteW j2fse. lwsBjdz HB d § sfdzj

15 ZdisdzyOdzd s
1 d.Is

t 4 dodp s HE @& 3O dzH '
EXEC Mode

RMfsdz' L soOdedj S tsd3OdzH T

[ OdkzdzOW C s ROUzHO s Cs HAY &OMies2Cd ddalsjte¥ j2MO WdL duj
CsBOdzH 2, ybtsB' GhsBOLdl! tjLEd O HJOcdsmisdSd S OB j d

) e d &i3j te
] HOdztesds feddsjtej §5COLOds, COC shspOLdlk! ©jLkd kOkr I

«
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Switch# show cable-diagnostics

eth1/0/1

ethl/0/2
ethl/0/3
ethl/0/4
ethl/0/5
ethl/0/6
ethl/0/7
ethl/0/8
ethl/0/9
ethl/0/10
ethl/0/11
ethl/0/12
ethl/0/13
ethl/0/14
ethl/0/15
ethl/0/16
ethl/0/17
ethl/0/18

1000BASE-T

1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T

Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link
Link

CTRL+C ESC g Quit SPACE n

Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down

Down

Etotso dgv
Test Result Cable Length (M)
Pair 1 Open at oM -
Pair 2 OK at ™
Pair 3 OK at ™
Pair 4 Open at oM

Next Page ENTER Next Entry a All

11.3 clear cable-diagnostics

[ OdzdzO W

CsROdRHO dMisd LEjlshw

H dzw

clear cable-diagnostics {all | interface INTERFACE-ID [,|-]}

] OO Ister

all v O dlglsssydMmisdls! tjL Edz SOIsT HJOG
ddzlsj W j 2 Mo .

interface INTERFACE-ID LSO Isy I D ddasj e j 2 MO.

: ({fydsdO@ehdetsz L zjshY wHdY fitiy
dqdels j W j2Mse ddzd GlsHj dzj dedv tsH dglsc
ftejHr HEM jets. ltetsBjdzr HB d f sfdzj

- ({0 ydsdOdk'ndes)dz! L 24 Ismw H dzw sB BL (
ddzlsj oW j2fteasB jdzr HEB d §sfmdzy HIW A

1 5 bk dstsdzyOdad ¥

1 d.Is
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tdddds aosHO Ctsd3OdzH '
EXEC Mode

RMfsdz' L soOdzed] S tsSdBBOdzH T

[ OdzzOY CEBOdHO HEMsk]f O bod St Ho" d&OMses2Cd ddisj el j 2
CBOdzH 2, ylste' wydflsdls' CtOp jdd s@lst tcB g PE jktzdit 8 d Oc dzsfls d €
BZHjls tSlssBi®wmplizj ddj .58 thdB ¢ |

1 ted d3j te
| HOGdsd ftoddkjt) §COLOds, $OC sydhisdls' tjLbEd 5OKT HdO
Switch# clear cable-diagnostics interface ethl/0/1

Switch#
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12. stsBOdH" Debug
12.1 debug reboot on-error

[ OdzdzOY CBBOdH O MY sdz Wi jidsifyd d3Okvf j ae dz*O jedg © € s B3dk s Ols &6 O
CtedlsdujmMSdn wshdetsC. dv Cdyjddy ©jydk0 fjtejLO0fkznco
oMy d LE2jMy! WsEds?

debug reboot on-error
no debug reboot on-error

1 OteOBj Ister
1 4.ls

1 & ko3 dzy O dzd ¥
15 by HOddz 2 iy dds o dzs uj da

t d X dodp S @& B3O dzH T
Global Configuration Mode

RMftsdz LsoOdedy S BABROdzH T

R sdz: LEZ2Is] HOdzdazY SCtdBOdzHEZ Hdzv o Cdzs yjdedw ddzd siIs€ dz¥ yj dac
oL dedCdetso jdedd Stedlsdyj mMSdrn thdetsC.

1 tod o3 to

] HOddsd ftd kit dss Ot @badls! tw©iyxdd §itiLO0fkzmMcO ¢ sddak
CtedlsduimMSds ©shdecC.

Switch$# configure terminal

Switch (config) #debug reboot on-error

Switch (config) #

12.2 debug copy
[ OdzdzO" CtBOdH O dMysd LEzjlsmw HdY C(sfdttses Oddw ddat stedzOYydd

debug copy SOURCE-URL DESTINATION-URL
debug copy SOURCE-URL tftp: //LOCATION/DESTINATION-URL

] OO ster

SOURCE-URL VEOYdIsy MM dz¢k dzO0 W O2dz, Ctslstster 2
error-log: ECOydisy, Ylstser Metsy dtotse
ttj edMmMistcOydd BhdeBS¢.
tech-support: ECOydisd, Yylstser Mme sy «
sjindedyd Mz dda¥ stedzOyde .

LOCATION VLEOYdIsy OHtejm | Pvig tgfodgdtc@.Pv 6 TFTP
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15 ZdisdzyOdzd s
1 d.Is

t d X dodp SHE G GROdzH T
EXEC Mode

RMfsdz' L soOdzed] S tsSdBBOdzH T
R sdz' L2 HOdzdzk® Ct5B3OdZHE Hdzv Ctsfdtetse Odzgdw ddgW stedsOydd

1 od &3d to

I HOddatsd3 ftedd3jtej f5COL Fapo sY@A*® st F diad t5g @IS 'z © ) efidpietg dgO Y d ¢
(10.90.90.99).

Switch# debug copy tech-support tftp: //10.90.90.99/abc.txt

Address of remote host [10.90.90.99]7?

Destination filename [abc.txt]?

Connecting tO SEIrVer...icuetivvosnarsnnas Done.
Upload tech-support................ 100 %
Success.

Switch#

12.3 debug clear error-log
[ OdzdzO" CHEBOdH O dMysd LEjlsmMy HdY sydmsSd Y kzttdOdzO tjcdmls

debug clear error

1 OtOd3j Ister
14 1ls.

15 ZdisdzyOdzad s
1 4.1s

tddds aotsHO Ctsd3OdzH T
EXEC Mode

RMy sd® ©Odzd j ¢ sd3OdzH '
RMISd L2 HOddEz* CtdkOdHE HdY sydhlsSd 3 ktedOkO t©jcdfhlkt

1 ted di3d te
| HOdzdzs s feddsjtej §sCOLOMS, SO0 sydmlsdls! yktdOd ©jcdhkt
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Switch# debug clear error-log

Switch#

12.4 debug show error-log
[ OdzdzOW CtBOdHO dMtsdz LizjlsMw Hdv GltBO®Y faf?. HOddz 7 X E2ts

debug show error-log

] OO Ister
1 d.Is

15 ZdisdzyOdzd s
1 4.ls

tdNdds o9oHO Ctsd3OdzH "
EXEC Mode

RMftsdz LsoOdedy S BABROdzH T
RMftsdzt LE2Is] HOdedgkz® S tBOdZHE HdZVW BlssBteOY jddW¥Y HOddz = ) ktodz

1 tod di3d te
] HOddkzsd fteddjtc) §sCOLOMREy LE@OEBEECPH O yg@das B sC .

114



{ESBotHMlse & 1§ 5dt L) EHPAE'D dztr™ § BB&ElS O B0 2
DGS-1250

Switch#debug show error-log
Exception signal 11 caught:
Address: 0

Task: 0x023cca78 "CLI"

Segmentation fault

Stack Usage (used max/size): 9320/196608 bytes
Registers:

pc=00000000

$0=00000000 $1 (at)=00000001 $2(v0)=00000000 $3(v1)=00000074
$4 (a0)=00000000 $5(al)=014FFB15 $6(a2)=00000000 $7(a3)=00000000
$8(t0)=00000064 $9(t1)=00000064 $10(t2)=0018F730 $11 (t3)=FFFFFFFE
$12 (t4)=02406EBS8 $13(t5)=73947BC8 $14(t6)=20000000 $15(t7)=00000074
$16(s0)=68173794 $17(s1)=739503B8 $18(s2)=738404F0 $19(s3)=6817379C
$20 (s4)=00000001 $21 (s5)=6FB45D3C $22(s6)=00000004 $23(s7)=68173928
$24 (£8)=00CF81C4 $25(£9)=00D60OELD $26(k0)=68174524 $27 (k1)=00000000
$28 (gp)=016F7B70 $29 (sp)=681736E0 $30(fp)=016FCCB4 $31 (ra)=00D15A30
Back Trace (for reference only) :
->00D15A28
->023AF920
->00D60E20 strcpy+0X10/0%X24
Stack:
681736E0 739503B8 738404F0 68173798 00000001 FocoBcoolchocooa
681736F0 016F7B70 016FCCB4 68173928 00195818 o{p.o.-h.9(..X
68173700 778C2020 00000000 000030D4 023ARF928 We © eee--n 0. (
68173710 00000001 00000000 00000000 00000000 ... vvecennnnnn-
68173720 0l6FCCB4 00000000 00000000 2FO000004 o Hlooo

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

12.5 debug show tech-support

Ztctso dgw

[ OdzdzO W CsdBBOdzH O dmfsdz! L zJ Ismw H dzW SlstsB Oy § dad v d dz¥ ts te d3¢
i J tefmtsdzO dzts ds.
debug show tech-support
1 OOd3j Ister
1 4.Is
15 ZdisdzyOdzad s
1 4.Is
tddds 9o9BHO CtsSdBOdzH T
EXEC Mode
RMysdeRoIOdedy ¢ Sd30dzH '
R sdz' L 2215 H O dzdzlz ¥ C5d30dzH Iz H dzw SlstsB Oy 4 dzd W M tOo tsyo
dd stedzOydw dMmfsd LkzjlsmMw HdY MeBtste® HOddz - G EHafdgld @ listsz ]

fjteimsdOdE Hdv of wodz dzdw d kflstsOdzj dadw
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) oq B t
| Hodgdafsted 5j e § S OLOds, COC GlssBLOLdls!

Switch#debug show tech-support

S ——
# DGS-1250-28XMP Gigabit Ethernet Smart Managed Switch

# Technical Support Information

#

# Firmware: Build 2.01.001

# Copyright (C) 2020 D-Link Corporation. All rights reserved.

# _________________________________________________________________________
ok ko k ok ok ok k ok ok ok Ak ok ok ok ok h Ba%‘lC Sy‘jtem Information *ok ok ok ok ok ok ok ok ok ok ok ko k ok ok Ak ok

[SYS 2000-1-1 00:12:25]

Boot Time : 1 Jan 2000 00:00:00

RTC Time : 2000/01/01 00:12:25

Bootloader Version : 3.3.0.31-12

Linux Version : 3.18.24-18 #3 Mon Mar 25 22:31:47 CST 2019
Runtime Version : 2.01.001

Hardware Version : Al

Serial number : DGS1250102030

MAC Address : FO-7D-68-12-50-01

MAC Address Number : 28

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All
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13. s ts 30 dzBHCP Auto-Configuration

13.1 autoconfig enable

[ OdzdzOY CHBOdHO dhfsd LEzjlshmw HoY oCds yjddy WekdSydd Oslst
OolssC tsdz¥ ¢ Iz tc Oyl s p fipM § MotEAs dsts 2

autoconfig enable
no autoconfig enable

1 OtcOdj Ister
1 4.ls

1 5 kdssdyOded ¥
165 EdgtsdzyOdzdé HOddzOW WhkdsS ydw o' §dzs yj dzO.

t d X dodp S @& B3O dzH T
Global Configuration Mode

RMftsdz LsoOdedy S BAROdzH T

( dzd WEdRCydw OolsCtdWdeclkzttOydd odfdizs\Qilsds@, Ofotdsds d3PJstd i @) 7 ) ¢
DHCPC dzd j dzstsds. ) etsyj My OolsCosdi qekwOydd s§dmod ddy j:

1 sckBzlsOtte §sdzyOjls fkls' ¢ ¥ O20zke jShs dif fEjary dls DDH G
Mjeojt® (ftd dOddudd MEGS] 8E@dkEOD s@C PHCPMHdd ol skzOfmls t
DHCP-Mjto jto By jls §jtcjHOo0Ol! HOdgdzks Jodg¥ stedsOyde o 1§ sdzj

I sckiBBzlsOlstste L Octelzy Ojls W O2d ¢ tsd¥ ddnlg is®@y ded, ( tj-Hgde g jTEE P2
LOfEMN jdz d &0 Bz dzls f sdzkyj dedvw L OftwesMO © jets BOLSOCE
WO2dz CtdW¥dekzwsOydd) .

[fdizd CodBkzlsOltt dzj dsyils LO0ojwhdl! fsyj i OslssS sdl
MSntOdzj dzdz’ 2 dzsC Oz dzr 2 WO2dz Sd dekwOydd.

) tod B t
| HOddsd fteddjt) §sCOLOds, COC oCdydlk' OosksSsdidekztoy

Switch# configure terminal
Switch (config)# autoconfig enable

Switch (config)#

13.2 show autoconfig
[ OdzdzOW € 5z HLQz jsiffv v dzv SlsBOY j ddY MsOEMO OolstsC sd¥ d ¢k

show autoconfig

1 OOd3j Iste "
1 d.Is
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15 ZdisdzyOdzd s
14d1s.

tdddds sotsHO CBdBROdzH '
EXEC Mode

RMfsdz' L soOdzedj S tsdB3OdzH T
R sdzr L 21y HOdzdzz® CtB5BEOdEHEZ, yYlstse' GlssBOLdlIs! MlsOkEMm O9l

) toq B
| HOddsd fod@im) §OCOsksBEOLdls! MisOlki OolsCtdidckzioyd

Switch# show autoconfig
Rutoconfig State: Disabled

Switch#
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14.s sdzOdzH DHCP Cl i ent

14.1ip dhcp client class-id

[ OdzdzOW" C5BOdHO dMftsd LEkjlsMw HEY BL d&OYJddw Vendor Cl
LdzOyj dedw Option 60 HA&vW Mtsseh jdzdEO DEHCRZODEs2 ¢ OM. § sdvk
oM sdz L 2 1Isjrg! W stcd3ts?

ip dhcp client class-id {STRING | hex HEX-STRING}
no ip dhcp client class-id

) OLO®] ster

STRING VEOYdlsj Vendor Class Il dentifier
Hdzd dz0 MIStRts ] d3o 5 dzO.

hex HEX-STRING Ve OYdlsj Vendor Cl ass I denti fier
[ OCMd B3Odzr dzOW HidBE e B3I B S

15 ZdisdzyOdzd s
15 EdisdzyOdeds o COyjfMmbej I D COMMO dmMfsd Lizjlsmw Isdf Ekfmlist

t d X dodp sSHE @ B3O dzH T
Interface Configuration Mode

RMY sdz' L 58 8@dgP glzH '

RMf sdz L z2Isy HOdzdzze CB5BOdZHE HdzZW tBtSL d&ZOYyj dzdw Vendor Cl as
skiftcOa dIs 9 fMstseh jddd DHCP Discover. [ OdzdzOwY W EZdzC ydw
skftcOoCd fMtssBh jdzd2 DHCP Discover. | Odede®v 2V dz% g dfize-ytg @s Ol
Cdzd § dzls, Colstster 2 d3®n jolg MY tsdely IDgHEGPc®O.P Vendor Class I denti
EmMistets2 Miseo O, L Of thtafjofi@s M jets | P

}ted &34 te
I HOddsd ftedditj §s5¢0L Odsdd S, afodfsidssfls!' DHIsA O ¢ Ven
ECOLOK! je&t L dzOuj dzed j § VOIR-IDe \Oidadas j H dzyizOWLj A2 j1 0 0 .

Switch# configure terminal

Switch (config)# interface vlan 100

Switch (config-if)# ip address dhcp

Switch (config-if)# ip dhcp client class-id VOIP-Device
(

Switch (config-if) #

14.2 ip dhcp client client-id

[ OdzdzO" CtBOdRHO dMitsd LEjlsMy Hdov sBL dOY] ddYy dJdisg e j 2
OHtejf) BEHjlk dMisd LsoOd o § Oy  Mmiasjselh ) d&fdid Pizls @0 velsf tc @ aay
ZOMstes2C O 65 EBsdyOdd: oneahftsd Lkz2IsjhH ¥stds?2

ip dhcp client client-id INTERFACE-ID
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no ip dhcp client client-id

) OOk Ister

INTERFACE-ID VEOYdIsy ddzlsjteWwj2f VLAN, Ud 2 -OHjteh
BlHjIs dmf sdz! LjsfOazi ol DE OYdzd § dzls O
mMeseh jddd Di scover.

1 5 b dsts dzy Odzd ¢
15 bdsdyodds o COYjflsej | D -@imljjfgzls\ol AN sz L Ejlsfw | ¢u

t d 3 dodp 5@ BOdzH

Interface Configuration Mode

RMftsdz LsoOdedy S BABROdzH T

R Sd LE22I5) HOddzz® CtBOdHE HEY YdESES@ER S O 1 {5 is dz@O y P iz
qdzs j e j2MO o COujMmeaj I D SddjdsO, thftOod jdscts o M
ksd C5 Hdv fsMmdjHksh j2 ckfcO0sCd mMsseh jdd2 DHCP Discov
qazls j ol j 2 oG dzd ujdz § dzddj dzlsktsyDIHC P,f s ceMelgefiidy 1P fj oo j 6O
RHjdalsdW G Olststetsds Cdzd j degls O Bsy jls B Is¢ dgOL dgOyj dz sHddz ddalsj te

1 ted d3j to

] HOddzsdB fteddijtej §5COL Odets, SONs j S B/daMANG 1cQfdctso O8Oy f s o j
slsf Qo dzv j 3ses o Mstseh jddd Di scover Hd&z¥ VLAN 100.

Switch$# configure terminal
Switch (config)# interface vlan 100
Switch (config-if)# ip dhcp client client-id wvlan 100

Switch (config-if) #

14.3 ip dhcp client lease

[ OdzdzOY CEBORHO dhMisd LEzjlsfy Hd -@C©O] QY S bBley e 2 dzOts:
LOfesmdls! - MEedHEO. [ dv GlCdr yjdedv HOdds2 Wimodkydd otfhf sd

ip dhcp client lease DAYS [HOURS [MINUTES]]
no ip dhcp client lease

] OOd) ster

DAYS VLEOYdIs§ flesHd) dlsj d dzsfls Ot dz
HGOf OLtsdz s 0 Hts 10000 Hdzj?2.

HOURS ([fydtsdzoes @afls] fsHdydlsjd dshl
r sfemlsdd3r 2 HdOf OL sdz: ®Is 0 HEts 23

MINUTES ({6 ydsdzOds @sd)lsj f tetsH tsdzytefjlsder?! dzis iy lsl
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[sfkmsddr 2 HJOfOLtsd ©ls 0 HES 509

1 5 b d3ts dzy Odzd ¢
165 EdRsdyOdds otj k" OtejdH' daj LOfwOh doOjlshw.

{d 3 dodp S5H@EOdzH

Interface Configuration Mode

RMftsdz LsoOdedj S BABROdzH T

[ OdzdzOW W lzdzeC ydw tcOB &Isk@jjlslzls jdfyiadj 1sD HOGIRE jadkyin foisdzls jI W j 2 I O.

1 tod d3d to

] HOdGEE®R fteddBjte 0L OksOHBPROY te@zfqls: ©tzj dzHlz |
Switch# configure terminal

Switch(config)# interface vlan 100

Switch(config-if)# ip address dhcp

Switch(config-if)# ip dhcp client lease 5

Switch (config-if) #

121

P



{StotHMiso s f 5diL)s bHpdsP drtry § BBEES OG0 2 bkito dgv
DGS-1250
15. 5 t5 d30 dzBHCP Relay

15.1 class (DHCP relay)

[ OdzdzOW Ct5RBOZHO dMftsdz LEjlsmMw Hdw o°"HO o tixdds DHCP Poo
IP-OHtej MtsaC P cDhls s . [ d&zv BEHOd] ddw ftedowmpn.Cd otmftsd LEk2Isj M

class NAME
no class NAME

] OLO®] ster

NAME VEOYdlsyj ddgvw DHCP <cl ass. [ 0¢Mmd BC
M d d3o idAR.0

15 EdisdzyOdzad &
14 1s.

tdNdds o9oHO Ctsd3OdzH "
DHCP Pool Configuration Mode

RM sdeoIOded ] ¢ Sd30dzH '

RMfsdz' L v HOdzdzz® Ct5BR3OdZBHE, fsd LtsoaOlsjdz dBsyils MhMkh jMise d
cl ass. RMf sdz' L 21Is§ Cd3OdzH Iz rel ay target, Yylstser dzO M |
fJjtoj 20 tcOQodzj dzdw fOCjIsO DHCP. ( Mdzéhy of @fzsihn r € tzd y dzls AzOMis &
CzOMMO k], Cdzd jdzls HEBsd jdz Mistslse jlsfise so Ols C zOMmMMml, zOMmls to
fkdzj relay dzgj dOMmbtesjdz ¢ dzOMM, CEHO Cdzdj dels Mtstslse jIsMise Iz
fMjtco jtc dzOL dzOyJ dzd 2 C Oe Delzy H ¢ shtstsisd jIsMilsakzs h jes fE2dzO rel ay.

1 ted &3j to

] HOdEsdR ftoeddijte §COLOds, $0¢ -#&OMtzt dls OdddHCP Mmc Iasdsds,o |
sBtOL Yysdg DHCP Option 60 ©® odHj O0x112233 d 0x102030, ¢d
d MowL Odzdy 2t afif greetl a1 0. 2. 1. 2¢.

Switch# configure terminal

Switch (config)# ip dhcp class Service-A

Switch (config-dhcp-class)# option 60 hex 112233
Switch (config-dhcp-class)# option 60 hex 102030
Switch (config-dhcp-class)# exit

Switch (config)# ip dhcp pool pooll

5.0

(&3]

Switch (config-dhcp-pool)# relay source 172.19.18.0 255.255.2
Switch (config-dhcp-pool) # class Service-A
Switch (config-dhcp-pool-class)# relay target 10.2.1.2

Switch (config-dhcp-pool-class)#

15.2 ip dhcp class (DHCP relay)

[ OdzdzOW CtsBOdZH O dMftsdz LEjlsMw HdY ECOLOddw DHCP class d
[ &z¢¥ EZHOdzj dzd¥ DHCP cl ass aacshftd LEkz2IjMm W sttdts?
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ip dhcp class NAME
no ip dhcp class NAME

] OO Ister

NAME LEOYdIsy ddiw DHCP <cl ass. [ 0¢CMmd BC
d 3o BidAR.0

15 ZdisdzyOdzd s
1 d.Is

t d X dodp S G RO dzH T
Global Configuration Mode

RMfsdz' L soOdedj S tsd3OdzH T

RMfsdz' L2215 H O dzdalz ¥ Csi3OdzgHz Hdzv 9~ BHO © tjyddz DHCP CI
f sidz s9 Ols j dz! By s dMmy saztion thexOsdzw ¢ IsW@AAB dzd Vi ss@ B dets dg@xy d v
DHCP-C dzOfmfQ fdzd Lk dzflszOMi® L Odzdzts?2 M deddz " § fiyls dzB By EldzQdipfinizzts 2 L
Mtsslse jIsMilsoso Ols! dzr B2 §fOC]ls.

1 ted d3j te

1 H Odzdzts d3e jff tettell OL Odets, € OS -C dzOBMeesA R i) IDHRP dIs! h OB dzsdz Msts|
DHCP Option 60 0x112233.

Switch# configure terminal
Switch(config)# ip dhcp class Service-A
Switch (config-dhcp-class)# option 60 hex 112233

Switch (config-dhcp-class) #

15.3 ip dhcp pool (DHCP Relay)

[ OdzdzOY SCEROBHO dMitsd LkjlsMy Hdv &OMsts2¢d §kzdd DHCP R
PABHO o Wjydd dzOMsts2¢d §kdzO MHOPe | gykve tizfy sy dafl 2 I jzigzO D8

ip dhcp pool NAME
no ip dhcp pool NAME

] OOd) ster

NAME VLEOYdIsy dai3v f2dzO OHtej Mse. [ OCMd
d 3o BidAR.9

15 ZdisdzyOdzad s
14d1s.
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t d X dodp SHE G GROdzH T
Global Configuration Mode

RMf sdz! L soa Odedj S BREOAzHT

1 OteWHE M f0OCjlsOdkd DHCP Rel ay, Rel ay Destination DHCP f
[ dzv {1 stsets o2HdI]y o twjxdd dzOMistcts?2 € d ipfdeaz®ooD H QPO Istf tdz] {f oty
fsd3tsh d € wek@dmurce zC Oy dlsj f sHM]Is! dmistsydatfd | dels@,ur £ 8ffdzi O jod
f sd3tsh d € se dastinationkzS Oy dlsj OHtejf Rel ay Destination Server
(Mdzd fsHmilk!, Bl C(ShtttcROfficHfGH izt tf 1O jj bsfn IDHECPldz dRe, | af yO €S dsL
BHjIs tjlstcOdhdzdtetso Odz dzO tsMdese j HEpdAMES 6 s QfCLjdEO . dzOr Istishipdzts otgjj
Rel ay, JMmMdzd #O0Cjls LOftesMO WwWodw jlsipw tojlstcOdemdzdtelzj d3" d3 f C
GIADDR(IP-OHtejf] hdzsL O) §0CjlsO. [fdzd Gl ADDR WwWodw jlsfqw dgkzdzj o
wodw jlsfpw dMmissydzd S sd3 § OC J sO0O.

] fzdzj MHCPy OHMBdzdMistceOlststc dBBsy jIs H Odigss d rflimyftesget, L tplddss' ' € ¢
sftcjHJ dzd Is OHtjMmM Relay Target H&Y fO0Cjlktse LOftesMO, C tslist

1 ted d3d te

] HOdEksd fteddjte] §sCOLOds, SO Mbpeokil. f Lk &HbssREzIRe |(a&yo.u
i172.19.18.0/255.255. 255, 0102%ktjm Relay Destination

Switch# configure terminal

Switch(config)# ip dhcp pool peoll

switch (config-dhcp-pool)# relay source 172.19.18.0 255.255.255.0
switch (config-dhcp-pool)# relay destination 10.2.1.1

gwitch (config-dhcp-pool) #

15.4 ip dhcp relay information check

[ OdzdzOW CHSROBZHO SLotsdwjls oCdzs ydls+ © DHCP Rel ay Agent
I nformation Optionmkzz{yPdetzsdin §f 82 lisgg ISIPHT dBts dz'® dz’ et ey  j dzd W
WEdzCydd Check Hd&Y Option 8 otsMmMficd LEk2IjiMm! Wsttds?

ip dhcp relay information check
no ip dhcp relay information check

1 OtlOd3j Ister
1 d.Is

15 ZdisdzyOdzad s
15 kEd3sdzyOdzd® HOdzdzOW W lzdeC ydw tsls€ dzs yj dz0O.

t 4 doddy ts HOB BBO dzH '
Global Configuration Mode
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RMfsdz' L soOdedj S tsd3OdzH T

[ OdzdzOW S sd30dzn © ff tod d3j dzdrdse@,dhcp dUzdzs € SSdz©@ dzH O

s 5 d30O digal dhcp relay information check d ip dhcp relay information check-reply d mtf sdz! L ¥ Isfqw  H
sftejHjdzd dgdw L WW¥ JClsdBlzsiksd Oftzidz6 yd@ 2 Hdzw dJdzlsj teW j 2MO. il
ZOMmiste s j dzO if dhdpQelay hformation check-reply, BEZHEIs ftodd3j dzj dzr BN dj dz0
O ddzlsjteW j2Mmj dzO Mmis tthisp rdy infosrt@dzeh®ck-reply, B EkZHEIs f ted d3j dzgj dz" daC
dgdzlsj eW.j 2 MO

1 sz LOfEMCO WERyYydd Check Hdzvw Option 82 wleojldasets fC
Option 82 9 -89 OO0, DHEE&Zz YO, -] Bo jcidsO. D HCiPdzd o f sz y0oj
skfMizlsMlsokzjls fdzi Option 82 ddzd fydw st dddz? | ©FY dzis 5 e
oaMlsteOd o &gjtflsyds,tu bRemot e I D ftod fHtesojteCj), Rel ay Agent tsilss
Rel ay Agent EZHOdw,jIs ftsdzj Option 82 d fjtejHOjIls f0O0CjIs.

[ Mdzd WEkdCydw Check wBlsCdz¢ yjdzo, §0¢Jils BEREHJjI §jtcjHOdz dzOf ts"

1tod d3j to
Il HOddzs 3 § tf EEQuisk®ds Wazsjyj dzedj WkdSydd Check DHCP Rel ay

Switch#configure terminal
Switch (config)# ip dhcp relay information check

switch (confiqg) #

15.5ip dhcp relay information check-reply

[ OdzdzOW CtsBOdZHO dMfsd LkzjlsmMw Hdzv dOfMstes2¢d o DHCP Rel ay
I nformation Option (Opti oHCP&kp j& 0O tsqzidzy j dzee®dyj 26 ¢ j B O delzr =
Jdzs j 6% j 2 MO eotmMfsd k2l Wstds?

ip dhcp relay information check-reply [none]
no ip dhcp relay information check-reply [none]

] OO Ister

none (T ydsdzOdz' dats) LEOYdIsy , Yylstser tsls
Option 82 sl jldkzses § OCjIsO.

15 ZdisdzyOdzd s
1 4.1s

tdddz 99tsHO S dB3OdzH '

Interface Configuration Mode

RMY sdz' L 58 @dz@ jlzH '

[ OdzdzOW Ctsdi30dzH O f tod d3j dzdrdge@ dhcp & Czdzs § jsdg®@ dzn ©

s 5 d30O dga dhcp relay information check d ip dhcp relay information check-reply d it sdz! L 28 sfqw  H
sftejHjdzjddw 1 WW¥jiClsdodesmisd WkdzZCydd Check Option 82 Hdv
ROMiste s j dzO if§ dhdpOetay formation check-reply, BEZHEZIs ftodd3j dgj dzr BM dj dzO
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2O ddzlsj oW j 2 MJ dzO Mmils thisp reld infotsrigitbdzeh®ck-reply, B EHEIS § toed d3j dzj dz@  dzC
ddzlsj oW j 2 MO.

1 sz LOfEMEO WEkdiydd Check Hd&zvw Option 82 tslsejlsdsets f C
Opti on 82 9 -0 g k®0, DHE&Zz YO -] Bo jtdsO. D HCipdzd o f sz yoy
skmizlsmMiso zpls i besdZB20 ddzd B ydw dzgj woeodzw jlsfmw tstedc ddzOdz' dats?
oaMlsteOd o &gjtflsyds,tu bRemot e I D ftod Htoso jtelj), Rel ay Agent tslilss
Rel ay Agent EHOd&vjIs fBdzj Option 82 d fjttjHOjls 0Cjls.

( Mdzd o jt6C O IS &ezyj O j @@ Odz dzOf oW A3z ¥ .

lted 3j e
Il HOdzdzsd3 fteddij ey §COL Odzts, COC wlsC dzs ydls: sBh k¥ WEkd yd
Wkd€ yd¥ Check Hdw VLAN 100. JGCdz#yjdz tcOBtsyd?2 tojyddz Wikds&

Switch# configure terminal
Switch (config)# no ip dhcp relay information check
switch (config)# interface vlan 100

switch(config-if)# ip dhcp relay information check-reply

15.6 ip dhcp relay information option

[ OdzdzOW HCOs hfCiplf sz’ L 2 jlsMw Hdzw bsets, vylbse' oCds ydls!: oMmlsOsCL
o tjlstOdmdzdtelj &' 7L AIOEGHEE.R [DEMC Psls € dzs yJj dzd " HOdedets?2 Wk dzS yd ¢
no.

ip dhcp relay information option
no ip dhcp relay information option

1 BOd3j st
1 4.ls

15 ZdisdzyOdzd s
15 EdisdzyOdzeds Option 82 dzgj oMbt dzO.

t 4 dodp s HE @& BBOdzH '
Global Configuration Mode

RMsdz' Lsoa Odedj ¢ Bd3OdzH T

[ OdzdzOW Ctsdi30dzH O f ted d3d dzdrdie@, dhcp & edzs G jsdz®@ dzv ©

{ mdzd Option 82 DHCP LOfEkhMjdO, o ffdiQ,, DHCPIS ¢ fipldtzts OdzEzr Pt
fJdtedH to]lsteOdzindzv y@pjiod 82d28CPhitsteo] jtas afdab-ts § y:dCifcuit ID d Remote ID.

s 5 d30 dig @hcp relay information option format remote-id d Mt sdz! L kegzieGvOL Ofddg g ts €

L OH Q9 Of BR?2 L 59 Gisijsdbjtsdf y Refnote ID.

) tod d3j te
] HOddzsB fteddsjtej §sCOLOdS, $0OC omstsdls! Opd®fwEMO2 o o)
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Switch# configure terminal
Switch(config)# ip dhcp relay information option

Switch (confiqg)#

15.7 ip dhcp relay information option-insert

[ OdzzOY CEBORHO dhMisd Lkzjlshy HEY d&Ofses2¢d oflstOds Oc
] stOdftzd e OB j 5L OF K@M O. [ d&2¥ bkHOdj dd" d&OfMsts,j S H Oddzts 2
oM sd L2215 jiMy! W stkds?2

ip dhcp relay information option-insert [none]
no ip dhcp relay information option-insert [none]

) OLO®] ster

none ([fydsdaR o), ylsssos nists® dz Qdkd i
o ©jleOdhddtlkz & 2 §O0¢jls.

1 5 & dsts dzy Odzd
1 4.s

tdiNdds aotsHO Ctsd3OdzH '

Interface Configuration Mode

RMfsdz' LsoOdedj S BdROdzH T
[ OdzdzOW S sBBOdzH O f tod 3] dzdrdsee, dhcp dzdzs O SSdg®@ dzH O

1 tod o3 to
] HOdEksd fteddjte] §sCOL Ods, o §IOEO PLAEdyd SOp tWikalzst y&f2 o to] IstsC
DHCP-slso jIsO o' Sdzs ydls: HOdzdzze WhkdzS yde Hdzw ddasjteWj2mo VI
82 or" Cdzt yjdg® Hdzw VLAN 100, des o9Cdzt yjdz©O Hdzv fMlsOeah dn mw
Switch# configure terminal
Switch (config)# ip dhcp relay information option
Switch (config)# interface vlan 100
Switch(config-if)# ip dhcp relay information option-insert none

(

switch (config-if) #

15.8 ip dhcp relay information policy

[ O dzdZON B3O dfHNG s dz! LHzdpdz@)ils tc © ¢ F to f I§ dgQ dzO {f tc O@ptpf B2JHVdzDHCP Relay
Agent.| dz¥ SL 9 EEAO®) Is tc SR & @t dzy CodEfrf i ts dz! L Wzt tdsd thg?

ip dhcp relay information policy {drop | keep | replace}
no ip dhcp relay information policy
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1 OB Ister

drop LEOYdlsjy, yYybter lketesMmdls: §0O0C]jls,

keep LEOdIsj, Ylstser Zof ew gz o dzj dL d
DHCP-L Off esfytse, bk Csbttesets bkyj 4
M tco j tc.

replace LEOYdIsj, Ylstser L O3jLdR(fsiy s off OCH IsC ©

i Mmls: Relay Option, dsoets?2 sfydj?.

185 EZdRsdzyOdzd s
1 Ot OB ste f 5 izregptladey O dzd

{4 dodp SH@EOdzH

Global Configuration Mode

RMfsdz' L soOdedj S tsSd3OdzH T

[ OdzdzOW S sd30dzn © ff tod d3j dzdrdse@,dhcp dzdzs € SSdz©@ dzH O

RIMfsdzt L E21s] @Q@eddzz z2€ sdgOMstes2Cd BN jes OdkzetstedlsBBO o fmistcOd
dgddjshdj Option 82.

1 ted d34 to

] HOdzdzsds fteddjtej §COLOds, COC &OMsesdl! Odkestdlsd §jts]
) {sEsh: s §OLORised keep.

Switch# configure terminal
Switch (config)# ip dhcp relay information policy keep

Switch (config) #

15.9 ip dhcp relay information policy-action

[ OdzdzO" S ERORHO dMitd LkjlsMY HdY &OMes2¢d Odkéstdlsdo ]
Agent &O ddasjteWj2fj. [ dv kHOM dd" nkzOflsts S osMmytsd LE2Is

ip dhcp relay information policy-action {drop | keep | replace}
no ip dhcp relay information policy-action

] OO ster

drop VEOYdIsjy, yYybter lketesMmdls: §0O0C]jls,

keep VLEOYdIsy, Ylstser zof ew i3z o dzj dL d
DHCP-L Of etsts o , E Ctbtesets bkyj Jfp
fMd to J ts.

replace v ¢ ol J, Yylstser L Od3j dzdusOf tdftchftsiols, DiH C!
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dMmMls! Rel ay Option, dtseas?2 tfydd?.

1 5 k& di3tsdzy Oded ®
14d1s.

tdNdds 99BHO CSdOdzH '

Interface Configuration Mode

RMftsdz LsoOdedj S BABROdzH T

[ OdzdzOW S sBBOdzH O f tod d3j dzdrdsee, dhcp dzdzs € SSdg®@ dzH O

RMSd L @&tz HE sROdHE Hd&Y dZOMstes2Sd GBh jcts Odkesttdlsdio of
dgdisj s h"dj Option 82.

1 tod dzd te

| HOddsds fteddsjtcj §=COLOMS, §OC &Omstsdls! Odkestdlsd §jts]
fOOdijste® keep, O kOS] CO0OC G@istwdldd! H s ANGISDEE "
fOLOdjlse® drop. rd&¥ VLAN 100 1 WWjClkdodr &5 Odkdstedls Bsds
wodw jlsfqw drop, Hdzv Hkhkedpedrn ddalsjteW j2Mmtse

Switch# configure terminal

Switch (config)# ip dhcp relay information policy keep

Switch (config)# interface vlan 100

Switch(config—-if)# ip dhcp relay information policy-action drop

Switch (config-if) #

15.10 ip dhcp relay information option format remote-id

[ OdzdzOW Ct5d@3OdzH O dinf @b izFBHyd fdaRe mot e | D DHCP. r dzv  f tedd
it EdicdzyOdzeds ot sdooL 221Isjm! Wstodzs?2

ip dhcp relay information option format remote-id {default | string SENTENCE | vendor?2 |
vendor3}

no ip dhcp relay information option format remote-id

10tO®Rj ster

default vEeOYdlsi, vybter dMftsd' Lo Ol! MMk
9 COyjMmlsej Remote | D. AttedzOls Ren

| 1 byte | 1 byte | 1 byte | 1 byte | € bytes |

string SENTENCE Ve O dIsy, Ybstssr L OH Ols! Remote ||
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dmMfsdz! L soOded] HtotsB j dztso . fiNsCmdgd)lsdz R

| 1 byte | 1 byte | 1 byte | 1 byte | Max. 32 bytes \

vendor2 LEOYdIsy, Yylstser dmf sdz' L s9 Ols! ven
Remote I D ftojHmlsOodzj dz dedy j :

Qud#ub-stf ydqud:mdzs 2 MmMeadHjlsjdzt Msakzjls
IDT Remote ID.
b.r dzd da@izd dz© L dzOyj dad v .

C.]1 2Oy e ptsC O M go sdatsp . &Y MG AL ks

vendor3 VEOYdIsj, YlstsEls'dg@EdA o tse

15 ZdisdzyOdzad s
15 EdisdzyOdeds o COyjfMmbej Mtestd RemoOea tlj B ¢ f5ifkeEdzis Ols jslcfow

t d X dodp sSHE @ B3O dzH T
Global Configuration Mode

RMftsdz LsoOdedy S BAdZOdzH T

[ OdzdzOW C @ deezOL ZjIsfyw Hdzw o' B ts#50 td @addzd Wda'Ozdase@ n df dsrdz! L ts9 Ol
ASCI 1l o COyjfmlsej Remote | D.

1 tod d3d te

l HOddzsdz fteddzd oy §5COLOdes, C0O¢C dOMmMlstetsdls! vendor2 o §0OyY
Switch# Switch# configure terminal

Switch (config)4# ip dhcp relay information option

Switch (config)4 ip dhcp relay information option format remote-id vendor2

Switch (confiqg) #

| HOdzdzgsds feddBjtej § SCOL Odzs, REOIE D iRl E EPB 0o O GBU | Hilsdzi L So
| feddittj dhMfsd LEzjsmY fstsSO cswitchle.
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Switch# configure terminal
Switch (config)# ip dhcp relay information option
Switch(config)# ip dhcp relay information option format remote-id string switchl

Switch (confiqg) #

15.11 ip dhcp relay information option format-type remote-id

[ O dzddOW 30 dgHin® s dz! LHzdzde@y s tc =UB-6 ff y Refnote ID DHCP ¢ Off Is tc 18/ Gsdic d3 Qvisn@or o
tc § 3 d taterface Configuration Mode. 1 dzv  EZH Odzj-dafyydf uBemot e I D C0OC MbtesCd
oM sdz L E21IsiMmg! W stodis?

ip dhcp relay information option format-type remote-id vendor3 string STRING
no ip dhcp relay information option format-type remote-id vendor3

) OOk ster

vendor3 VLEOYdIsy MstesClz vendor 3. ] 0¢Mmdd
md d3e idAR.0
STRING LEOYdIsj . MstesC Iz

15 ZdisdzyOdzad s
1 4.ls

t 3 dodp s H @ BOdzH

Interface Configuration Mode

RMftsdz LsoOdedy S BAdZOdzH T

[ OdzdzOW Ct5BOdHO ftodd3j dzgd ZO dMS dzs ydls jme disd tHfay | frifgadmpidss st tf tels C
channel . RMiBd LEk2Is] HOddkkz: ¢ tdR@dgHlg dj dizcLZOHPEEY didhl cB
Remote I D Option 82 dzO ddelsjteW j2Mmy.

1 tod d3j te
] HOdzdzsdz ftcddBj oy T BECOLOdts, C0O¢ dOmMtesdls! MiskcEG i3Y i ROIs
dmfsdz LEjlsmMw MlstcsC © ¢switchle.

Switch# configure terminal
Switch (config)# interface ethl/0/3

Switch (config-if)# ip dhcp relay information option format-type remote-id vendor3 string
switchl

Switch (config-if) #

15.12 ip dhcp relay information option format circuit-id

[ OdzdzOY CsBOdH O dMY sdz L & jusfipyd di dfi rdeufijlstts S1208 D @R, [ d2v  § 6 d ¢
EsdzyOdds otshmfsd nk2ljn' Wbstds?

131



(S BotHMlse & 1§ Sdb L) kHPAE'D dzt” § BBEEISOBE0 2 kisso dgv
DGS-1250

ip dhcp relay information option format circuit-id {default | string SENTENCE | vendor1 |
vendor2| vendor3| vendor4 | vendor5 | vendor6}

no ip dhcp relay information option format circuit-id

] OO Ister

default VCONdIj, ulste' supfsl ydPrwiEld s L & d
[ediz@d dr 2 Wiswdidist j H s O dzj dz dzd ¥ J

| a | b | ¢ | d. e | £ | g |
== |
| 1 | 0xé | Q | 4 | VLAN | Module | Port |
\ I | I | | ID | ID |

Oudubsd yduiffes 1 Mmodujlsjd fMsokjls
IDT Circuit ID.

b.r dzd de@izd dz0 L dzOyj dzgdW . 1 J BB SH G.BZOW
f) Sub-ts §f y Gircuit ID: dzj 5B R 5H d d3tsj T 0.dzO U dzd
d.r dzd dad-sf y:flg] sBrtsHd B 1T 4.dzOyj daed j

e. VLAN ID (S-VID).

f. ID WBtsHEzdzdz] SBA BHJASJ Haz®yJ P Js 5
Cdi3dzlz Is Oists te ts 9

g.Df Steldsdsj 6 § SElsO WoMD. C OY HECE

string SENTENCE LEOYdlIsy, ylstser L OHOIs! Circuit
dmf sdzr L so OjedkfFo ff tots

| 1 byte | 1 byte | 1 byte | 1 byte | Max. 32 bytes

vendorl veoOYdlsy, Ylstser dmf sdz’ L s9 Ols Vo
ftoj HiNlsOo dzj dz dzd ¥ J :
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| \

| a | b | ¢ | 4. (= | £ \

| \

I 1 | 0x10 | 0 | 6 | VLAN | Slot ID |

| \

| 1 byte | 1 byte | 1 byte | 1 byte | 2 bytes | 2 bytes |

| o o \

| m o \

| g | h. [ 1 [ 7] \

| \

| Port ID | 1 | 6 | MAC \

| \

| 2 bytes | 1 byte | 1 byte | & bytes |

| \

Oudub-sf ydud:mdzts 1 Meduilsjdz Mlsakzjls

IDT Circuit ID.

b.r dzd dz0O.

Ml jtor 2 sub-is§ yQicfuitID:dzj sB - 5HJ &3S T 0.dzC

drdd&®)tcoscsdp 6 POsHd B T 6.d20yd dzd §

e. VLAN ID.

f. ID MdzslsOdzj 5B~ SH d d3ts § HaE® Y j dapjls ts

CodB3izIs Olslistets o

g.Df stelsddsdzj tc f Stels©O WoMD. € O HBE s

h.l sstets? sub-fs¢f yictuitID:dzj 5B~ SHJ dBs§ T L. dzC

i1 dzd dzO o Is s to g jstwlshd &y L dz®.y j dad §

] MAC-OH e nif:Mis ] q3dz" -QH B B S sBRBEZISOISSKEO
vendor2 VEOYdIsy, vyl dhHRsd Lo Ol vend
vendor3 VEOYdlsy, vyl dhMBsd Lo Ol vend
vendor4 VEOYdIsy, ylstse"™ dMfisdz' L s Ol! vend
vendor5 veoOydlsy, uybser dIMpsd L9 O+ vend
vendor6 veoOydlsy, ybser dMpsd L 59 O+ vend

1 5 k& dsts dzy O dzd

1 5 ks dzy Odzd

t 4 dodp s HE @& BBOdzH '
Global Configuration Mode

R sdz' L tse Odzd §

[ OdzdzO W
ASCI |

9

WstedzOlssds Ci rcuit I D wodwelsipqw | D VLAN,

¢ s BOdzH T

dzts a3,

CsBOdzH O M tsdz L kj Isfyvendardss af 'dafts te G HOCdHER Y df 5T « 50 Ol

$Ouimisoad

Circuitt | D.

133



(S BotHMlse & 1§ Sdb L) kHPAE'D dzt” § BBEEISOBE0 2 kisso dgv
DGS-1250

1 tod d3d te
l HOddzsd3 fteddsj oy ¢ OLOds, CO¢C dMisd LtseaOlsy vendorl o

Switch# configure terminal
Switch(config)# ip dhcp relay information option
Switch (config)# ip dhcp relay information option format circuit-id vendorl

Switch (config)#

] HOddzsds feddjtej §COLOdS, §0O¢ d&Ofktsdls! o COyjmlsej Ci
feddjtej dMisd Lkjlshv fstsCO cabcde.

Switch# configure terminal

Switch(config)# ip dhcp relay information option

Switch(config) # ip dhcp relay information option format circuit-id string abcd

Switch (confiqg) #

15.13 ip dhcp relay information option format-type circuit-id

[ OdzdzO" Ct5BOdGHO dMitsd LkjisydddCi tzo iy e Do o) ssuti@.d y d d
CircuitIDo 5§ tsdz' L Wit tdsd g

ip dhcp relay information option format-type circuit-id vendor3 string STRING
no ip dhcp relay information option format-type circuit-id vendor3 string

] OO Ister

vendor3 VLEOYdIsy MstetsClkz vendor 3. [ OCMmdd
d d3o BidBR.9

STRING VLEOYdIsj . MstesC Iz

1 5 kEdysafy o

14 1s.

tdiNdds aotsHO CtsdiOdzH '

Interface Configuration Mode

RMsdz' Lsoa Odedj ¢ Bd3OdzH T

[ OdzdzOW C5BOZHO fted B3 dzd BO dME dz¥ ydlsj dz' dzs Hdzv dzOMbtes2¢d d
channel. RMftsd L k2] HOdEEz: CdB3OdHE HAdv dOMisteE2ve dEsufinsdeds ¢ d ,
Circuit | D Option 82 dzO ddzlsj ¥ j 2 MmJ .

1 tod d3g to
l HOdzdzsdz ftedd3j ey f t5C OL Odzts, CO¢C dOfmlstetsdIs! vendor3 Circ
MstesC © cabce.
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Switch# configure terminal
Switch (config)# interface ethl/0/1
Switch (config-if)# ip dhcp relay information option format-type circuit-id vendor3 string abc

Switch (config-if) #

15.14 ip dhcp relay information trust-all

I OdzdzOW CE@BOdRHO foLatdY jls d@ydzOAgldesnt dadimjDHELRS jRd j 2 M
ddeW stcd3Gyd® B | P DHCP Rel ay, Hitse § toj dzdzr d3d . r dzv  tsils ¢ dz# yJ d
oM sdz L Z21Isjrfig: W stedEts 2

ip dhcp relay information trust-all
no ip dhcp relay information trust-all

1 OtcOd| Ister
1 4.ls

15 &dgyOdad s
1t EisdzyOdzd® HOdzdzOW Wk ydw s dzt yj dzO.

t d ) dodp SH G R3O dzH T
Global Configuration Mode

RMftsdz LsoOdedy S BAdZOdzH T

({ Mdzd dz® ddelsjteW j2Mi oCdz¥ yjdsd tsfydw Trust Hdzw  dz stedsOy
fOCjlsr, Gl ADDR Ctslstster n tcQo j d¥ olzv (j is @zdz'fd cBR &R a yic j & g Oz dzv -
f O0CjlsO -LDAHGPsMO) s k Ctbstrn ftdmikzlsMmMisakjls Rel ay Agent
qdzls jteW j2Mm daj wWoeodw jlsipw HBojtejdadz &5, Y OCjIsr BEHEI wlsBtoh jI
( Mdzd fted 3 daj dz¥ dOMIstets2 € d HOdzdzts?2 Lelsdz@dzi b czv §f M) S tc 3O oy g & | tzéz
Jdelsj W j 2 Mso . [ Mdzd dzOMistets2 S d HOdzdzets?2 CtsdBBOdzH " dzj f tod d3j dg,
C s &3O ddp thzp relay information trustede  toj ¥ dd3d ddzlsj el j 2 MO.

lteseo jtodls! dzOMIstes?2 € d di3sy dzshow ie dhel rslagtinfodmation e tia-sources.

1 ted d3d to

| HOddsd ftoddjtc) §6SOLOdS, COS d&OLdOydls! &O DHCP Rel
COoyjflsej HBojtoj ddzgs? Mt ofjn ddidsjtehj2mee.

Switch# configure terminal

Switch(config)# ip dhcp relay information trust-all

Switch (config) #

15.15ip dhcp relay information trusted

[ OdzdzO" CBOdZHO § L otdY jls dzOL ds@uafjlsi'j dafp@zdd B C Rf dibse ltedlyj 2A)g e ristls
dds¥ stedzOyd s 5B | P DHCP Rel ay, 9 COoOyjMmlsej Hise J to] dzdzts @
oty sdz' L 2 1Isjrg: W steds?
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ip dhcp relay information trusted
no ip dhcp relay information trusted

1 OO Iste "
1 d.Is

1 5 b B dy O dzd ¢
15 bwsBded ¢ Jd¥ stedOyYdYW dzj Weodw jlMmvW Htse j o] dadas? .

t d X dodp SH G R3O dzH T
Interface Configuration Mode

RMf sdz L soa Odzdj S BdBROdzHT

( Mdzd ddeW stedsOydw | P DHCP relay tbftOQodv jlsimMw f HBo jto]j dadets
Gl ADDR ¢(tlstster m» 0o jdz 0 (HB®dgelzr ¥ | Rels@y tch dsdmdidziwzy dzwf j-2 H Odzd
LOftetsmO) , dzs k2 Skttt n fwdhizlsMmisealzjls Rel ay Agent I nfor
wodzw jlsiqw HBeo jtojdzder a3, H OCjilsr BEHEI BlBtetsh jd&r .

{ mMdzd ftod d3sj dzj dz dzOfistesR K d § txis®EdzgO Yy ubPZDHIERY rietba] toj dzdzts:
dqdzls j oW j 2 fise . { Mdzd dzOMlstes?2Cd HOdzdats?2 S dBROdzHT dzf U ted d3d dz,
C s &3O ddp thzp relay information trustede  toj ¥ dd3d ddzlsj el j 2 MO.

ltctseo jtedls! dzeOMstets? € d d3tsy dzshow i dhepf rislagtnfodmation th@ta-sources.

) tod & t
| HOdzdzsds ftodBjtej §COLOdES, COSC dO DHCP Relay Agent fd
LOfkfisdls! fMlsOkm Trust Hd¥ VLAN 100.

Switchf# configure terminal
Switch (config)# no ip dhcp relay information trust-all
Switch (config)# interface vlan 100
Switch (config-if)# ip dhcp relay information trusted
(

Switch (config-if) #

15.16 ip dhcp local-relay vlan

[ OdzdzO" CtBOBRHO dmisd LEjlshmy Hdv oWk ANdgezdL cteilf §f Re Vo
slsCdz yj dzd™ HOdzdzs?2 Wk ydd nesmftsd Lk2j M Wisteds?

ip dhcp local-relay vlan VLAN-ID [, | -]
no ip dhcp local-relay vlian VLAN-ID [, | -]

] OOd) ster

VLAN-ID VEONdl) dMysd Lkjdzs VLAN.

: ({fydsdadfdsl L 2JshY Hdv L wsd

136



(S BotHMlse & 1§ Sdb L) kHPAE'D dzt” § BBEEISOBE0 2 kisso dgv
DGS-1250

qdzd tsHjdjddY HJOfOLBRO VLAN i
ftshd LOfwlts? daj Hisf 2fMlsddsr .

- ([fydcdOd ds) RrRNfsd LEjlMY Hdv
lesBjdr Ht d fsfd] Hj¥dNO djHs]Lk

1 & Iz dsts dzy O dzd ¥
15 EdssdzyOded® HOdzdzOw QW dzgS ydvw tslsCdzs yj dz

t d X dodp S G RO dzH T
Global Configuration Mode

RMfsdz' L soOdedj S tsSd3OdzH T

Local Relay BB ifMfjudeojls fjttjHOyk MmMtseizjyddmsdd Q@GP VdzA N s
sfmdzese | dzOMlstetsj & Rel ay Opti on-OHtpiga O HRHRA yvdzQizjdzOdyj ftz dew j I
fsdzy hdzgL O §0O0Cjil0O.

) toq B
| HOddsd feddj ) § sCOL OdsLocallRedy dzLARF100] Is' W Iz dzC y d

Switch# configure terminal
Switch (config)# ip dhcp local-relay vlan 100

Switch (config)#

15.17 ip dhcp smart-relay

[ Odzdz@Vts BO dafi P s dz! L bk glzkemwdzs  J Wiad dzC y$Entart Relay DHCP Relay Agent. [ dzw
slsC dzs yj ded W HOdzdzts2 W bk dz Wotfto Rt sdz L 22 ks j f

ip dhcp smart-relay
no ip dhcp smart-relay

1 OteOd3j Ister
14 1s.

1 5 k& dsts dzy O dzd
15 EdsdzyOdsd  HOdzdzOW s ydw tsisC dzs yj dzO.

t 4 dodp s HE @& BBOdzH '
Global Configuration Mode

RMfsdz' Lsoa Odedj S Bd3OdzH T

( Mdzd kB fodkzyj ddseéts dJdisj W j2MO0 § OO0 fithlsk dmdeus@dsditls | R ¢ k

EmMsOdztsodls fsdzj OHtjfMO hdzxEL O fOCjlO o wMdsods?2 OHtjfy d
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Rel ay, Rel ay Agent BkHjls ftHmydlr 9 Ols! Csdzdyd Mlsots ff ts
fojHnfteddeviIsr n € dzd j dzls ts d3. 1 SdmMRglugved Ag sistj = d tf B dztfls OH e
olsstesMmisjf jdader 2 OHtejf tsdzzyj dedesets ddzlsj oW j 2 MO.

) oq B
| HOdzdzs s §tedd3j e 4§ 5C Gmabtday. S OC o C dz% ydls!

Switch# configure terminal
Switch(config)# ip dhcp smart-relay

Switch (config) #

15.18 option hex (DHCP relay)

[ OdzzOY ChBOdHO dMitsd Lkjlsfmy HdY dOfmses2Cd fiussis sQjHdHs o d
[d2" EHOdj dd¥ Moslse jlsMiseodwno s sd! L 2] f! ¥ 56?2

option CODE hex PATTERN [*] [bitmask MASK]
no option CODE hex PATTERN [*] [bitmask MASK]

) OO ster

CODE VS @ dzs By s P
PATTERN VEONdIs] hjflsdzOh @6 ekt y Getizdzs 3 § B C P
* ({fuydsdOd ds) vEONdlsy BT s1q

ftetso jeWis! Mw dz0 Mmtstske jlsMmisadj . 1 ted
Hdzd dzO h OB dzsdzO® tsf ydd HBdzy 2O BT Is!

MASK ([fydsdak ay)lsj " jfsdonyolsdiedydz
h OB s dzQ.0Odzl@ @ Bdls' o &OMS) BEHEIS
dzj ¢ 0L OdzO, BzHEkl ftose jtcj dg o fj
lkHjls ftse jtoj dz B (HE Afiptic d3Odz0O g jo dzdi Od3 +
dHJj dzsdyj dz M OB dzts dzlz.

15 EdisdzyOdzed ®
1 d.Is

t 4 dodp s HE @& BO dzH '
DHCP Class Configuration Mode

RN sdz! L 58§ @dg@ glzH '

s 5 30 dgpidbcep class, dzOtcw H Iz MmopficedzgexdzH KRB jIs Hftoddzj dgw s Mw Hdzvw ¢ to]
CdzOMMO. s dkzOMMmr o Jkdj twOMftciHjdveElsmw o I fswHEj, o
s 53O daptdn hex §f tod d3j dzv j Isfyw H ds BIHED L BIHAAR d dzd M sMisOo dzj dzd v
CdzOMMO. | dzv SHiE@SEMO DGRz ¢ OL Ol dzd ME sdz! €5 h OB dzsdztse G
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COCtdglB s dL ESC OL Odzdz" = h OB dzsdzso , -SsdDfgfipm jd f jotd judd Gydizj alz €S O
dzOL dzOy 4 dzd W .
1V dxd  fdiffagiwe”  dzj S tslstste” j yOMmbsts dMmftsd Lz drd StsHT t§yd2:

9 Option 6071 Vendor Class ldentifier.

Option 6171 Client Identifier.
Option 77 1 User Class.
Option 124 1 Vendor-ldentifying Vendor Class.

= =4 4

Option 1251 Vendor-ldentifying Vendor-Specific Information.

1 tod d3d te
) HOdzdztsdz fted dzd tod  5C OL OdztE,lzOMBE SzOfBre®ls!ls | ' OHEEPdz Metslse
Option60DHCPOx112233 d 0x102030

Switch# configure terminal

Switch (config)# ip dhcp class Service-A

Switch (config-dhcp-class)# option 60 hex 112233
Switch (config-dhcp-class)# option 60 hex 102030
(

Switch (config-dhcp-class) #

15.19 relay destination

[ OdzdzOW C5RBOZH O dMf sdz! L Qs dDH &K OROldafyy Deést i nati on,
Relay-fz dztsdz. 1 dzv EZH Odzj dzdv Rel ay -Delsday natfijipwd'duL Bdf &gl DHERNS

relay destination IP-ADDRESS
no relay destination IP-ADDRESS

] OLO®] ster

IP-ADDRESS v € Oy dPIRjH tc PHTP Relay Destination Server.

15 ZdisdzyOdzad s
1 4.1s

t 4 dodp sSHE@ BROdzH T
DHCP Pool Configuration Mode

RMfsdz' L soOdzedj S tsd3OdzH T

Relay Destination DHCP-ifj tco j O sy dzts E¢C OL Ols! o flzdzj DHCP Rel ay.
ZOMmMlstes2¢d fkdzO DHCP { tpddhdptpdets du Odsg P dfHis d  § s detay sourets d30 dzH *
ECOydlsyg f sHiids ! ( sddidsriscyetd LOftesmtse Cdzd § dzls O, f s frpdzny Yd G s
destination ¢ Oy dlsj OHtjf Rel ay Destination Server. Il fEkdzj o
dzj MSCsdzr Cts Rel ay Destinations. (-dpdfidts oS j Re Inasys s Sipde N & &
skftcOodzj dz dzO ofpj Rel ay Destinations.
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[fizd §oumils! , Gl ¢ IHEBR O wEBGH Jiys By gdsdRelayifle zO0, § OC jis
BkHjl tjlstcOdhddttss Oz d¢O shdss) HOdEZscs §kzdzO. DHOBB' toj
Relay, jMdzd 1§ O®j kv odOfjisthiy toj steOdzhddiekj &' &5 §0OC jssd, Jhlssy
GIADDR (IP-OHtejf] hdzsL0O) §0OCjk0O. [Mmdd §0O0Cjlk LOftesMO dzj o
dMlssyddSsd §O0Cjs0 Wodv jlshmw fsHmilk' (sdzydsh jcs ddisj el ||
I EDHEP Relay OH dsq dzd Mls 6 Ols 5 6 j dBE NI 65 dzt Otz O lslass § elgOteeget, YlssB
fmew L Ol MY d fiRsl&y Taogetts)] 1§ 20 DHEB. d3

1 ted d3d to

] HOdzdes 3 ftedd3j ted TBECOLOdes, COC MtsLHOIs! § kdf EDAHC PY Reefih jalsy
172.19.10.0/255.255. 255 . Us zi§ 0z \oiAefE @ (Ss@wiirfiplsen)d, @ HIMQ. 2. 1
OHtej MO Rel ay Destination.

Switch# configure terminal

Switch (config)# ip dhcp pool pooll

Switch (config—-dhcp-pool) # relay source 172.19.10.0 255.255.255.0
Switch (config-dhcp-pool) # relay destination 10.2.1.1
(

Switch (config-dhcp-pool) #

15.20 relay source

[ OdzdzO" CHBBOARHO dMmisd LEjlsihvdmlstey dzdscedLr Pddur clegH M BF jstso
EHOdzj dzd v - fipleth)jdzdfC © (source) otmfgftsdy Lkz2kjMm! Wistods?

relay source IP-ADDRESS SUBNET-MASK
no relay source IP-ADDRESS SUBNET-MASK

] OLO®] ster

IP-ADDRESS VCONdl] dMRtHOEEEltdsC)BEs el df

SUBNET-MASK VEOYdIs] GBYfsElpilststydf ¢ © (source) .

15 ZdisdzyOdzd s
1 4.1s

t 4 dodp s HE @ 3O dzH T
DHCP Pool Configuration Mode

RMfsdz! LsoOdedj S BdBROdzHT

1 OtewHE M §O0CilsO3d DHCP Rel ay, { thaqddfess’ Relay Oedtination OMCBO dzH § |
Relay-mj tco j t©® By dzs ¢ OL Ols! 9 fkdzj DHCP Rel ay. [ dz¥ 1 IstsG s

fted §odshd ifdgOdgool, L Ojd ftd f§sdedydsoufcsBO@y dlsy §sHjL
dimlstsydzed ¢ (source) LOftsMmMse € dzd | dzls &lay dewifiadign 21§ jOs) & Istfj tc O H oty df
Rel ay Destination Server. |1 f(kdzg sy dets k6§ OL OWRinatiodsj ¢ tsdz'
{ Mdzd § OC il Msslso@gimisodry SREIOEBBEOUr ces, tdz BEHJjIs BlsftcOo
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1 t6d f sdzk uj &PHCP§ Of Fs®0O, jfdd §sHmjls' {dky RiddgsSeusce § OF j Is
Relay-f Z dz®, fOCjl BkHjl t5]lstc s o OzizzAiz0  vidshiiats o | ts jHs t6 O dzf dzd
sfdzse j DHEREZRelay, jfdd §0Cjlk LOfesMO wodw jlsmw to]lstsOdzdzd &
LOftesMO HEMGARDRBPOHE ) hdsL0) §0Sjk0. [Mmdd §0Cjls L
©jlstOdfdzdelz &' &3 § OC j ssBesy Gezgj bW j § GREYOEY j Isw  d flssyded €
| EDHEP Relay OH s dzd Mls e Olsstc sy jIs H Odzj j clabh by targes, O lsy s 8 3O d
flew L Ols' f{  Relfy TAgetdn fEsO DHPB.QHCP-f OC jIs dzj BlHjls to]lstecOdzhdzd t
dqdalsj oW j2Mmi, ORGSO Tz dPdadiftelg tys j dz

1 ted 34 to

) HOdzdztsdz f ted d3d to d f ¢ 0L Odats, co¢ ML HOLY -fedzgz BHEER] IRe
172.19.18.0.0/255.255.255. 0 -dfflsGa @@ O ( SOuj | d j P s HIfP]. |
CoOoyjfmsej OHELj MO Rel ay Destination.

Switch# configure terminal

Switch(config)# ip dhcp pool pool2

Switch (config-dhcp-pool)# relay source 172.19.18.0 255.255.255.0
Switch (config-dhcp-pool)# relay destination 10.2.1.10
(

Switch (config-dhcp-pool) #

15.21 relay target

[ OdzdzOW Ct5BOHO dhftsd Likzjlsmwy HAzvw ECOLOddw DHCP Rel ay
CebstcOw Mtstslse jlsMisealzjls h OB dzisdzz L dzOyJ dzd 2 2 v dyjdedthy Tdrdatls © dzts o d:
o st sdz' LWzt tdsdp g2

relay target IP-ADDRESS
no relay target IP-ADDRESS

] OLO®] ster

IP-ADDRESS VC Oy PAYH 6 j Ty f) Reday Tag@ H dzv € ZO MM O.

15 ZdisdzyOdzad s
1 4.1s

t 4 dodp sSHE@ BROdzH T
DHCP Pool Configuration Mode

RM sdz L soa Odzdj S BBOdzHT

] fzdzj DHCP Rel ay OHdGddzdMmistcOIlsste ditsyglass dur@azjaigetd mifitstzs L So
mMowL O MfdmMts¢ OHtj Mtse Rel ay Target M ¢ dzOomMhtdi-{fdER. O fi]
fzdz DHCP Rel ay &Onfstesjd M ¢ dzOmMMOdd, Hdzv e steOdzimdzy yd d
CdzOMmMmkz, FCOL Odzdzts 3z alzj  linderjsis o § Byidd o W jOSL jdzd HdsGEz L € dzOf
fcolstedzts toj stcOdzmdzd tets 9 O da. ({ Mdzd CYddn@) dpissYy G Mpdazzedzh | a©Y
o stcOdzmMdzd tetso Odz o Rel ay Destinattld®d. fsdesils o £ lsdPldnos " 3 iE s dat
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dzi MSsdzr €5 CTwBBROdEATr Ret . { Mdzd §O0¢Jil Mtslse jlsmMlsokzjils ¢ d&zOmMmMk
Targets (Destination).

( Mdzd Hdzv € ZOMMO dzj ca@yteregets | dgGO CRedfCadgH OTar get BERHjIs f tod dav
ECOLOddes] HV-f Q&z®. dzgPHERH j Is tg jijsie(O daspdzddteisdsoj Qad, i @ g3, § @ & §f dzd d
dzy dzOMmls ©E jedz )l P

1 tod a3 to
] HOdzdzs o3 ftedd3jtej §COLOds, ¢OC d&Ofmisttsdls! DHCP Relay T
Mo jIsfMlsoalzjls tSBtOL Yk L d2Oyjdd?2 sfydd, EMlsOdzse dzj dzdzs?2 o !

Switch# configure terminal

Switch (config)# ip dhcp class Service-A

Switch (config—-dhcp-class)# option 60 hex 112233
Switch (config-dhcp-class)# option 60 hex 102030
Switch (config-dhcp-class) #exit

Switch (config)# ip dhcp pool pooll

Switch (config-dhcp-pool) # class Service-A

(
(
(
(
Switch (config-dhcp-pool) # relay source 172.19.18.0 255.255.255.0
(
Switch (config-dhcp-pool-class)$ relay target 10.2.1.2
(

Switch (config-dhcp-pool-class) #

15.22 service dhcp

[ OdzdzOVO dgHIEOR d MY sdz! Lz Isfpw  Hdzv o Cdzs yj dedv DHCP wWRled drsyy jSdedw i
DHCP Relay Service s s sdz! LWzt tdsdj g2

service dhcp
no service dhcp

1 OtOd3j Iste T
14 1ls.

1 5 & dsts dzy O dzd
165 ERsdyOdds HOdEZOw WikdSydvy i ds yj dzo.

t 4 dodp s HE @& B3O dzH '
Global Configuration Mode

RMsdz' Lsoa Odedj ¢ Bd3OdzH T
RMfsdzt L2 HOdzdzz® CBRBOdZHE, vylstse' o Cdz¥ ydlst ddzd w©iIs§ dzt yd|

1tod d3j to
l HOddzsdz fteddd ey ¢ OLOdes, C0O¢ lsCdz¢ ydls+ DHCP Rel ay Se
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Switch# configure terminal
Switch (config) #no service dhcp

Switch (config) #

15.23 show ip dhcp relay information trusted-sources

[ ©dzdzOW CsRBOAZHO dMfsdz! L k2] Isw H dzv slssBtOY j dd W o fMmin d d
Hiso jtoj dzdz" 7 dfibtsydedSseo Hdzv sfydd DHCP Rel ay

show ip dhcp relay information trusted-sources

1 OO Iste "
14 1s.

1 5 kdgtsdzyOdd ¥
1 4.s

t d X dodp S @ B3O dzH T
EXEC Mode

RMY Suts o Ocdzd j € 5 B3O dzH *
RMyBd Lz2j HOddEzY St@OdHEZ Hb' sSktB®OyjddY ©OBGYdR dOf

lted3j e
] HOdgdets @3 Jtedd3j oy ff s5C OL Odzts, CO¢ BlstsBteOL s+ ttOBBYd4 dzOT
¢ 5 30O dpHdfcp relay information trust-all tsls € qzf dzO .

Switch# show ip dhcp relay information trusted-sources

List of trusted sources of relay agent information option:

v1lanl00 vlan200 v1an300 v1an400
v1lan500

Total Entries: 5

Switch#

Il HOddsd fteddjty §c¢O0LOds, $0¢ lstseTmS Raayg Optide,0B SefHd O dzOfmls
¢ ts &3O dpHdficp relay information trust-all @ € dzt yj dzO.

Switch# show ip dhcp relay information trusted-sources
A1l interfaces are trusted source of relay agent information option

Switch#
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15.24 show ip dhcp relay information option-insert
[ OdzdzOY Ct5BORZHO dhMitsd L zgBMkits2wt d ssigBcOd § GkfY Rel ay Opt |

show ip dhcp relay information option-insert

1 OtlOd3j Ister
14 1s.

15 ZdisdzyOdzd s
1 d.Is

t d X dodp S G B3O dzH T
EXEC Mode

RMfsdz' L soOdedj S tsSd3OdzH T

R sdz' L 2] HOdzdzzs Ct5BOdZHEZ HBZY GltsBtcOy jddY ®&OhHlagtsd hjf o
aMisteOd o Odaed v .

) tod BB to
] HOdzdzsds fteddsjtej §COLOds, S$OC slsBwOLdl! ddlf stedsOyd?s
ofMstOdo Odzgdw 1lss?2 s§ydd HdY ofjn VLAN.

Switch# show ip dhcp relay information option-insert

Interface Option-Insert
vlanl Enabled

vlan2 Disabled

vlan3 Not Configured

Total Entries: 3

Switch#

15.25 show ip dhcp relay information policy-action
[ OdzdzOVY CtsBOdZH O d MY tsdz! wdde v s figvdzl HsdenB Oty I & B ts@) jOdzE sted sz  J te g
Option Hdw ddalsj e j2M0O.

show ip dhcp relay information policy-action

1 OteOd3j Ister
1d1Is.

144



(S BotHMlse & 1§ Sdb L) kHPAE'D dzt” § BBEEISOBE0 2 kisso dgv
DGS-1250

15 ZdisdzyOdzd s
1 d.Is

t d X dodp SHE G GROdzH T
EXEC Mode

RMfsdz' LsoOdzdj S Bd3OdzH T

RMftsdz Lk2Is] HOddzkt CHBRBOBNWIsSttHE@YJ Elstss tc @pjcdede] Isdzdz ¢ J toj dzOY
Option.

1 tod &3d te

| HOddsd fteddjt) §sCOLOds, €O slsBwLOLdl! ddW sEedOydy |
Hdzv ofgj s VLAN.

Switch# show ip dhcp relay information policy-action

Interface Policy

vlanl Keep

vlan2 Drop

vlan3 Replace

vland Not configured

Total Entries: 4

Switch#
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16. stsdi30dzH" DHCP Snooping

16.1ip dhcp snooping

[ OdzdzOW CtsdB3OdzH O d Mt sgD dz'zdetis ity a1 Y gjdezd v DHCP Snooping.
Snooping ot sdz niz2lsj m: W stcdis?

ip dhcp snooping
no ip dhcp snooping

] OLO®] ster
1 4.s

15 ZdisdzyOdzd s
It Edsdzyodeds sfydvw ls¢ dzs yj dzO.

t d X dodp SHE @& B3O dzH T
Global Configuration Mode

RM sdz! L so @@dizgH ™ € ts

Azdz¢ydw DHCP Snooping BbffdziydeOjls f0Cjlsr DHCP, ftsmiskzy
VLAN, &0 SCtlststetsdz ¢ dz¢ yj dz0 H OdzdzOwW Wz dzS Yy ffvO < juls ', ts dfstd f = ts HHY S
MM dzeijHtseo jtoj dgdese s ddzlsj teW j 2 MO, dBsckls { sdzuyd®dzO Mis@isdzdny G totfsts
DHCP Hdv DHCP Snooping ot VLAN. vOBdZdyo HftwdeowL Cd MtsHJ t
ClssteOW YLy Hfbdddlsjd dts @tsyjls dhftsd LtseOls! Mw | P Sol

) e d &i3j te
| HOddsd fteddjt) § ¢ OHWERmMEPNG.OC o ¢ d* ydls! D

Switch# configure terminal
Switch (config)# ip dhcp snooping

Switch (config)#

16.2 ip dhcp snooping information option allow-untrusted
[ OdzdzOY CBOBRHO dMfsd Lijlsmy HA& - @Wss®az dgscRe | mymis@f Oi
dzj His9 j toj dgdz" d3 d dzls j OW jcf PO JE sRgmOption 82 9 s tsdz! LWz tdsd g

ip dhcp snooping information option allow-untrusted
no ip dhcp snooping information option allow-untrusted

1 OtlOd3j Ister
1 d.Is

1 & bk d3tsdzy O dzd
15 EdisdyOdd® sfyd® dzj ©OLWJh j dzO.
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t d X dodp SHE G GROdzH T
Global Configuration Mode

RMfsdz' LsoOdzdj S Bd3OdzH T

RMESd LE22IsjtsgCdistiz Wstse' ©OLwjhdls! ddzd LOftejlsdl: §0OCjIs
dzj Htso j toj dedz” d3 ddzlsj teW j 2 i Od3.

1 ted d3j te

] HOddtsd ftedd3jtced §5COL Odzts, CO¢C 9oCdzs ydls: DHCP Snooping
dej Hiso j toj dede’ o5 Jdalsj et j 2 MO.

Switch# configure terminal

Switch (config)# ip dhcp snooping information option allow-untrusted

Switch (config)#

16.3 ip dhcp snooping database

[ OdzdzO" CBOdHO dhMisd LEzjlshY HbY dOfmstes2Sd & ©odz dd™
bHOdG) dedgts s L dzj . | v lsCdzs yj dedv SteOdzj dedw ddzd oL owOO ¢
i s to d3saR

ip dhcp snooping database {URL | write-delay SECONDS}
no ip dhcp snooping database [write-delay]

] OO Ister

URL VEONdls] URL o MmdzjHksh j2 Wistdj:
i tftp://location/filename

write-delay SECONDS LEOYdIsy§ 9t j d3w sY dH Oded W fJtedH
sB dzOtelzy j dzd d gL d3j daj dzd 2 9 Is OB dzd
EdiisdzyOdzds MBHBOMEE klszH. [ d Of OL sdz
sls 60 Hts 86400.

15 ZdisdzyOdzad s
1 5 EdissdyOdaets JWRLOG j dzls©® BOL T HOdzdz' 7 dzj EfMmlsOdzse dzj da.
120y jdedj otj dBjded LOHjYSd HdY LOfdMd 5 Ed@sdyOdds Mshls

t 4 dodp s HE @& BBOdzH '
Global Configuration Mode

RMY sdztso Oded § ¢ S5d30dzH '
[ OdzdzOW CtsBOdHO MY tsd LEjlsMw Hdw ~RteOdzj dzgdv LOfdMji2 ftedow
fMdzj Hize h d2 d3j stsH Hdzv "tOdzj dedv LOfdMJ2 ftedoawr $d DHCP:

T tftp: RwOdjddj LOfdMj2 2O kHOdj ddetsds kL dzj yjtejL TFTF
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l toj dgw Otcj dzH T LOY dMmd ( Use adledsjTdzjndats), dfj ortdzjHd3iw Ndrded (Liv
slsiydlsr 9 Ok v, f8¢0O0 LOYdMm: Mmkh jMmsalzjls.

}ted &34 te
| HOGhsd® ftoddjtt] §COLOds, $OC &Omstsdls! MNsltOd ddj §t

Switch# configure terminal
Switch (config)# ip dhcp snooping database tftp: //10.0.0.2/store/dhcp-snp-bind

Switch (config) #

16.4 clear ip dhcp snooping database statistics

[ OdzdzOW € t5 BO i jOs ffvi fHst™ Lz H Odzj ded v MOl dMisdSd kOBddYyr ftedow
clear ip dhcp snooping database statistics

) OLO®] ster
1 4.s

1 5 & dsts dzy Odzd

1 4.ls

tddds sotsHO Ctsd3OdzH T
EXEC Mode

RMftsdz LsoOdedy S BAdZOdzH T
RMIGSd L2 HOddEz! CtdkOdHbE, ylsss' EhIHEEIls'® MlsOldmisdSlk Is

1 tod &34 te
] HOddksd fteddjtc §s6O0LO0ds, COC HOE]l' MisOkdhisdtk kOB d

Switchf# clear ip dhcp snooping database statistics

Switch#

16.5 clear ip dhcp snooping binding
[ OdzdzO" CtBOdH O dMtsdz LijlsMw HdY EZHOdjddY LOfdmd fwdowL

clear ip dhcp snooping binding [MAC-ADDRESS] [IP-ADDRESS] [vlan VLAN-ID] [interface
INTERFACE-ID]

] OOd) ster

MAC-ADDRESS q s dzOdz' dzts) VOBE| B MaEBster 2
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IP-ADDRESS ({0 ydsdo&ods)iH tdjf, Cslstster 2 dzj B
vlan VLAN-ID ([fydckza&odsE)ls; VLAN | B2 6wkEds 2H
interface INTERFACE-ID ({Tydsdzo&odkE)lsy ddsj teW j2 M, (st

15 EZdisdzyOdzad ¥
1 d.Is

tdNdds o9oaHO Ctsd3OdzH "
EXEC Mode

RMftsdz LsoOdedy S BAROdzH T

[ OdzdzOW CsBORZHO YoLotdwWjls EZHOM]IS! LOf dfm! ftod avofSfdnd DHC
ftedowL €d.

1 ted di3d te
] HOdWksd fteddjtc §sCOLOds, COC ZHOAE]l' ofj LOfdMd ftde

Switch# clear ip dhecp snooping binding

Switch#

16.6 renew ip dhcp snooping database
[ OdzdzO" CtBOdH O dMytsdz Lizjlsmw HdzW tBdatso dzj dedv IsOBdzd yr f tod:

renew ip dhcp snooping database URL

] OLO®] ster

URL VEOYdlsj URL o MdzjHkshj2 Wskdj:
i tftp://location/filename

15 EdisdzyOdzed ®
1d1Is.

tddds 9o9BHO CtsSdBOdzH T
EXEC Mode

RMsdz' Lsoa Odedj ¢ Bd3OdzH T

[ OdzdzOW Ct5BOdZHO dMftsd L kjlsMw Hd&vY B dztso @jHded i Ols @B dadsw O o tiddg iz
LOYfdmi2 o IsOBdzdySndpping.owL € DHCP
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}ted &34 te
] HOdzdesds ftoddsjtei fSCOLOds, COC wedsedls! lkOBddylz ftdewL

Switch# renew ip dhcp snooping database tftp: //10.0.0.2/store/dhcp-snp-bind
Switch#

16.7 ip dhcp snooping binding
[ OdzdzOY CtBORHO dMmMtsd LEzjlMy HAv dOfMistes2¢d ftedowr Sd DHC

ip dhcp snooping binding MAC-ADDRESS vlan VLAN-ID IP-ADDRESS interface INTERFACE-ID
expiry SECONDS

) OOk Ister

MAC-ADDRESS VLEOYdIsj-OmMAICTH L O dMmd

vlan VLAN-ID veEOYdlsyj VLAN I D LOofdfmd

IP-ADDRESS LEOYdIHE]AM L O dmd

INTERFACE-ID VS OYdIsy ddalsjteW j2Mm

SECONDS LEOYdIsy d dzls j o Odz, f smdzi Cokt
Hj2Mlseadlsjdz dg@r . [ sMlskf jdz HdOY OL sd
M € EzdeH .

15 ZdisdzyOdzad s
1 4.s

tdddds sotsHO CBdBROdzH '
EXEC Mode

RMtsdz' Lsoa Odedj ¢ Bd3OdzH T

[ OdzdzOVY CBROBHO Htodd3j dzed d©zO@ d MG dz ydlsj dz' des Hdzw &OMbtes2Cd d
channel.

[ OdzdOWBOdH O dMyfsd LEzjlsMY HdY fMeLHOddY HJdOBdU) MSE2 L OF

1 ted d3d to

] HOdzdzesdz fted s ey f s5C OL Odzts, COC doOmMsBBsgrNsd Of dmi. ID.HICP
OH tcj Mts@k-0BOB-04-05 © VLAN 2 d fwstelskz 10 fp expiry time 100 fj

Switch# ip dhcp snooping binding 00-01-02-03-04-05 vlan 2 10.1.1.1 interface ethl/0/10 expiry
100

Switch#
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16.8 ip dhcp snooping trust

[ OdzdzOV" CBBOZHO dhMftsd LEzjlsmw HdY d&OMbtes2¢d {fotlksO o ¢OYy
Snooping. [ d&¥ oatLotOO € dOMbs2 Ol thee E@sdyOddd: osMmi tsi

ip dhcp snooping trust
no ip dhcp snooping trust

1 OtcORy Ister
14 1s.
15 &RdgyOdad s

15 EdisdzyOdzd® HOdzdzOv s ydw sls§ dzs y4 dz0.

t d X dodp SH G 3O dzH T
Interface Configuration Mode

RMftsdz LsoOdedj S BABROdzHT

[ OdzdzOVY CBROdZHO ftodd3j dzed d©zO d MG dzt ydlsj dz' des Hdzw dzOMbtes2Cd d
channel.

1l stelsT, § SHS dzs y jfggdis g j 6B DeHEPS d o3 tSus@igizlz IsHOdstzy dzf B Is'  dzOMistets
Htso jtojdede' § ddalsjteWj2fpr . 1 tstolsC dzdff s Odgs it tedey §lz" S BDKBCP dzOfylsts
dzj Hse jtojdedz | ddelsjteW j2fqr. DHCP Snooping ttOBBIOjls & € Oyj!

dzj Htso j toj dedz” di3d ddzlsj e 2 fH@Bdsdd DHCP
( Mdzd § stcls dOMistetsj dz COC dgjHBoO jtojdede 2 dudelsjteW j2f, Mstsen jdz
Colbstes? 9Cdz# yjdz DHCP Snooping. stdiidizlsOltstc f jtoj dzOf tcOo dIs
MsBdz# HOIs! MW dzgBts] dqL MAzjuHkze hdr EhdsblERtcQfr dsOI€ iy )indzkz 4O j
T 1 stels CtsB3BzlsOlststed ftsdzzyOjl f0¢jls (dOftddjte, §0OCjls D
sls DHGiRce jtc® L O fftejHjEZOB] BiyMiljosets 16§ teOdzO.

T [ fmdzd o ¢ dzs yj d2Pp dhepssi@ogEngOverify mac-address, Yylstser ftos2lsd - fteso j
OHtej M dMistsydzed¥jO Bt he@cenedisoH sdzy j dz BT Is! sOSdd 4., co¢

Cdzd § dzls O.
T 1intse jtoj dedz 2 dqdzls j oW j 2 ff OF Bzl y@Clakzs DECPFQH teg i) M PEYW dzld @
tojlsteOdeipdzy ydd ( Rel ay Agent), slsdzd ydzgr 2 I 0.0. 0. 0,

pCdzs yOs hd2 Bi G)pBB20MO dzj HiSo jtoj dedz’ 2 ddzlsj ol j 2 .

T [ OthtclzlsdL Otste ftsdzkyOjl MmMtstseh jddj DHCPRELEASE ddzd L
ELdzO M LOofdm: s o IsOBdzdyj fttdewr &d DHCP Snopping, d
ftedovwL Cd dzgy Mblo jlMmMkeolkzjls M dsdidzjugWdgs? fifiss s Bd2Q didgls Bt s d3

J Hsfsdzdzgj dedy ¢ fJtetsyd MMz Jsejtwéd DHCP Snooping -sO¢yJ

OHtej MO, dzOL dzOyj dedztse s S dzd j dzlslz Mmjtco j s 9 IOBddyd ftd
MsHjtydls ddW steddOyds , -QtazxmMP@udhjRns INDAGN dHj dzZsdW d S Olstste ff stel
C Cobstesddz fsHSCd yjd Sddjdls, O OS] otej @3B dMisj yd dedw it
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1 tod a3 to
] HOdgdesd@3 ftedd3j oy fsCOLOdes, €0O¢ dgOfmlstesdls! DHCP Snooping

Switch# configure terminal
Switch (config)# interface ethl/0/3
Switch(config-if)# ip dhcp snooping trust

Switch (config-if) #

16.9 ip dhcp snooping limit entries

[ OdzdzOVO dBHEE d MY tsdz! L 2jlsMw Hdw dOMbes2¢d SsdduyjfMsed L OfdfM
By il dLEydls: ddals j oW j 2 . [ dzw MBtesMO L OHOdzdzsE s BGEtOdz
oMftsd LE2jM WsEds?

ip dhcp snooping limit entries NUMBER
no ip dhcp snooping limit entries

) OOk ster

NUMBER VEOYdls] dddidls ¢ &dd DHaRsSn@ping tzdo "L
[JOfOLtdz Hs Efisdd’ & L &zOyj dzd?2 s

1 5 bk dgtsdyOdd ¥
165 EdsdzyOdzdé teteOded uj ded?2 20 Stdzdujfmbsets L OfdMmj2 dzjls.

t 3 dodp s H @ BOdzH

Interface Configuration Mode

RMY sdzQdsfoj S tsdBOdzH

[ OdzdzOW S ts5BOZH O ftoed BB dzd BO dME dzs ydilsj dz' dats Hdzv dOMbtes2Cd d
channel. SssBOHO Hj2Msokzjls Issdz? ¢t dzO dzgj Htso jtoj dzdzr = ddzlsy oW
fcdeow L Cd, MoewLOdedzr | M §stelssdy, JJMgzddjcjorhjds EOCMHdBOd

1 tod d3d te

] HOdhsdE fteddjtc) §sSOLOds, €O0C dOmkstsdl! setwOddyjddj S
100) Hdkv fsttkO 1.

Switch# configure terminal

Switch (config)# interface ethl/0/1

Switch (config-if)# ip dhcp snooping limit entries 100

Switch (config-if) #

16.10 ip dhcp snooping limit rate

[ OdzdzO" CBBOBHO dhMisd LizjlsMY Hbv -HeEbiwd?d ¢ skEg] flsafar
fdysj s §sdzyOlk: L O MjCkdHk. | d&¥ MBtsMO LOHORESEE c¢tod
osMftsd LE2kjMy Wskds?
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ip dhcp snooping limit rate VALUE
no ip dhcp snooping limit rate

] OO Ister

VALUE VEOYdIsj ¢ s 2fiapiHfdses § dzd 2 , Colbtstets
SBto@OEkzs L O MO @uird HtsfEkMmisddr -

300.

1 5 bk dstsdy Odzed
15 EdsdzyOdzd® HOddzOY sf§ydw i ds uj dzo.

t d X dodp S G @ZOdzH T

Interface Configuration Mode

RMfsdz' LsoOdedj S BdROdzH T
1ted ftejorh jddd dzd dsdls Of @Gsjtetg MUs® O DHIE Ry Jf d& 6L " ks jClsd . s 1s §

) tod BB to
| HOddsd feddjtej §sCOLOds, ¢0OC &Ombtsdls! Codkduyjmbet Mt
fsdzzuydl: &O stk 3 L O SHAE MjclkdHk.

Switch# configure terminal
Switch (config)# interface ethl/0/3
Switch (config-if)# ip dhcp snooping limit rate 100

Switch (config-if) #

16.11 ip dhcp snooping station-move deny

[ OdadzOW Cdi30OdzH © dMmMf sdz! L EjIsmMw dH d&zvDHEBB S d8mypjodpdiwn g f 5 lsat Wi dg n
9 Cdzg yj dedwv Mmtsmlsswdzdwy DHCP Snooping mBRoaming eotfmftsd Lz2Is]

ip dhcp snooping station-move deny
no ip dhcp snooping station-move deny

] OOM®j stsr
1d.Is

15 EdsdzyOded ®
15 EdisdzyOdzd® HOdzdzOVY s ydw o9& dzs y4 0zO.

t 4 dodp s HE @& BBO dzH '
Global Configuration Mode
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RMfsdz' L soOdedj S tsd3OdzH T

lted oCdzs yjdzdd DHCP Snooping Station Move Hd&ZOBdyYJ ME OW
VLAN | D -OH@WAMSdE dO0 sftejHjdzj dzdzsds § stelskz dsy il §jtej &3 i
sB Oy dlsmMs@BezybtesdgErhHmkz DHCP ftod dzOH dzj -@lstefsfgls 34 VLAN | D

) oq B
| HOddsd feddkjtt §sCOLOds, $O0C skCdsydls! fehmlssvddj Roa

Switch# configure terminal

Switch (config)# ip dhcp snooping

Switch (config)# ip dhcp snooping vlan 10

Switch (config)# ip dhcp snooping station-move deny
( )

Switch (config) #

16.12 ip dhcp snooping verify mac-address

[ OdzdzOY CsROBHO dMysd LEjsMY HdbY o dOwjichdlro (JusdgRisElE Ofn t&
fOC k0 d OffOwOldsces OHE] MO ¢ ddj d.6 M@ o sl deday i dz@ s j fnts
no.

ip dhcp snooping verify mac-address
no ip dhcp snooping verify mac-address

1 OO Iste
1 4.Is

1 5 & dstsdzy Odzd
165 ERsdyOdds HOdEZOY sfydw o ¢ df yj dzo.

t d X dodp 0L s BOdzH T

Global Configuration Mode

RMfsdz' L soOdzedj S tsd3OdzH T

ANz deS ydqw DHCP Snooping fttsejtew jls DHCP f0OCjlIsr, ftedmr dzO
9 Cdzt yjdzgO WkdzCydw DHCP Snooping. 1 kd@sdzyOdzd® DHLCP Sno
OHtei M dMmistsydzdfCjO Eot he@cntedets off Of § O to CKlsddz jd3zIsOB, te j\fdst=ip 'D HCPs 2 Is d

1 tod a3 to

] HOMEs®R fteddijte] §60LO0ds, OS¢ o Cemumil' difkise@Ees@sBBCR,
fMsof OHOdz f) Of f OOldy &3 OHE] MR C dzd § dzls O.

Switch# configure terminal

Switch(config)# ip dhcp snooping verify mac-address

Switch (config) #
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16.13 ip dhcp snooping vilan

[ OdzdzOV OtdgOpfrsdz! L zjlsfqw Hdzw o C dzs yj dedv DHCP Snooping ot
sls¢ dz yj dzgdw DHCP Snooping o VLAN dqdzd cmlkzffj VLAN oatfmft

ip dhcp snooping vlian VLAN-ID [, | -]
no ip dhcp snooping vian VLAN-ID [, | -]

) OO ster

VLAN-ID VS Oy Y sdz’ L 2j dsz¥ VLAN.

, ([fydsdOd ds) rRNfsd LEkjlshY Hdkv f
qdzd tskHjdjddY HJOfOLBdRO VLAN s
fshmdj LOfwikts?2 dajHis 2flsdds .

- ({fydtsdzOdz’ dzgts) R tsdz L lzjlsw Hdzv
ltesBd dzr HB d fdaiirdagy bafg 18 ofdgy ©.

15 ZdisdzyOdzd s
15 ZdsdzyOdseds WkdSydw ¢ rH QPEzOmfpp i VilgAN.

t d X dodp sSHE @& B3O dzH T
Global Configuration Mode

RMftsdz LsoOdedy S BAdZOdzH T

RMsdz' L 2] HOdzdzz® CGRBOIZHE HAW EdzsB Odz dese s 9 € dz¥ipyJ ded W

dhcp snooping vlan H d&zv o € dz¢ yj dzgdw DHCP Snooping Hd&v VLAN. aAbkdfCvyd
f§OC s DHCP, fedrsHwh dj dz2O0 djHBe | tcldedgtsctsd dzle Ftdd¥ juJ idzO o B L
DHCP Snooping. o f sditsh 1 & H O dzaft@C j B 1z dz$ Ufdiafd, = s DHITHP j fp  daj t
d dzls jitMn O, dseckls fsdzzydls: MmMlsOlkkf ftosejtojdadz" =, O IsOBdzd yO
Snooping ot VLAN. uvOBddyo fttdeowL¢d ftojHsMISOodzw jIs (dz tste
By il dMfsdz LsoOls: Mw | P Source Guard d Dynamic ARP | ns|

1 tod a3 to
] HOdgdesd3 ftedd3jtcj ftsC OLOdes, COC o9Cdz6s ydls! DHCP Snooping

Switchffconfigure terminal
Switch (config)# ip dhcp snooping vlan 10
Switch (config) #

| HOdzdzs s §od d3j 6 4§ 5S¢ OHMPREEPING © € dzp 1§ LAvHANISd 7
Switch#configure terminal
Switch (config)# no ip dhep snooping vlan 10,15-18

Switch (config) #
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16.14 show ip dhcp snooping
[ OdzdzOY Ct5BOdRH O dMYf sdz L k2] Isiw

show ip dhcp snooping

1 OtlOd3j Ister
1 d.Is

15 EZdisdzyOdzd ¥
14 1Is.

tdddds sotsHO CBBROdzH '
EXEC Mode

RMfsdz' L soOdedj S tsSd3OdzH T
[ OdzdzOW CB5BOdZHO My sdzr Lz Isimw

) 6q B t
| HOddsd feddjt §s¢OL Ods,

Switch# show ip dhcp snooping

DHCP Snooping is disabled

DHCP Snooping is enabled on VLANs:
1-4094

Verification of MAC address is enabled

Station move is permitted.

H dzw

H dzw

Co¢

Information option is not allowed on un-trusted interface

Interface Trusted Rate Limit Entry Limit
ethl/0/1 no 10 no limit
eth1/0/2 no no limit no limit
ethl/0/3 no no limit no limit
ethl/0/4 no no limit no limit
ethl/0/5 no no limit no limit
eth1/0/6 no no limit no limit
eth1/0/7 no no limit no limit
ethl/0/8 no 50 20
eth1/0/9 yes no limit no limit
eth1/0/10 no no limit no limit

CTRL+C ESC g Quit SPACE n Next Page ENTER Next Entry a All

16.15 show ip dhcp snooping binding
[ OdzdzOVY CHBOdH O dMYf sdz L k2jIsmw
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show ip dhcp snooping binding [IP-ADDRESS] [MAC-ADDRESS] [vlan VLAN-ID] [interface
[INTERFACE-ID [, | -11]

) OO ster

IP-ADDRESS ([fyuyddzOd ds) vCOydlsj, Jfhdd djt
2Z0 tshi®sjcj MO.

MAC-ADDRESS ([fuyddadag)ls, Jjhed djsessHdEE
dz0 s ) dats 8QjH td j HfiHO .

vlan VLAN-ID ([fuydcdad ar)ls, Jjhdd djsessHdEE

dzO0 tofnjdztsvV L AN.

interface (¢ udBtdoude ag)ls | , dMmdzd dzj sB R tsSHJ BE
dz0 tMmdese j pbrOD)f stcls O (

INTERFACE-ID ({7 uydBdzOadzS datg )] Is § ddelsj eWw j 2" , Ct
SlssBtOL dlIs! .

({fydsdzOoemdzsyz L zjIsfw H dz¥ fitedu
ddzls j toWg 2 hted ftslsH jdzj dedWw Hdetséts H(J
ftojH  HEPEEB] &z HB d fBMmdzj LOfwit

qsdz0dz dzts) RN sz L zjlsfw H dzw
W j2Mse. lsBjd HEs d fshdj

O =
=

15 ZdisdzyOdzd s
1dIs.
tdNdds o9oaHO Ctsd3OdzH "

EXEC Mode

RMf sdz L soa Odzdj S BBOdzHT
[ OdzdzOV Cts5BOdHO dMftsd LEzjlmMw HdY GlssBtOy jddw ftedawL ¢d D

1 tod d3d to
] HOddsd ftoddkjtej fsCOLOds, C0¢ dOMbttsdls! tlstsBteO)jddj

Switch# show ip dhcp snooping binding

MAC Address TP Address Lease (seconds) Type VLAN Interface
00-01-02-03-04-05 10.1.1.10 1500 dhecp-snooping 100 ethl1/0/5
00-01-02-00-00-05 10.1.1.11 1495 dhcp-snooping 100 ethl1/0/5

Total Entries: 2

Switch#
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| HOddsd fteddjtt) §sCOLOds, $O0C dOmlsksdisy fists siBRs ONQ . did.j1 .41

Switch# show ip dhcp snooping binding 10.1.1.10

MAC Address IP Address Lease (seconds) Type VLAN Interface

00-01-02-03-04-05 10.1.1.10 1500 dhcp-snooping 100 ethl/0/5
Total Entries: 1

Switch#

] HOdEksd ftddjte] §sCOLOds, CO0C &Omsesdls! GltBtOyjddj
[ ¢ & -01602-03-04-05.

Switch# show ip dhcp snooping binding 10.1.1.10 00-01-02-03-04-05

MAC Address IP Address Lease (seconds) Type VLAN Interface

00-01-02-03-04-05 10.1.1.10 1495 dhep-snooping 100 ethl1/0/5
Total Entries: 1

Switch#

| HOdzdzsds fteddsjte) §sCOLOdGS, §0OC dOmstsdls' GlsB©Oy, dd)
[ o4 -01602-03-04050t5 VLAN 100.

Switch# show ip dhcp snooping binding 10.1.1.10 00-01-02-03-04-05 vlan 100

MAC Address TP Address Lease (seconds) Type VLAN Interface

00-01-02-03-04-05 10.1.1.10 1495 dhcp-snooping 100 ethl/0/5
Total Entries: 1

Switch#

| HOGhtsd ftoddjtt] §ECOLOds, COC REGHASdog b Y/EANEG Oy j dad j

Switch# show ip dhcp snooping binding vlan 100

MAC Address IP Address Lease (seconds) Type VLAN Interface
00-01-02-03-04-05 10.1.1.10 1500 dhcp-snooping 100 ethl/0/5
00-01-02-00-00-05 10.1.1.11 1495 dhcp-snooping 100 ethl/0/5

Total Entries: 2

Switch#

] HOddzsB fteddsjtej §sCOLOMGS, §0OC dOMstsdl! shktBwOyjddj
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Switch# show ip dhcp snooping binding interface ethl/0/5

MAC Address IP Address Lease (seconds) Type VLAN Interface
00-01-02-03-04-05 10.1.1.10 1500 dhecp-snooping 100 ethl/0/5
00-01-02-00-00-05 10.1.1.11 495 dhcp-snooping 100 ethl/0/5

Total Entries: 2

Switch#

[EEBEOYOj B | §OO®R] ISt

MAC-OH ts j f) O §f Ot Ols dz-@H td jdfy 1§ @zd | dz

IP-OH te ] f IP-OHtE ) S dzdj dals O, dzOf jia@aj dasezs2 DHCH

1 6 dgw Otcj dease) () toj " Ote jOdaHe j fOP
fj SkdHOR)

sdt vsdf ftwdewL Sd, ZOMistetsj dedz" 2 yYjteji
ddzd dLlkzygdzdze” 2 HJdzOBdUJ MS .

VLAN VLAN ID.

Interface Rdzls jteW j 2, f ¢6R s Ok xzd jDARAICE.

16.16 show ip dhcp snooping database
[ OdzdzOY Ct5BOdHO dMfsd LizjlsMy Hdzv BltsBtOy jddy MisOlsdmisdSd

show ip dhcp snooping database

1 OtOd3j Ister
1 4.Is

15 ZdisdzyOdzad s
1 4.1s

tddds aotsHO Ctsd3OdzH T
EXEC Mode

RMfdzr L so Odedj S tsd30dzH T
[ OdzdzOY Ct5BORHO dMysd LEjlsMy Hd" cktstOyjddY MsOkdhnlsdsd

1 ted di3d te
| HOdzdzsdE fteddsjtej §sCOLOMS, $OC oCd¥ydls! sktswOyjddj Ml
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Switch#show ip dhcp snooping database

URL: tftp://10.0.0.2/store/dhcp-snp-bind

Write Delay Time: 300 seconds

Last ignored bindings counters:

Binding collisions : 0 Expired lease : 0

Invalid interfaces : 0 Unsupported vlans : 0

Parse failures 3 0 Checksum errors 8 0

Switch#

[sEBEOYOj &' j §OCO®R)Ister

Binding Collisions szd yj mlse ts Lo dmy 2, MsLHOo M dA C
LOfdMwdsd o lkOBddyj fttdowLSd DHCP

Expired leases ssdzd yj mMlsoe s LOf dMmgJ 2 ig] dmlsji Shdd3
ftedowLCd DHCP Snooping.

Invalid interfaces ssdzd yj Mlse s ddzlsj W j2Mmse, f sz R, d €
DHCP Snooping Hdzw Ctltster a dzgj o' f

Parse failures ssdzdyi Mlsots dzZi Hsf EMisddzr = § OC jIsse

Checksum errors stsdzd yj Mo ts f sHMmudls Odzdzr = L dzOyJ dz

MR tcOdzj dedes 3z L dzOygj dedé checksum.

Unsupported vlans stsdzd yi Msoats L OY dMYR ANH el € tztsIg {5 zO -

16.17 based-on hardware-address

[ OdzdzO%" CHBBOIZHO M sd LEkjlsmMw HdY HBBOs dzj dzd Vv LzG fOdiA dizd f to ts
L Of dofisdin s dz' L Yzt tdscp thg2

based-on hardware-address CLIENT-HARDWARE-ADDRESS
no based-on hardware-address CLIENT-HARDWARE-ADDRESS

] OO ster

CLIENT-HARDWARE-ADDRESS ([ ff y d ts dz® &' Odgts])ls jOH hjpfy € dzd j dzls O.

15 ZdisdzyOdzd s
1 4.1s

t 4 dodp s HE @ ABO dzH T
DHCP Server Screen Configure Mode
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RMY Bdz L 58 GdgdglzH T

[ Mdzd LOYdMm! fGtedewiL ¢d Y o) HQHL jAEPD dAls @ffts dsPH Jls MAGL toj M j dzO
Msseh jddY Mj@eoElcHsd EPOL Oddscs Mjto O d OHEj fsd ¢ ddj d
LOfdmMvds fedowL 5C, bkiod St ESOLOdd & MjtejcOd ©OL ] | db

[fMdzd LOfdMm! fdwedovwl Cd O] mPdldd jBzs®O, MAGHjIs t©OLtj " j dO
ffjtco j c@OHMcjMBdR kS OLOdbsecs Mmjteo jtcO. Ht56 dzOfmMdets HOdedz" d3 L Ot
Mjteo jtcOd3 ©GOLEK N jdzs § 6] iE@BOQlslz. fdzzed DHCP

) od d3j te
] HOdhksd fteddjttj §cS0L0ds, OS¢ SazOmdsts@ler e drs I drmp Ds
ftsHjtey O d2 MidmsS [ éu OHtjMse Cddj dstse .

Switch# configure terminal

Switch (config)# dhcp-server-screen profile campus-profile

switch (config-dhcp-server-screen)# based-on hardware-address 00-08-01-02-03-04

switch (config-dhcp-server-screen)# based-on hardware-address 00-08-01-03-00-01
(

switch (config-dhcp-server—screen) #

16.18 clear ip dhcp snooping server-screen log
[ OdzdzO"Y CHBBOdHO dMysd LEzjlsmwy HdY BsydmlsSd BERWjttO ¥ ktcdOdzO

clear ip dhcp snooping server-screen log

) OOy Isto
1 d.Is

15 ZdisdzyOdzd s
1 4.Is

t 4 dodp s HE @& 3O dzH '
EXEC Mode

RMfsdz' L soOdzedj S tsd3OdzH T

RMtSdz L2k HOdEZES Cs&OdHE, yktser sydhlsdls: BkWjt 3 ktdo
MsBrIsd?2 DHCP Server Screen ntOddl dJdWstedzOydyg. 1 fftOLrjds O;
fOCjl, Ctltster 2 dzj ftesh jdz fteso jteClz, BEHjI tlfttOodzjdz o ¢
N tedzOdzO MmsBTr Isd?2 Server Screen. 1 sidzj ke hdj §0O0Cjlsr dgu
BsHEzd YEedOodkd Mssrlsd?2, jMmdd jct 2L @id sk Ha lse it jowej dzok tc dz0

1 tod d3d te
| HOddsd fteddjt) §sCOLOds, CO0C sydhmisdls' yktdod Mss' Isd?2
Switch# clear ip dhcp snooping server-screen log

Switch#
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16.19 dhcp-server-screen profile

[ OdzdZO® B3O HNG s dz! L Hzdpdr® M Is tc tf T ¢f Skawer Screen d o - s @ j ¥ dJDIBCP Server
Screen Configure Mode. 1 dz¥z @ dzj dfdtwts W dSdzver Screen 9 s s dz! LWzt tdsdptig?

dhcp-server-screen profile PROFILE-NAME
no dhcp-server-screen profile PROFILE-NAME

) OO ster

PROFILE-NAME LEOYdIsd d dzw ftesW ddw. [ 0C Md &30 dz
M d d3o BidAR.e

15 ZdisdzyOdzd s
1 d.Is

t d ) dodp SH G R3O dzH T
Global Configuration Mode

RMfsdz' L soOdedj S tsSd3OdzH T

R sdz' L Z2I1sj] HOdedzzs Ct5BZ3OdzHEz, Yl ot2lsd o tjydds DHCP S
ftosW d dz Server Screen. 1 tts¥dd By dets dmf sdz' L 59 Ols? H dzw

1 ted a3 te
] HOdzdzsdz ftedd3j ey f 5C OL Odzts, CO¢ ot2lsd o twijydds DHCP Se
ftesWddzr c¢ccampuseé.

Switch# configure terminal
Switch (config) # service dhcp
switch (config) # dhcp-server—-screen profile campus

switch (config-dhcp-server-screen) #

16.20 ip dhcp snooping server-screen

[ Odzdz® s (3O deffipf tsdz! L e gzt f§wolzé y j REEECP Server Screening. [ dzwtsls € dz¥ y H ®Rdladzts 2
Wz dz€ wdsdd'sL 22 % 5 fg d3tsa?

ip dhcp snooping server-screen [SERVER-IP-ADDRESS [profile PROFILE-NAME]]
no ip dhcp snooping server-screen [SERVER-IP-ADDRESS]

] OO ster

SERVER-IP-ADDRESS ([ §ydtdod &@Eh-0wE O disty e PEJPdadtE®t 6 C

profile PROFILE-NAME (JfydsdzOdzt Gy Is J ftes¥ dda f) t5-O H ftpt] d
Cdzd j delsdizve DGR o j 6 O.
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15 ZdisdzyOdzd s
14d1s.

{4 dodp SH@EOdzH

Interface Configuration Mode

RMfsdz' L soOdzed] S tsSdBBOdzH T

ANzdzS ydw DHCP Server Screening dfmf sd' L Hjjkdpwiz@0d ¢ QiLdaidzdsttes
ddels jteWj2Mmji, O sOCYJ HdY odkzyjddy Hsesjtojdedzr 7 HOCjlstsoe

By jls MHj kO dhhfsd LEzj 3z fmjls: LOBSEh ydetes A OF | |z 5O § O
atcj HBdesMmdz ds kL dzis O3.

( Mdzd-OM®BjM MjtcojtcO depls BNQLROE, BB jdp o € dzt yJj dz/ SIsC dz¥ yj dz DH
FdisdzyOdzd¥ DHCP Server Screen BlsCd®yjde dzgO0 ofmjn ddalsj teW j =
ofj f0OC ] theHjPO 20 kS OL Odedzets s dodzls jteW j 2 M) BlRHEE BlsWdd s
fOCjlbr tlizdastEds] hj tto j t60O.

( Mdzd L Of d M- Server Screen tftjH]dj dO -OH tfj ths ¥WSdddz] j, dzIsOs Is tsH
fitcjHOds Mmtstse j dzd j-OHfpjjthasjdic OM iffco f BO d OHtej MOBd ¢ dzdj delsts
ftesW ddj .

[ Mdzd L O0fdMm!: dOMs@ist Jd00 B dzd J delstOO dzts LB Yided H Dy EHp s M
FPCOLOdEtsets Mijto jtcO®. sOYH™2 Mitcojte @By il dqdzil! btsd ¢ 51
( dzd L OfdMm ©sftjHnjdjdd o f(wsWddj, ds LOHdEDIdMsdg] HHkEdj i
ECOLOdzdzr &5 # L OfdMmd, dai ¢ jtej HOE Ismw.

lted d3 to
] HOdzdzsdz f tod d3d te 4 f ¢ 0L Odzts, co¢ &ZOMmMstetsdls: -Ppros® tizee DH
OmMmMsyddtetsoa OIls: jets M LOfdm: ¥ DHCP Server Screen Hdd&v st

Switch# configure terminal
Switch (config) # dhcp-server-screen profile campus-profile
Switch (config-dhcp-server—-screen)# based-on hardware-—-address 00-08-01-02-03-04

Switch (config-dhcp-server—-screen)# based-on hardware-address 00-08-01-03-00-01

Switch (config)# interface ethl/0/3

(

(
Switch (config-dhcp-server—-screen) # exit

(
Switch(config-if)# ip dhcp snooping server-screen 10.1.1.2 profile campus-profile
(

Switch (config-if) #

16.21 ip dhcp snooping server-screen log-buffer

[ OdzdzOW C5BOdZH O dMYf sdz! L 2§ Ismw By @0 Msicsd@Q dfO {f PisO'dds s O D+
Screen. [ d&v otL9tOIO ¢ dOMtes2C O3 § WOo.Ed@BsdZyOdds o smf sdz' |

ip dhcp snooping server-screen log-buffer entries NUMBER
no ip dhcp snooping server-screen log-buffer entries
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) OO ster

NUMBER VCONdl) EoaEduPhHdm, 2 0C Bd &k d) ds j i
1024.

) 5 & dsts dzy Odzd
) OY§ dzd § 5 iEBEts dzy O dzd ®

t d X dodp S G BROdzH T
Global Configuration Mode

RiMf sdz L soOded] SCtsd3OdzH "

[ OdzdzOW Cts5BOdZHO dhMf sdz! LEjlsmw HdvY dOfMistes?2¢d KOS Md BOdz! dafsc
mMtse" sd2. 1V jte YEtedOkzO Mt sd2 DHCP Server Screen ntO
ftosh dzd screening. ljtear 2 OS] ls, Colstster 2 dzj ftesh jdz ftets
MeserIsd?2 d LOfdMOdz 8 BRW jtc Y EtcdOdzO Mseikd2 dBeis®w@r 3 $c Mg &
BzHEl tlkfftcOodzjdz’r o dBsHEzd Y EtedOdkzO MtsBrisd2, jMdd jet L O
( Mdzd BRWjte Y ktedzOdzO MmMBBT Isd2  5dzts dz, dzs MtsBr Isdw ( dzOtkh j dz
skBtesh jdz, O MmtsBr Isdwvw dgi BdzH Efisd fislslf dgRd aldy do) e dz@3lr@. [ dzd ¢
cOL @Bjtc BEW jtO Bijd' hj IsjCkhjets desd3je® L OfdMmd, BEWjt Et

) tod B t
| HOGdsd® ftoddkjte] §ECOLOds, COC dLBjdds' ©OL&jte BEYj O

Switch# configure terminal
Switch(config)# ip dhcp snooping server-screen log-buffer entries 64

Switch (config) ¢

16.22 show ip dhcp server-screen log
[ OdzdzOBO SO dMY tsdz' Lzjlsmy Hdzv lstsBtcOy jdd™ BEW KO Y ktcdOdo

show ip dhcp server-screen log

1 OOl Iste T
1 4.Is

15 ZdisdzyOdzad s
1 4.Is

t 4 dodp s HE @& 3O dzH '
EXEC Mode
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RMfsdz' L soOdedj S tsd3OdzH T

R tsdz' LzZ2Isj] HOdzdzgkz® € 5d30OdzH 2z, yls &Bjrtc Os IsjBtdaiEd dfCGs ¢ ) e Hisj ey Rt
Screen. 1%t ntcOdzd Is dde¥ stcd3Oyd® s mMestseh jddwna Mitco jt
AdSmdtelz sy Ctsdzdud Msets dzOtlkz" jdzd2 GHdsets d Isset 34 bkdf o

) tod B to
| HOddzs B fteddsjtej 4§ SCHOL Omiast j € Of  tsds®E@ OQEB " sd2 DHCP Ser ve

Switch# show ip dhcp server-screen log

Total log buffer size: 64

VLAN Server IP Client MAC Occurrence
100 10.20.1.1 00-20-30-40-50-60 06:30:37, 2014-03-10
100 10.58.2.30 10-22-33-44-50-60 06:31:42, 2014-03-10

Total Entries: 2

Switch#

16.23 snmp-server enable traps dhcp-server-screen

[ OdzdzO" C5BOdHO dMysd LEjlshmy Hdio pik sk daff? tsds§ @OOCGS ,S N
Sl sy dzscts DHCP fjteoj 60. [ dzv -biolsiSHdEs o3, tebly2ts teks f 2 Db §rih! S W NI o3

snmp-server enable traps dhcp-server-screen
no snmp-server enable traps dhcp-server-screen

1 OteOdBj Ister

1 4.1s

1 5 EZdisdzyOdzd

15 Ed@isdzyOded® HOdzdzOW WEZdzS ydw s dz¢ yj dz0O.

t 4 dodp s HE @& BBOdzH '
Global Configuration Mode

RMfsdz L soOdzgj $ sd30dz

( Mdzd Moz LOfEMEO WERZNydd DHCP Server Scr ey 6§ S Is (
OlsOS ke hd2 §0O¢Cjls, HOdzdetsj] MtB' Isdj BEHJjIs L Odzi mjdets o ykted
9 Cdzt ydls! ddzd ls€ dz¥ yede'j HEssdy QpdREz S MR sB dz' = s Isdw 4.

1 tod d3g to
l HOddzsd3 fteddd oy 5 OL Odzets, -M§tOEB o JCddzf 2y dHsdzw SOsH @R o S elzr vt @ ra pS ¢
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Switch# configure terminal

Switch(config)# snmp-server enable traps dhcp-server-screen
Switch (config) #
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17. s s 30 dzZBHCPV6 Client

17.1 clear ipv6 dhcp client
[ OkzdzO" CBOBHO dMytsd LEjlsfw HdY §jtejLOfkmMSO DHCPv6 CI

clear ipv6 dhcp client INTERFACE-ID

] OO Ister

INTERFACE-ID VS OYdIsj qgdzls j 6% j 2 7 VLAN, H dzw
fjtejLOfkMmisdls! DHCPv6 Client.

1 58 EZdisdzyOdzd
14 Is.

tdddds sotsHO CBdBROdzH '
EXEC Mode

RMftsdz LsoOdedj S BABROdzHT
[ OdkzdzOW CHBORHO By jls ftoddBjdvis: Mw ksd.C6 HdbY @Ot ¢ d
RMiGSd L2 HOddEz: CtdkOdHbE, ylsss' §jtjLOfkmisdls: | Pve D

) od d3j te
] HOdEksd ftddjt §sCO0LO0ds, OS¢ fjtjLOfkfisdls! DHCPv6 CI

Switch# clear ipvé6 dhcp client vlanl

Switch#

17.2 show ipv6 dhcp
[ OdzdzO" CtBOdH O dMY sdz' L k2 jIs i CH dD'H QsFsvists tal@d) j ooeley tattQifrpisiigi

show ipv6 dhcp [interface [INTERFACE-ID]]

] OO ster

INTERFACE-ID ({fudsdOd ds) VEOYdIsy  ddzsj el j2
BjsBRisHdBE SlksB®OL k! dOMlses? Cd

15 ZdisdzyOdzd s
14 1s.

tddd3 9o9BHO CtsdBOdzH '
EXEC Mode
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RMysdz' L 59 Odedry ¢ tsd30dzH

RNy sdz' L 22 Is jshdvSpg®dhkepz ylssB' lstsBteOL dls! DHCPv6 DUI D Efjlstt
¢ ts &30 demolw ipv6 dhcp interface, Yyt wlstsBteOL s dzoMmlstes2¢d DHCPv6 H
dgdzls j eW j 2O dgj kG OLOdz, BERZHEIS tlstsBtcOy jRE. ofj ddalsjteW j2Mmr

1 ted d3d to
]l HOddtsd ftedd3jtcd fsCOLOds, COC GlktsBtOL ! DHCPV6 DUI D

Switch#show ipve dhcp
This device's DUID is 0001000111A8040D001FC6D1D47B.

Switch#

] HOddzsds ftedBjtej §COLOdS, COC thtsBtwOLdl! d&OMstes2¢d D
VLAN 1 tlsCds yjdzO WkdSydw DHCPvVG6.

Switch#show ipv6 dhcp interface vlanl
vlanl is not in DHCPv6 mode.

Switch#

| HOddsd foddjt §sC 0L Odkis?2 DREPE sickys W jffs s wONB: shv Istsd
kj VLAN, dzO0 Cthktster s oCds yj kO Wkd€ydw DHCPVG6.

Switch# show ipvé dhcp interface

vlanl is in client mode

State is OPEN
List of known servers:

Reachable via address: FE80::200:11FF:FE22:3344

Configuration parameters:

IA PD: IA ID 1, T1 40, T2 64
Prefix: 2000::/48
preferred lifetime 80, valid lifetime 100

Prefix name: yy

Rapid-Commit: disabled

Switch#

168



(S BotHMlse & 1§ Sdb L) kHPAE'D dzt” § BBEEISOBE0 2 kisso dgv
DGS-1250

18. s ts &30 dzBHCPv6 Guard

18.1ipv6 dhcp guard policy

[ OdzdzOW C5BOHO dMfsd LEjlsfw HdY ML HOddY ddd dL d&i dsj ddw
f Lo cdz®Rjslef ots cjydd3 DHCPv6 Guard Policy Configuration M
Guard ot sdz' L kiolsj Mmy! Wistedzs?2

ipv6 dhcp guard policy POLICY-NAME
no ipv6 dhcp guard policy POLICY-NAME

) OLO®] ster

POLICY-NAME VEOYdlsy dizvw fsdzdlsdS¢d DHCPv6 Guar

1 5 &k dg®dzd ®
1 4.ls

tddddz 99tHO S d&3OdzH '
Global Configuration Mode

RMftsdz LsoOdedy S BAdZOdzH T

[ OdzdzOV" C5BOHO dMfsd LEjlsffw HdY ML HOddY ddd dL d&kj dzj dzdw
fsLotdw jls ot2lsd © twj)ydd DHCPv6 Guard Pol i cGuaCan fdgtgeuzrisa
dmf sdz L s9 Ols+ Mw H dzw BdzsC dtetse € d slso jIstso DHCPv 6 Repl
dzj OolststcdL 59 Odzdetsets fMjteo jte®. wtstsBh jddw Cdzdj dzlsO dzaj BdztsC d tol
1 sfmMdzj MtsLHOddY fsdzdlsdSd DHCPv 6 igwé dhcp guafd)fttsadrpalizy?Hsdzy € s &30
ftod d3j daj dzdb CHffsdlap ts§tcj Hj dzj dedatsd3 ddalsj e j 2] .

) tod d3j te
| HOhhsdR fteddkjt) §sCOLOds, COC MLHOk! f§sdkdsdSk DHCPV6

Switch# configure terminal
Switch (config)# ipvé dhcp guard policy policyl

Switch (config-dhcp-guard) #

18.2 device-role

[ OdzdzO" Cts5BOdzHO dMYtsd Lkjlsmy Hdv kSOLOd]Y ©sdd §6HSd
ZOMtes2C OB 5 EdsdyOdkds aeahfsd LEz2kjhn ¥steds?2

device-role {client | server}
no device-role

] OOd) ster

client VEONdlj, uYbte' dOMsdl: §iHS ds
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Cdzd j @CPV6. 1 Mj MtstsBh jdzedWw Mjto jte® D
BEHEl tlsBteOMr o8 Ols: Mmw .
server LEOYdIsy , Yylstser dzO fm Is te tdfiyldse ts 2 ttiste Gsdzk e

fjtco jte® DHCPVG6.
BEHEl ftcddzd d30OIs

Iy Mmetsehjddy ]

fpw.

1 5 bk dstsdy Odzed
15 EdtsdzyOded & dzOfgliettts | dzO s ydw

t d X dodp S G 3O dzH T
DHCPv6 Guard Policy Configuration Mode

RMfsdz' L soOdedy S tsSd3OdzH T
[ OdzdzO W CsROdzi@ Isfiyvin Bdz2v L S OL Oded W

tesdzd f SHC dz¥ yj dzgdese s b

Eflstes2mlsets of sdzdgy jIs tosdr Sdzdjdes®, o oMy

slsBteOMr 8 Ols! fqw . { Mdzd dOMlstetsdIs! 74
cOL tojrh jdd®D HOdzdzsd3 ff stelskz.

1 tod d3d te

| HOddzsds ftodjtj §6COLOdRS, ¢ OC
fjto jwO.

Switch# configure terminal

Switch (config)# ipv6 dhcp guard policy dhcpguardl

Switch (config-dhcp-guard) # device-role server

Switch (config-dhcp-guard) #

18.3 match ipv6 access-list

sttt flse

MtsL H OIls!

festse " jddy fMj!

9

COuimbad M

ftskdlsdSk DHCPV 6

[ OdzdzOVW CHBOdEH O dhf sdz! L k2] IKmve j @Y dhstsayifzd S bPVipstseh j ded W
Sls€dgj dedv fteso JtoCd otMimdz L 22Isj ! Wistoedits?2
match ipv6 access-list IPV6-ACCESS-LIST-NAME
no match ipv6 access-list
1 OOd3j Ister
IPV6-ACCESS-LIST-NAME VLEOYdIsd MYdiEE, HiEMBEBEBO di3 dzj sB R s

15 ZdisdzyOdzad s

165 ERsdyOdds HOREORO .66 ydv ls¢ dr yj

t 4> dodp S HE @& &3O dzH '
DHCPv6 Guard Policy Configuration Mode
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RMfsdz' LsoOdedj S Bd3OdzH T

[ OdzdzO" SCBOdRHO dMfsd LEjlshvy -Misds " § dd? s B9 tdd tc DB BB Os f) dat
dmlssydzd ¢ ©. [ Mdzd  dzj dz@ffghs iP5 akzeess-fisk BOaZ O M M jAzd B Iz Hifzjldc o
Jedstedese Ols! MW, wfdmsS HeMiskfO dafyBiaedsliet]shy M § sdsh i s

) tod B to
] HOdzsds fedBjtej §sCOLOdS, $OC MBLHOL! ftsddsdSkz DHCPVE6
OHtej e | Pve Mt MEdmMSsd HsmszfO | ist 1.

Switch# configure terminal
Switch(config)# ipvé dhcp guard policy dhcp filterl
Switch (config-dhcp-guard) # match ipv6 access—-list listl

Switch (config-dhcp—-guard) #

18.4 ipv6 dhcp guard attach-policy

[ OdzdzO" CROLHO dMitsd LkjlsMw Hdv foddjdsj dedv §oddlsdsd I
qazls jte j2Mi. v kEHOd ddY fttdowna Cd osmitsd LEk2IjfM ¥stds

ipv6 dhcp guard attach-policy [POLICY-NAME]
no ipv6 dhcp guard attach-policy

] OO Ister

POLICY-NAME ([fudsdzOdz dzs) v < Oy PHCPVESURd Pylicydzd Is d

1 5 bk dstsdy Odzed
15 EdsdzyOdsd® HOdRZOY sf§fydw i ds uj dzo.

t 4 dodp s HE @& 3O dzH '

Interface Configuration Mode

RMfsdz' LsoOdedj S BdBROdzHT

[ OdzdzOW Ct5@BOdZH O dMYytsdz L 2jIsmw Hdzv f tod d3 dlaplsigdwy W ji2umid. Is dI< 5 dzdTk
DHCPvV 6 Guard dmtf sdz! L s Isfyw H i7\ts ts BB dg iR ddRte ts ng de o jDxdHAC P f Gizd W
MssBh jdzd?2 Mjte | c@OHEP MOEMdems s Ytz ¢ ©. { Mdzd ddi3v T sdzdlsdSd o
Pd3tsdzyOdzds dOMstetsdls EMlstets2Mmlises o COyJMmlsej Cdzdj dzlsO.

1 tod a3 to

IHOddsd ot §BCOLOds, COC ftddjddls! §oddsdilk DHCPV
Switch# configure terminal

Switch (config)# interface ethl/0/3

Switch (config-if)# ipve dhcp gquard attach-policy poll

Switch (config-if) #
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18.5 show ipv6 dhcp guard policy
[ OdzdzO" CtBOdH O dMysd LEzjlsmy HdY GlstsBteOy jddw ddWsttdOydd

show ipv6 dhcp guard policy [POLICY-NAME]

] OtOd3j ste’
POLICY-NAME (JfuydsdzOdz dzts) v ¢ O PHCPVEdEAgrd. § tsdzd Is

15 ZdisdzyOdzd s
1 d.Is

tddds aotsHO Ctsd3OdzH T
EXEC Mode

RMfsdz' LsoOdedj S BABROdzHT
[Mdzd disv §oddlsdSd dzj ECOLOds, chsBtOy O]l Jd¥ sttkOydw

1 tod B
| HOGhsdR fteddkjt §sCOLOds, ERIE @B IsH dzs Isasip jte0 1) wigddjls d € .

Switch#show ipv6e dhcp guard policy

DHCP guard policy: default
Device Role: DHCP client
Target: ethl/0/3

DHCP guard policy: testl
Device Role: DHCP server
Source Address Match Access List: acll
Target: ethl/0/1

Switch#

[scBEOY O] 5" | § OOk Ister

Device Role fsdzr EmMbts2mMlsea . (tdz's d&Bsyils BT IS
Target 1 0L 0Odedy ddzlsjteW j2mO.

Source Address Match s MBS HeMskEfO | Pve ftjHjdjddas?
Access List
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19. s ts 30 dzBHCPV6 Relay

19.1ipv6 dhcp relay destination

[ OdzdzOVY CBRBOIZHO dMyftsd LEjlsmw HdY btets, ylsser 9¢dz ydls: D
d 2¢OLOIY OHWjMm dzOL dzOyj dedwv (destination), dzOzHCO)tlaf w2
Relay Destination o s tsdz! LWzt tdsd g2

=t

ipv6 dhcp relay destination IPV6-ADDRESS [INTERFACE-ID]
no ipv6 dhcp relay destination IPV6-ADDRESS [INTERFACE-ID]

) OO ster

IPV6-ADDRESS LV € Oy Pls jo PHICPV6 Relay Destination.
INTERFACE-ID ({fydtsdOdzCay)dlsj R tsH datb@ls j oW j 2 ay/(
Destination.

1 5 bk dstsdy Odzed
15 EdssdzyOdzd® HOdzdzOY s ydw i ds uj dzo.

t 4 dodp s HE @ ABOdzH T
Interface Configuration Mode

RMfsdz' L soOdedj S tsd3OdzH T

RMMf sdzr L Z21s H O dzdzlz ¥ CsBOdzH Iz, Ylstser ZOMistetsd Is ddzd EHOM
gdals jteW j2Mmj. ddodo flgpOdritc j Mse Rel ay WkdSydw Relay BEZHJjI =t
IisHwh dj Mmtseh jddw DHCPv6, fshmskzfOoshdj tlk Cddjdso0, &S
fsdisshd Relay Agent. ¢Hteifm dzOL dzOyj dedvw, Ctslstster 2 dzj sBrBH(
DHCPv6-nj tco j tcetcf &zf sz DHCPv 6 Rel ay Agent.

l COyimlsej OHL] MO dOL dZOYJjddw dBsyjls BT I8+ dMftsd Lo O0d d
Bsekzls BT Is! Co¢ Link Scoped, sO¢ d Gl obal Scoped. [ dzw
ddzlsj oW j 2 M, 9 C(wltstetsds tcOfftagdrtsy jrdezv © HAxjtdn Mde@L dByo b a | Scop
o' AtHdMs? ddasjteW j2f (SfydtdOd ds). [fdad o' AatHddks?2 dJdljt
fsish d sOBddy' ®EOEhtekzlsdL Oydd.

[z BHdSes ddisjte? j2MO sy dets S OL Ols!  dzj MStsdz Cts CPvBej Mtso
tcjlstcOdzmMdzd telzj Isw  dz0O ctelkzf f sots?2 OHtej M, Hdzw fsdzw Hop Limit
LdzOyj dzdj 32.

1 tod a3 to

| HOdsd ftoddkjte] §ECOLOdS, $OC MCodiddkbktddswOsN DHts] i
Switch#configure terminal

Switch (config)4 interface vlanl

Switch(config-if)# ipv6 dhcp relay destination FEB80::250:A2FF:FEBF:A056 vlanl

Switch (config-if)# ipv6 dhcp relay destination FE80::22:33 vlanZ2

Switch(config-if) #
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19.2 ipv6 dhcp relay remote-id format

[ OdzdzOV" Ct5BORHO dMftsd Lzj#fiydd zRe tz@fstcDC d [ szt b o sL 8 OISO
Ed@sdzyOdeds ot sd nmz2lsj ! Wistods?

ipv6 dhcp relay remote-id format {cid-with-user-define | default | expert-udf | user-define}
no ipv6 dhcp relay remote-id format

) OO ster

cid-with-user-define LEOYdIsy, Yylstser DY sy L sl tOBYT 52,
ftsdzr L tso Olsj dzj d3, RemoteS Dy i fislcakpPls Ren
ftcj HMIsOo dzj dz dad ¥ J :

| FO1 | FO2 | FO3 | FO4 | FO5 |
|- |- [ |——— [———— |
| Sub Type | VLAN ID | Module ID | Port ID | User |
| | I [ | Defined |
=== |———————— [ == |- [ === |
| 1 byte | 2 bytes I 1 byte I 1 byte | Max. 256 |
| | I [ | bytes |

FO1. u d fsub-sf ydud dzts 2 MeodHjlsjdz Misel
H O dzdztHd@ Remote ID.

FO2. VLANID: 9 - sH W VAR IDo ff O DH@P,Client.
FO3.ID®RBsH Z@EsSH Zdzv Hdzv Oo s sdzts d3de’'0n €
FO4. D f stels@tsd3jtc ontHWh jats DGR Cliend
1 Bl 6O f stelstse dzOyd dzOs Isfpw M 1.
F05.) OH QOls! MOBsMissS®is Pdzdz@ets: f sdz! L S8
&z Mlsgc@PgBZOY f toed ¢ tBESEvE dhEptsrekd® danote-id
udf.1 5 Ed@3cdzyOdzd®® HOdzdesj ftsdzj dzgj L C

default VEOYdIsj, vybter dmMf tsd L O @l§ M K didye
9 COyRmoe|D.A stcdzOls Remote | D ftejH

| FO1 | FO2 | FO3 | FO4 | FO5 I
|- [ [ === [
| Sub Type | VLAN ID | Module ID | Port ID | MAC

[ | | | | Addre |
|- [ [ === [
| 1 byte | 2 bytes | 1 byte | 1 byte | 6 byte |

FOlL. v d fsub-sf ydyd mdzs 1j shazdmlsokzjls
H O dzdzt®d BRemote ID.

FO2. VLANID: 9 o sH Y VLAR IDo { O DHA@PIClient.

FO3. IDdi3tsH z REsH ZdzWv  H dzv Oo Is s dats d3dgr0-n €
FO4. D { stels@@sdzj tc o~ BHWH j @ts {DEE&HAs Cliend
1 d3j 6O § slstss dzOyd dzOs smw M 1.

FO5. MAC-OH te finfif:Mis ] d3dz" -@QH B p g C BBl Ok
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expert-udf LEOYdIsy , Yybstser L OHOls! Remot e
PHOdzj dzgdzse s | D ftej HMNIsOo dzj dz dzd % 4 :
[————————— |
| FO1 |
[ |
| User Defined |
[————————— |
| Max. 256 bytes |
[————————— |
FO1. ) OH QlIs! Mok mMissY I s dL dzts dz' dzOW
fesdz LS9 OIsjdzj &3 Mt O, dzOMmls tc O d P,
dhcp relay remote-id format-type, ipv6é dhcp relay remote-id
profile d format string. 1 8 EdtsdzyOdzd® H Odzdztsj
user-define LEOYdIsy, Ylstser L OHOIls! Remot e I

Remote I D ftojHMmlsOodzj dz dedy j :

| FO1 | FOZ2 |
| === | === |
| Sub Type | User Defined |
| === | ====mmm e |
| 1 byte | Max. 256 bytes |

FO1. u d fsub-sf ydud idzts 3ls jfipp' diplsjo 2 j Is s
H O dzdzt®d Remote ID.
F02.) OH QOls! MOBsMissS®is Pdzdzets: f sdz! L So

ZOMmMlstcOdo O] 30w ff tod {pwedzthdpdrelay =dzttezd
udf.

15 ZdisdzyOdzad s
1d1Is.

tdiddds aotsHO Ctsd&3OdzH '

Global Configuration Mode

RN sdz! L 58§ @dg@ glzH '

RMytd L 2] HOdbgEzY ¢ 6 d0dHs, ydls see modeGeisittis dIs! s ub

1 tod o3j to
] HOdzdzts 3 f tod oBj to

Switchf#configure terminal

f 5C 0L Quiftsy RE MOEt ezOlilh-egerdledf i snueks .

Switch (config) # ipve dhcp relay remote-id format cid-with-user-define

Switch (config) #
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19.3 ipv6 dhcp relay remote-id option

OdzdzO" CBOdRHO dMYytsd LEjsik: HezMlsBO®dBEPRYESRe]l agdAgent R
tcj stcOdmdzdtekzj 3" = §OCjkOR LOftesmMO DHCP | Pve6. g dv lk¢d
s to d3tsaR

= 0 =

ipv6 dhcp relay remote-id option
no ipvé dhcp relay remote-id option

—

OtcOd3] Ister
1 4.ls

—

5 k& dzy O ded
5 bw@dz]* HOLEOW sfydv IS d¥ yj dzo.

—

t d X dodp S G RO dzH T
Global Configuration Mode

RMfsdz' L soOdedj S tsSd3OdzH T
RMy tsdz L 22Isy HOdzgdzz® € ts5d30dzH Iz, ylstser o 6¢dz¢ ydls: ddzd Is¢€ dzt y
Agent Remote ID Option.

}ted &34 te
| HOGhsd ftoddkjtt) dsELdos O detnls O Gdgdj DHCPv6 Rel ay Agent

Switch#configure terminal
Switch (config)# ipv6 dhcp relay remote-id option

Switch (config) #

19.4 ipv6 dhcp relay remote-id policy

[ OdzdzO" CBROdHO dMisd LEjlMy HdY dOfsts2¢d (sddsdSd §jt
Agent. [dv oBLotOKO ¢ &OMis?C OREltil dsdyOdds osff sd L |

ipv6 dhcp relay remote-id policy {drop | keep}
no ipv6 dhcp relay remote-id policy

] OOd) ster

drop LEOYdIsy, Yylstser slsBtetsMmdls: f0O0¢jls,
Remote ID Option 37.

keep LEOYdIsy, Yylstser dzO0f tow dzlz ¢ toj Istc O
DHCPV6 , 9 ( slstste s BelaygAggnt Hemdde ID Option,
fd toDHEPV6 o dzj dL d3j dzdzsdz o dH J .
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1 5 bkdstsdyOdad ¥
] OLO®j st § 5 izkispdzy O dzd &

t d X dodp SHE G GROdzH T
Global Configuration Mode

RMfsdz' L soOdzed] S tsSdBBOdzH T

R sdzr L 21 HOdzdzz® C s5dBB3OdeH 2! dzlgs 5§ 5 zddOMHSlstsd vy FaEpOEe , o
Option 37. 1td odtoptsgiztiisdadlsd Ctfls Cdzdj dzZlsO § OCjls, o (Gt
Agent Remote | D Option, BEkHjl tiepEthGhdsObtstd dzf Bislcy j lff sif
ftedmkzlsmMse 2f sdzldrdj dzdzs a3 § ©C jIsj Rel ay Agent Remote | D Optic

1 ted d3d te
] HOdzdes 3 ftcddzgi ted  s5C OL Odets, € OC deOMbstesdls! ftsdzdlsd¢z DHCP
fOCils Br dz slsptetsh jdz ftcd deOdzduydd o dzgj @3 Rel ay Agent Remot

Switch$# configure terminal
Switch (config)# ipvé dhcp relay remote-id policy drop

Switch (confiqg) #

19.5ipv6 dhcp relay remote-id profile

[ OdzdzOVY CBOdHO dMyftsd LEzjlmw, yltsBr MsLHOK! daseor 2 HesWd
tcjydds DHCPv6 Profile Configuration Mode. [ dato. ZH Odzj dzd W

ipv6 dhcp relay remote-id profile NAME
no ipv6 dhcp relay remote-id profile NAME

] OLO®] ster

NAME VCOYdlsy d&v fFesWdqdy. [ OChHddkod
fd ko stzBD [ OC g KOz dzs HEBY EMlsd B ¢

Jesw dd

15 ZdisdzyOdzad s
14 Is.

tdydds aotsHO Ctsd3OdzH T
Global Configuration Mode

RMfsdz' L soOdzedj S tsd3OdzH T

Rff sdz' L 2Isj] HOdzdzz®s € ts5d30dzH Iz, Yylsser MBLHOI! /| EHOddIY ftesW(
os2Isd o tjydds DHCPv6 Profile Configuration Mode.
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) oq B t
] HOddzsB fteddsjtej §sCOLOS, §OC MsLHOl! f§sWdd

Switch#configure configure terminal

Switch (config)#ipv6 dhcp relay remote-id profile profilel

Switch (config-dhcp-profile) #

19.6 format string
[ OdzdzOW

CsBORH O dhfsd LEjlkhw

Hiw MOBshissw s d dsc s

zH Odzj At dofriscfy f (s dz! L Wizt tdsl g

format string STRING
no format string

) OOk ster

STRING

VLEOYdIs]

Wtstedz©Ols DHCP Option 82. [

C ot j Miso 5 Mig2sm s dzts o

1dxd

ftcj HiNlsOo dzj dz" f Qo d dzO C s

f OOk sLO:

T 1060d] Isdgtsy jIs MsH ] 6y Ols!
L dzOy g dzd v , Mistets € k&2 ASCI |
h j MlsdzOH yOlsj ted ydz n L dz0yJ dzd 2
ASCIl | HBddzO B' Is' " y® Ydzy(qj dzO
"Ethernet" gddBosdzr ASCI | 9
COC h iMlsdzOHYyOIlsjtedyds j L dzOyj dz

T (Y sted3OIsdtetso OdedzOV  Cidd lsitg 8 OO, fr
dzj 5B R BH d dg3ts ftcj sBtcOL ts59 Ols H S
LOf OS jIsdtetse OdzO. Js¥ stcdzOIsd tc € 4
Bsy dls fMsH j oy Ols co¢ Mistcts
h j MlsdzOH YyOlsj ted ydz | L dzOyd dzd v , -
32"+"keyword"+":":

%iT 2COL" 90jIs dO Ists, Yyt mMbitst (

wodzw jlsfw kW sttd3Olsdtetseo Odadzts?2 € dz¢

S$dzdd 7T ([ ydsdzOdz' dats) d dzH C.0ls s ®

sfydw ECOLT 90j s, co¢ L Of tsdz

Cdzs yjoke MstesClkz o Mtslse jisMmised

MlstetsC d . 1 dz20yd ded § T $H Odedeg 3B B s tlz@Q U

L Of sdzdzj dzed § ROYOdz detse s 0 f isdsQ Y

L Of tsdzdzj dzd § dz0 y O zB § ts dzgeziadd® y O d

dzz d®) T dzZOMistes2C O 5 EdisdyOdsdt .

1-32 7 ({fydsdOdz dzts) ddzH d ¢ Olstste

ZCOLTr 90j s, MEBd ¢ Mddzo sdzse

hjfi
d dz

ftoj SBtOL 59 OdzdzOW C dzé yj o OV fMlstets!
ftoj sBtcOL 5o DdizdasRo ts2 MtetsC d a3
ftoj HMBSIStej dadats 2 H O dzdzts 2 s yd.
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dqdzHd ¢ Olsste L Of sdzdzgj dedw . 1 Htkzced.
WOCIlkdyud MEOW HdAzddz0 Mttt d.
keyword T ECOL T 9 0Qjls dzO Ists, ybsts ¢
ftoj sSBtcOL 59 Odets dzO tMmdeso §j W OS5
ddzj HiZE h dJ "Qdzefipgtoo O EZCOL T 908 1Is ¢
BEzHjIs sls € dzts dzj dzO ftod sB dzOtc Iz Y
dzi f sHHjtYdo O di3" = Cdz¢ yjor n Mmdztse
devtype: d3tsH j dz! EmMstcts? Mise O. lm ot
Name o ¢ shdp@wdersipn. [ sfkzMmisd s d
stsdzt €5 MistesSd ASCI | .

sysname: fffls j dzdats j d dzw Csd3izlzIs Ols-
Hf EfMmisd B3ts § Ctsdzd 4 filsd B8 . find W3t
dmMf sdz! L soaOdedj bisdz ¢85 MIsesCd
ifdescr: 9" 9 sHdIsmw dL -MIfBDescn
dmMf sdz? L soOdedj Ibtsdz ¢85 MistesCd
portmac: [ ¢ uOHE i M (T BlSO. [ segkls |
flstesC © ASCI | ddzd " j iyldzB2Q4y dz0 kB
dmf sdz’ L s9 Odzd d Mistc®Hdsj 1A S CHBIY |
wOMmistefstgdlz § sdesh d My Jj ydoOd dats?
ip dhcp relay information option mac-format case) .
dmfsdz L se Odedd " j s diDm Ol #dcHtay
BlzjHls MW stcdzddtctso Odz 9 h j MisdzOH yOI

sysmac: mMdMmisj dzdz" 2 -OH G H . [ sck
dmf sdz' L 59 Odz' fMistesC © ASCI |
L dzOyd dediwtcd It sdz! L 59 Odzed  -Chimldek
Bsy J s B' Is! ¥ stcdsdtetso Odz  ff tod
( &zO0 1 tc dipgghtep relay information option mac-format
case) . lted dMmftsdz L tse Oded d LhdgoOmy
[ duOHtejf BEHjI MWttedikdtetso Odz
adH] .
module: | D &BH kzdzv . [ segkls BT Is!
ASCl | ddzd P j fls daOde@W@isdeded ydz' §
port: dzs d3jits € O dz! dzsc 5 f Btsls O.d fiyftf sal
MstesC O ASCI | ddzd M j td®dgQHz ®Is j
svlan: | D o dzj M dzgj 2 VLAN. [ sclkzls
MstesC O ASCI | ddzd M j td®degQ e ®Is j
cvlan: | D o dzzlstej dzdzj 2 VL AN. [ sct
MstesC O ASCI | ddzd " j td®dgQ e ®Is j
- Cdzj y slsW stcdzOls d tots 9 O dzdzts 2 ¢ dzt
SlW stedzOlsdtetss OdzdzOW € dzé yj o OW Ml
f OtcORBj stesdz StsBOdzH" , JjJi L OCdzs y
BM Is! Jedzsted tets o Oda. ] Bz H B
Jedtstcdtetso Odz. [ tekedy f§ttsej dz@ Bl
T slstesCd | IASARGE zIs fMtsH j oy Ols ¢ (
SlsW stedzsOlsdtetses Odedz” = € dz¥ Y4 99, &z, M
Z,L,@,#%,%5&%50), o+ b=V 0L,
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<, >, O d \fihfesiksdejlshy o !
fdtedntsHO. ¢ J yd Odz s iy} ¥ aof dg® s
MO&ksmisswIsj d' dzF &g f)d ko s dz@zd o
¢ sdsB d d2@y by j kv MOBshisswIsj d
JqdzH (C OsstesdE L OfEMCO k¥ sted
Mlstess d. ] 6B j dzr pdzj Gl¥std
MistesSd sOCH] BEHEl oCd¥ yj dz .
T zifMisdzOH YOl ygztzg L Bsclkls M)
Csd3B ddzOydd sl¥ tsted3OIls d tots 8 O dzdz’
g dso sz A-Faf d Gtetsej dse. [V
Cdzs ydor J Mistets € d ftsHHjteydo O
Mo O, o Cwltstern dhMisd Lk
L d&z0yd dzd v . ] esB § dzf thodf) dzdzts B W tsSic
flstesCd o Cdzs yjde@ dzgj BEHEL.

15 ZdisdzyOdzd s
1 d.Is

tdddds aosHO Ctsd3OdzH T
DHCPv6 Profile Configuration Mode

RMfsdz' LsoOdedj S BABROdzHT

RMfsdz' L 21Is§ H O dzdzlz ¥ Cd3OdzH Iz, Ylstser &ZOMmistetsd Is LOf dMm: L C
Option 37.

}ted d3d te
| ndmizE ftddsj e §sCOLOds, COC dOmbstsdls! LOfdM! L OHOs O) dt

Switch# configure terminal
Switch (config)# ipve dhcp relay remote-id profile profilel
Switch (config-—dhcp-profile) #format string "%port:\:%sysname:%05svlan"

Switch (config-dhcp-profile) #

19.7 ipv6 dhcp relay information option mac-format case

[ OdzdzOWY Ct5@EOdZH O dMitsd LEjlsMy HOHGCHEDOStE PP DsBHROS O K du
ftosWddzi DHCPv 6 Qppttiioonn 1387 .d dgddz? o tsL 9 6Ol O ¢ dzOMlstics2 ¢ Od3
¥ s tc 3

ipv6 dhcp relay information option mac-format case {lowercase | uppercase} delimiter
{hyphen | colon | dot | none} number {1 | 2| 5}

no ipv6 dhcp relay information option mac-format case

] OOd) ster

lowercase veoOydlsy, Ylstser dmf sdz! L s9 Ols dzd >
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OHtej MO Option 18 ddzd Option 37
f e s W d dzbb-cc-ddeee-ff.

uppercase LEOYdlIsy, Yylstser dmf sdz L s9 Ols 9 J ta
OHte jGpon 18 dafipbn 37 HdzvW L OHO9 O @BG!
f tc W dABUBB-CC-DD-EE-FF.

hyphen vEOYdlsjy, vybter -dMPs&OyYFMNBIBY] ¢gCOL
AA-BB-CC-DD-EE-FF.

colon VLEOYdIsy, ybter dhMiftsd Lo Ols! c: e
AA:BB:CC:DD:EE:FF.

dot VLEOYdIsy, ybter dhMiftsd Lo Ols! ¢c. €
AA.BB.CC.DD.EE.FF.

none VEOYdIsy HAzZW 99tSHO HOdMzdzZr = BJjL t©OL

number VLEOYdIsy SCtdzduyd Mlsets OLHJjdzdIs] dzj 2 :
1LsHddz oOLHjdzdlsjdzr : AABBCC. DDEEFF

2H9 O tcOL Hj dzd <CCODEEFFA ABB .

5: 3dztsy J Mlsoets wOLHjdzdlsjdi?2: AA. BB.C
[ fdzd ECOL Odz rfolee O3l IOt O gunsier B ZH
dzj Hj2Mlsea dlsj dzj dz.

1 5 b dssdyOdad ¥
) OO®Bj ste 6] c-Giis WO Plals | dzls I W d € OV dipperfase. & B3ts dzy O dzd
] OLO®Rjlste ©OL H jOzis]i® Qs dzls i st &2QQ dadney &

t d X dodp sSHE @ B3O dzH T
Global Configuration Mode

RMsdz' Lsoa Odedj ¢ Bd3OdzH T

RMy szt L 221y HOdzdzze € tsd30dzH Iz, Y Is@Bt¢ | Md20 ) I te@=HdAse! O j Wit dsO Isf tsfdal +
ftosWddzy Option 18 dd&zd Option 37.

1 tod d3d te

] HOddzsds foddsjtoj fisedig@dzts , i s@OUsHEPOR 4 L OHOo O BsE s  f &z
ftosWddzy Option 18 ddzd Option 37.

Switch# configure terminal

Switch(config)# ipve dhcp relay information option mac-format case uppercase delimiter hyphen
number 5

Switch (config) #
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19.8 show ipv6 dhcp relay information option mac-format

[ OdzdzOY CEBORHO dMisd LEjkhY H@OHEBS EOKLO JfddsW ¥ t @@ O ofnd
37.

show ipv6 dhcp relay information option mac-format
1 OO Ister
1 d.Is
15 EdidsdzyOded ®

1 d.Is

tdNdds o9oHO Ctsd3OdzH "
EXEC Mode

RMftsdz LsoOdedy S BABROdzH T

RMytsd L2 HOdEEzZY CskOdHk, YlbGBG) B8 cPEl k) sOEOE o f ¢
37.

) od Bj
] HOGEZEd ftd@its) §OCOlsEE ©OLOflds] fios wd@lds Woduzj Option 18

Switch# show ipvé dhcp relay information option mac-format

Case : Uppercase

Delimiter : Hyphen

Delimiter Number : 5

Example : AA-BB-CC-DD-EE-FF
Switch#

19.9 ipv6 dhcp relay remote-id udf
RMfsdzt L2 HOdgdez® CBBOdHE, yYlstse' dOMstetsdlsy User Defi n

ipv6 dhcp relay remote-id udf {ascii STRING | hex HEX-STRING}

] OOd) ster

ascii STRING VLEOY disls e sASEIl H dzZvUDF Remote ID. [ ©¢ d &3C
Hesf EMmMisddi3tsy S tdzd yj ipBots Mmd dzo sdzts o

hex HEX-STRING VLSO dIsyd h i MlsdzOH yOIsj tc d YURE ¥ Remigtés td s
[ OCMd Z3Odz! dets H Y fls e jis2865 dzd uJ Mis e
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15 ZdisdzyOdzd s
1 d.Is

tddd3 99 BHO CtdOdzH "
Global Configuration Mode

RMfsdz' L soOdzed] S tsSdBBOdzH T
RMfsdz' L E2Is] HOdzdzgkz® S t5BOdHE, yYlstser d&OMlstesdls! UDF Hd&Y Re

) od d3j te
] HOMdEksd ftddjtc §s6O0LO0ds, CO0¢ &oOmbstesdls! UDF (fkttsSo A

Switcht# configure terminal

Switch (config)# ipvé dhcp relay remote-id udf ascii PARADISEOOL

Switch (config) #

| HOdzdzs s §tedd3j o) 4§ 5C OUDFdEN," jSHPSdzQEOfESG Eajdsy z0Y flstesS ©) ¢ 01
Switch# configure terminal

Switch(config)# ipvé dhcp relay remote-id udf hex 010c08

Switch (config) #

19.10 ipv6 dhcp local-relay vian

[ OdzdzOVY CBBOZHO dMfsd Likzjlsmw HdzW ©Cdz# yjdedw DHCPV6 Loca
slsC dzs yj dedw HOdzdzts?2 W kRS ydd nesmf sdzr L 221Isj iy W istedits?

ipv6 dhcp local-relay vlan VLAN-ID [, | -]
no ipv6 dhcp local-relay vlan VLAN-ID [, | -]

] OLO®] ster

VLAN-ID VC Oy WIANJ dzd  H d OWLAN 5 dz

, ([fydsdzOd ds) RrRMyGd LEjlshMw Hdv f
qzd tkHjdjddY HJOfOLBdRO VLAN s
fsmdj LOfwlks?2 dagj HisH 2flsd d3r .

- ([JfydodzOdz! dets) RMftsdz' Llzjlsfw Hdzw
ltesBjdzr HBs d ftsfdz HjWIdMO diHYLE

15 ZdisdzyOdzad s
15 EddtdzyOdzed® HOddzOY tsfydw sls¢dz yj dzO.

t 4 dodp s HE @ 3O dzH T
Global Configuration Mode

183



(S BotHMlse & 1§ Sdb L) kHPAE'D dzt” § BBEEISOBE0 2 kisso dgv
DGS-1250

RMfsdz' LsoOdedj S Bd3OdzH T
RMMfsdz: Lz21I] HOdzdalz® tcGs® @ dzi iz daf dgvf JdzDKICPV 6 Local Rel ay.

{ Mdzd WEZdz¢ydw DHCPv6 Local Rel ay o€ dz¢ yJ dzO, Ci3BEzIsOlstste
LOftesMO € dzd j dzls O.

( Mdzd ftese jteC O Option 37 oCdzyj dzO, SCtBBzlsOtste ftoso jtodls
LIssd3 f OC O disHOjpte i on 37, o Msslse jlsMsadd M WkdSydj?2 DHC
( Mdzd fteseo jteC O Option 37 sIsC dz¢ yd dzO, WedSydw Local Rel ay
odzi LOadMmMddBsmisd ls Istséets, oCds yjdd® Option 37 ddzd o' € dz¢ .
ANzdzC ydw DHCPv 6 CQfotecvadtz ¥*Refl jatgyj Hd@P s § OC jls Bls Mjtee j 6O € dzd  dals

) toq B
] HOddsd feddj ) § ¢ 0L OdSDHCRVEocabReldyda®d BN 100! &z dzC y d

Switch# configure terminal
Switch (config) #ipvée dhcp local-relay vlan 100

Switch (confiqg) #

19.11 show ipv6 dhcp
[ OdzdzO" CtBOdH O dMysdz LizjlsmMw Hdzv tltsBteOyj ddw doOfstesj ¢ D

show ipv6 dhcp [interface [INTERFACE-ID]]

] OLO®R] ster

INTERFACE-ID (JfyddzOd: dzts) LS O dBLAN, d delsdive ¥ j &
dzj sBotsHJ B GltB e MHEARE. dzO0Mstes?2 ¢ d

15 ZdisdzyOdzd s
1 4.Is

t 4 dodp s HE @& 3O dzH '
EXEC Mode

RMfsdz' L soOdzedj S tsd3OdzH T

RMy tsdz L z2Isy HOdzdzlz¥ § S5d30dzH P, v 6yldddBlI'D tASHBidasRLfiffldse' ©, D HfGdlzd d M {
show ipv6 dhcp interface, Yylstser sSlstsBteOL d Is dzZOMmistets?2 € d DHCPvV 6 H dz
dqdzlsj teW j 2 MO dzj EC OLOdz, BERHEIS tSlssBtOy jdzr ofMmj ddzlsjteW j2Mfmr

1 ted &3j te

] HOdzdesdz ftedd3j ted T SCOL Odstigs2E€C @C DHIER W 68 O LHR!  VAzQMN 1, dz0
DHCPv6 Relay Mode.
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Switch# show ipv6é dhcp interface vlanl
vlanl is in relay mode
Relay destinations:

FE80::20A:BBFF:FECC:102 via vlan2

Switch #

| HOdzdzsds feddjtey §sCOLOds, COC slsBwOLdl' d&OMtes2¢d D
VLAN 1 lCdz# yjdz® WkdCydw DHCPVG6.

Switch# show ipvé6 dhcp interface vlanl

Vlanl is not in DHCPv6 mode

Switch#

19.12 show ipv6 dhcp relay information option
[ OdzdzOW CtR@ezE @ j MY SHdZY SlsBOY j ddWw &Oflstesj$ DHCPv6 Rel

show ipv6 dhcp relay information option

1 OO Iste "
1 4.Is

15 ZdisdzyOdzd s
14 1ls.

t d X dodp sSHE @ B3O dzH T
EXEC Mode

RMfsdz' L soOdedj S tsd3OdzH T
R tsdz' L 221Isj HOdzdzgz®s € s5dB30dzH 2, YhAPeE'Reldy Infomnation Options. dzOMmistets2 € d

1 tod d3d te
| HOdsd® ftoddkjtt] ECOLOds, COC ShtetOLdl! d&OMts2¢d DH
Switch# show ipvé dhcp relay information option
IPve DHCP relay remote-id
Policy : drop
Format : user-define

UDF is asgcii string “userstring”

Switch#

185



{ESBotHMlse & 1§ 5dt L) EHPAE'D dztr™ § BB&ElS O B0 2

DGS-1250

19.13 show ip http server

[ OdzdzOw SCB5dR3OdzZHO MY sdz! L 2§ Ismw H dzw
show ipv6 dhcp relay remote-id profile

10t Od34 Iste”

1 d.Is

1 58 EdsdyOdzd ®

14 1s.

tdydds aosHO Ctsd3OdzH T

EXEC Mode

RMfsdz' LsoOdedj S BAdROdzHT

RMy tsdz L z22Isj HOdzgdzz®s Ct5d3OdzH 2z, yYlbstse™

1 tod d3d te

] HOdgdesd3 ftedd3jtcjy ftsC OLOdes, € OC

Switch# show ipv6 dhcp relay remote-id profile

Option37 Profile name: profilel

Format string: "Ethernet %unit:/0/ %port:\:%sysname:%05svian"

Total Entries:1

Switch#

19.14 show ipv6 dhcp relay information option format-type
slssBtcOY j ded W

[ OdzdzO" CtsBOdH O dMftsd LEjlshmw Hdw

SlstsBtcOy 4 dzd W

SlstsBtcOL Is!

Ztctso dgw

flesWddj2 O

sksB©eOL dls! sl ddd O

fesWddd Opt i

kdf O Wtdo

show ipv6 dhcp relay information option format-type [interface INTERFACE-ID [, | -]]

] OOd) ster

interface INTERFACE-ID ({fydsdzOdz’Odgte)lsj v I dzlsj e j 2 Mr Ctslk
SstsBtOL dIs! .

, ({fydsdeOdz! dzts) RMY tsdz! L iz Ismw H dzw
ddzlsj oW j 2 Mse d dzd tSlsH j dzj ded v Hd G
fteJHr HEP jEes. 1B jdzr Ht d f tsMmdzj

- (LT ydBsdod dabs)

RfMY sdz L k2] s d OHf i
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dazgls j oW j2Mse. JwsBjdr Hts d § shdj

1 5 k& di3tsdzy Oded ®
14d1s.

tdNdds 99BHO CSdOdzH '
EXEC Mode

RMftsdz LsoOdedj S BABROdzH T
RMIGSd L2l HOddEz! CtdkOdHE, ylstss' slse©OLdls! kdf Wstdol

) od d3j te
] HOEkzsd § &PBPEEs, { € 0C slsewOLdls! Idf WstedOO DHCPv6 Re

Switch# show ipve dhcp relay information option format-type

ethl/0/1
Remote ID bind profile: 1

Total Entries: 1

Switch#
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20.s s 30 d&n tzd j dak i@k Discovery Protocol (DDP)

20.1 ddp

[ OdzzOY CEROBHO dMysd LiEzjkMw Hdv kséts, yksses' o¢d ydls!
ECOLOddz 7 §tlsORY ¥ kS 56§ i€ dpg jzdels © DDP o ®dyf sz L 22 10sj fys W

ddp
no ddp

] OLO®] ster
1 4.s

1 5 bk Btsdzy Odzd s
15 EdisdzyOdzd® HOdzdzOv tsf ydw o ¢ dzs Y4 dzO.

t d X dodp SHE @& B3O dzH T
Global Configuration Mode
Interface Configuration Mode

RMfsdz' LsoOdedj S BAdROdzHT

RMMfsdz: LE2I] HOdzadztss ¢ sa@dizHiwofls! / sIs € dzs yd s+ WikdeC yds ¢ dzd j daks
WdLduimMSsd §stekt.

( Mdzd 2O § tstelsk tslsC dzs yj d20 Wkdz2S ydw DDP, HOdzdzr 2 ¢ stels-dzj Bzl
Msseh jddy. 1 sdzyj ddgtisel gt d cDmf tsmisteOdz & Isyw j dr' daEsddss 01
H t5d34 dzO.

lted d3j te

] HOdEksd ftddjt §s6O0LO0ds, COS oCdsydls! DDP c¢dtssOd dfs.
Switch# configure terminal

Switch (config)# ddp

Switch (confiqg) #

| HOdzdzs B fteddsjtej § t5C ODRUMES, | K@Kk 01S. dzs y d Is

Switch# configure terminal
Switch(config)# interface ethl/0/1
Switch (config-if) # ddp

Switch (config-if) #

20.2 ddp report-timer

[ OdzdzOW Csd3OdzH O dgdmf sdz! L zj Isfmw H dzw ZOMmistets2 € d d dzls j toco O dzC
Mot h j dddDREJReport. 1 dzv otLoatOIO ¢ dOMbits2 O nh.t EkdBsdyOc

ddp report-timer {30 | 60| 90 | 120 | Never}
no ddp report-timer
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) OO ster

30 VEOYdIsy, ylbter EMksOdsoadls! ddasj tco
60 VEOYdIsy, ybser EfMOdssdls! ddisj e
90 VEOYdIsy, ybser EfMOdssdls! ddisj e
120 VEOYdIsy, ybser EfMOdssdls! ddisj e
Never VLEOYdIsy, yltser dzf BGlsfttOodzwlis! Mk

1 5 kdssdyOdd ¥
1 2O dzd j § 5 ikBd9s dinyjCdizfdzH .

t d X dodp S @ B3O dzH T
Global Configuration Mode

Rff sdz L soa Odzedj Ctsd3OdzH "

R sdz' L E21s§ H O dzdzlz ¥ Ctsd30dzH Iz, Ylstser dZzoMmistetsd Is 4 ddzls j o O
Msseh jdzdwdd DDP Report.

) tod i3) o
] HOddzsds fteddsjtei §SCOLOdS, COS kfsOdssdls! ddisjtees Ok 60

Switch# configure terminal
Switch (config)# ddp report-timer 60

Switch (confiqg)#

20.3 show ddp
[ OdzdzO" CHBOdH O MY sdz! detpy Sip@Mistizs | SBISBORBORP S sBBzsOlE,] .

show ddp [interfaces INTERFACE-ID [, | -]]

] OO ster

interfaces INTERFACE-ID ({fTydsdzodldg)dls | ddzlsj W j 2" , Ck
SstsBtcOL dIs! .

, RfMMYtsdz L izjlsw Hdv §jtejudmdzjdadw ¢
SlsH j dzj ded v HAfd@SjGatisid®CNtse s ftejHT H
d ffd LOfwilss?2 djHs]khsdd .

- RMMfsdzr Lzjlsmw Hdzw tBGL &BBOYJ ddw HJC
Hs d ftsfmdziy HIiWdMO dej Hsf Z2Misd d3r .
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15 ZdisdzyOdzd s

1 d.Is

tdddds aosHO Ctsd3OdzH '
EXEC Mode

RMfsdz' L soOdzed] S tsSdBBOdzH T
RMitsdz! L2215y s0Odaezlz yYlstse' lssBteOL dls! ddeW stedsOyds s DDP  dz

) od d3j te
] HOddksd ftddjtc §sCOLOds, CO¢ sktBtOLdl! sBhEY dd¥ steds

Switch# show ddp

D-Link Discovery Protocol state: Enabled
Report timer: 60 seconds
Switch#

| HOddsd feddkjtt) §sCOLOds, $OC sksBOLdl! Jdistdoyds

Switch# show ddp interface ethl/0/1

Interface State
eth1/0/1 Enabled
Switch#
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21. s 5 di3O ddBdmain Name System (DNS)

21.1 clear host
[ OdzdzOVY Ct5BROBZHO dMftsd LEjlsmMw HdizY EHOdj ddY HdEZOBdYj MSd d
User Mode.

clear host {all | [HOST-NAME]}

) OO ster

all VEOYdIsy, vyl EHOddI! ofMmj L OYfdfr

HOST-NAME ([fydsdzOd ds) vSOydlsj,Odadess "H dlsc
dLEuj dedzk® L OfdMm' kL &O.

1 5 I d3tsdzy Oded ®
1d.Is

tdydds aosHO Ctsd3OdzH T
EXEC Mode

RMfsdz' L soOdedj S tsd3OdzH T

RMftsdz L2y HOdzdzke®s CBB8BOdzHE, yYlkstsBr EHOdddIls! L Of dfMm! L dzO
dLEyjd DNS Resolver ddzd Caching Server.

lted d3f to

] HOdzdetsd3 ftcd d3j tej ff =€ OL Odats, COC EZHOddIs! HddzOdzd yj MSd duLk
ZL dztsoe .

Switch# clear host www.abc.com

Switch#

21.2 ip domain lookup

[ OdzdzO" CEBOBRHO dhmitsd Lizjkmw HdY oCd yjddw DNS, vykt {1
Name Resolution. 1 d&e@Q ®id&deaRoygjddechns fif Gsdidmo.z21sj ! W sed3s?

ip domain lookup
no ip domain lookup

1 OtlOd3j Ister
1 d.Is

1 5 & dsts dzy O dzd
165 ERsdyOdds HOdEZOw WikdSydvw i ds yj dzo.
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t d X dodp SHE G GROdzH T
Global Configuration Mode

RMfsdz' LsoOdzdj S Bd3OdzH T

RMftsdz' L 2215 H O dzdzlz ¢ ¢ ts di30 dzHl bz, dzC Dpkfidsre Nameo Redptutipd. DNS Resolver
sk ttOodM] txks@g ¢ OL O dddgne?Server. [ Iso jIs, lsfyjr zOj 5" 2 Name Server,
g sdz' LsoOdz Hazw tslso jIsO dzO fsfdzjHbkshdj L Ofteshr .

1 tod d3d to
Il ftedd3j tey T 8COLOdts, COC oCdz¢ ydlson W zdz¢ yd¥ Domai n Name R

Switch# configure terminal
Switch(config)# ip domain lookup

Switch (confiqg) #

21.3ip host

[ OdzdzO" CtshBORHO dMysd LizjlshmY HdkY dOmses2¢d MsOldyj NS 2
OHtejMO o kOBdIY)] kLdAEss. [ d¥ kHOdj ddw mMsOkdm MSs2 L OY dM

ip host HOST-NAME {IP-ADDRESS | IPV6-ADDRESS}
no ip host HOST-NAME {IP-ADDRESS | IPV6-ADDRESS}

) OOk ster

HOST-NAME VLEONdls] d&Y kL d&O kfsts2imise O.
IP-ADDRESS VS Oy dls jOHIEPVIR EMlstes? e O.
IPV6-ADDRESS VS OY dlsjOHEPVIP Efstes? Mise O.

15 ZdisdzyOdzd s
1 4.Is

tdydds aotsHO Ctsd3OdzH T
Global Configuration Mode

RMY sdztseo Oded § ¢ S5d30dzH '
RBY kL d&zO, ECOLOddztsy o 1 Iss?2 CtsdBOdzH], HEBdydets BT Is! Y SHASH!

1 ted d3d te

| HOdGdsds ftoddjtej §sCOLOds, COC &Omistesdls' L Of 't fiddo W
192.168.5.243.
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Switch# configure terminal
Switch(config)# ip host www.abc.com 192.168.5.243

Switch (config) #

21.4 ip name-server

[ OdzdzOY S EROGH O dMf sd s £IEhOH W) tNS-f) 2@ byl t O dzv ZH Odzj dzq
MedW e ztod ONS-Hizizs FE QY sz L 22 s jrig: W s tc s 2

ip name-server {IP-ADDRESS | IPV6-ADDRESS} [{IP-ADDRESS2 | IPV6-ADDRESS2}]
no ip name-server {IP-ADDRESS | IPV6-ADDRESS} [{IP-ADDRESS?2 | IPV6-ADDRESS?2}]

) ®OM ster

IP-ADDRESS UC Oy dPB4OH tc PNIB-fj o j 6O
IPV6-ADDRESS UC Oy dPEGIOH tc PNIB-f j o j 6O
IP-ADDRESS2 LS O ¢ lsjsEIBA-OH tc PNB-fj too j t6 O
IPV6-ADDRESS?2 VS Oy @ lsjstdRVB-OH tc PNB-Ij 8o j 8O

15 EZdisdzyOdzd ¥
1 4.Is

t d X dodp sSHE @ B3O dzH T
Global Configuration Mode

RMfsdz' L soOdedj S tsd3OdzH T

R sdzr LE2Is] HOdzdzk® C5BOdzHEZ, ulfsed | Hf sogMdd ziidigs) GO dzP N &
slso jls ©fipj teNjSte©, BEHJjIs BlsftcOodzjdz L Oftetsm dzO Mmdzj Hizs h d2 MmJt
BlHjls f tsdzlz fpj das'jNafedSfrverzy §j MesdW dekzodeseods , Ists Mmjte jter ,
fsLyj, BEHEIS HtSBOO dzj df SY B HMBC Ol tcog ®sHame Server | Pv¢

) tod &3 te
] HOddzsdB fteddsjtej S OL OdDNS-HPE LYt deW6PC Bie dliSEle @Is5001: 5 :

Switch$# configure terminal
Switch (config)# ip name-server 192.168.5.134 5001:5::2

Switch (config) #

21.5 ip name-server timeout

[ OdzdzO" CtBORHO dMysd LEjlsMY H kO KisQizVHidek tNoayed S edzOngj rdzd W
ZOMsts2C OB 5 EBsdyOdd: mehfsd Lk22] M ¥ stdBs?

ip name-server timeout SECONDS
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no ip name-server timeout

) OOk Ister

SECONDS LEOdIsj d3H@E tipg] otej BB Y dHOded W
Name Server.1 sfplszf dz" 2 HJOf OL sdz L dzOyJj da

15 ZdisdzyOdzd s
1 20y d dzd §  § 5 T3t fCxidgHT

tddddz 99tHO S d&3OdzH '
Global Configuration Mode

RMftsdz LsoOdedj S BABROdzH T

R sdz' L Z2Isj H OdzdEmsr CoOfsdipitda] s’ YIlstzOC fnd 3O dz! detsj L dzOyj dedj o to,
ZCOLOdzdesets Name Server.

) od &Bj o
] HOddzsB fteddsjtej §sCOLOds, -EALO BS @z dzHL. zOYj dzd j 0O2 &3

Switcht# configure terminal
Switch (config)# ip name-server timeout 5

Switch (config) #

21.6 show hosts
[ OdzdzOW Ct5dBBOdZH O dMfsdz Lizjlsmw Hdzv lstsBteOy jddw dOMistetsj ¢ D

show hosts

] O3] Ister
1 4.Is

15 ZdisdzyOdzd s
1 4.1s

tddddz 99tsHO S dB3OdzH '
EXEC Mode

RMfsdz' L soOdzedj S tsd3OdzH T
RiMfsdz L E21s] HOdzdzky CBRROdHE, yYlstser lssBteOL dls! ddaW stedzOy '

1 ted di3d te
| HOddzsdE feddsjtej §sCOLOdRS, $OC shktB®OLdl! Jd¥ sedkOydy 6
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Switch#show hosts

Number of Static Entries: 1
Number of Dynamic Entries: 0
Host Name: www.abc.com
IP Address: 192.168.5.243
Age: forever
Switch#

21.7 show ip name-server
[ OdzdzOY Ct5BOdH O dMfsd LizjlsmMy HozY GltBteOy jddY dOMlsesj ¢ D

show ip name-server
1 Ot O34 Ister
1 d.Is
1 58 EdsdzyOdzd ®

1 4.Is

tdddds aotsHO Ctsd3OdzH T
EXEC Mode

RMfsdz' L soOdedj S tsd3OdzH T
RN sdz L 22Isj HOddzz® S tsBOdHE, yktse' kOl dlk! dd¥ sStekOYJ:

) tod BB to
] HOddzsB fteddsjtej §sCOLOdS, O chksBwOLdlk! Jd¥stdkOoyds

Switch# show ip name-server
Static name server:
192.168.5.134
5001:5::2

Dynamic name server:

Switch#
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22. sBdB3OdzHT ftoj HESlsRoBON j dzgdw OlsOC

22.1 dos-prevention

[ OkzdzOY CdROdHO dMitsd LEjlmw Hdv oCd yjdd® d &OMes2Cd
Prevention)imO ruatOufjelzgty 5 E@tsdyOdeds Hdzw ftoj HisSlsateONM j dad
W st R

dos-prevention DOS-ATTACK-TYPE
no dos-prevention DOS-ATTACK-TYPE

) OO ster

DOS-ATTACK-TYPE VC O dIsj flstesC iz, qHj dzls (Mg, y d ekts 8
B sBRGHdBE dZOMstsdls! .

1 5 Iz desdiay
165 ERsdyOdds ofmj §BHHjtydoOjd j Isdfr DoS ls§ dzs yj dzr .

t d ) dodp SH G 3O dzH T
Global Configuration Mode

RMfsdz' L soOdedj S tsd3OdzH T

RMYf sdzt L 22 Isj doS-pregendmnzDOS-ATTACK-TYPE Hdzw 9o Cdzt yj ded™w o dzOfMistets?2 € «

ftoj HSlsotcON j dzgd™w OIsOC DosS IH]dfvO flstiCH jRinj Szdasdzd Hdzw o fMmjn f St

[ irnOddL a3 ftoj HisSlso tcON j dad W OlO¢ DoS (M tsmisOs dzj dzd j d

Of f OcOlsdetsets tsB j MY j Wi ded W .

Ttod oCdzs yjdzdztsds ftoj HslsoteON jdzdd OISOS DoS (td3dizlsOlstste Mtsh ts

f sk jrdslsw BT tHJdz ¢ OkOSEkeEhd2é f0O0C 1S

RMY sdz' L 22 Is jno Qos-@g&vemtién allH dzv  sIsC dzé yj dgd ™ d3j = Odzed L d30D0§ gzt Sls 9 to (

ofmdn fBsHH]Jtey Jo O &3 A sdf so . 1 md ZOoMmMistets?2 Cd BEHEIS otsLots

sftejHjdjdedzr = Isdfitse OOC.

ddzj HEE h fif cs@lstcOdzj dEES-PIsBY fBsckzls BT Is! B dZOKEZY jdf BBd hddz

1 Blat: HOdzdz" 2 Isdf OlOSd oCdz6s yojls o MmMjevw GlsfteOoslk kMl

TCP/UDP, tcQodzr 5  tstelskz dzOL dzOyJ ded v . Clss dBsyjls fomdzizy dls
BHi&j BBIs! MOBs®BE Mmjisj.

f Land: ©OlOSO LAND pCdzs Yyojlk o MPOC | sk§ tcBo O tolf fplstdss Affij
@OL dzOYj dzd W, ©Oody &5 OHEj Mk kMbts2mseoO. Skt &syjls &
BEHjls dzjftejtcr odgs mlso j yOlk: MmOdksdz fje,j.

 TCP-NULL-scan: Mm@%®dePdzdj HtstelsO f dMftsd LtsoOded j &3 tSftejH ] dzj
fsidzj Hs9 Olsj dz' desfls! ydMmjdz tsls 0 d daj MsHjtey O dR W dzOcd

1 TCP-SYN-fin: MCOdzdtetseo Odzdj (o0 f dhMfsd Lso0ddjd &f6]H
" &z0cd SYN d FI N.

 TCP-SYN-SRCport-less-1024: MC Oded tfoteddE] jff dMf sdz! L soOded j &3 tsftcjH
fsHjtey O d8  § 5tk ORAPls =y ddiEO® 0S Y N .
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 TCP-xmas-scan: MC Odzdtctso Odzdj HtlsO f dhHisd LseoOddj B3 s tc]!
fsfdjHso Olsjd dshls! ydmjd sl 0 d %¥d&ocd Urgent (URG),

1 Ping-death: H Odzdz’ 2 Isdf OLOCd dO CtBf’! sljte oCdzs yojls o fMj
otoj HsdesMdzE Of cpMB®g SR ! ¥ 5] olz. FLBO fyaish Otc O =fjldc0 o pdv njds 6
Bdescdj SR silsjter dzj wEOfEsOMNf HozdgOldsde pisdy " J , U o
cOL o3j #f QfIsSPO (65535 BO2I)-L Offtistffic@o EOCHdHMgOL BBj 8O BB

CodRf ' slsjto dzOL dzOyj ded v . s O¢ f tc Qo d dzts, HOdzdzr d3 MBS
oMy sdz' L 59 Ols! MW -f Clsjtlsed®d ot€ @ dpjitasygds 6 5536 BO2I dzj HsY Efls
floslbts sdzlz, datw s ALOjLlak| @S dBisy dets lsfwOoadls! , jMmdzd dz B

fcolsttedzs? Mttty TO0CjO0 BEWjte St vlsjteO® d@sydls f 4t
v Mdhlsj " .

I TCP-tiny-frag: fted OIOGC)] Tiny TCP Fragment dmitsd Lizjlsmw Wi
BOdg ¢ dn WtcOcd3j dzlstsa,0c gtesa ¢ TEPdz o SlsH j dzt desdz WtcOGd
fsLosdzw jls jBBE tBts2lIsd ftese jtocClz RBOwh cklsdL Olststc® d o' § &

1 Smurf: L dztslz 3" h dzj dzdzd € Slsf tOo dzv § Is Btsdz' h s+ O Qetisdpdsw) M ldzadrt
hdtesCso N Ols jGip g A H BEPTs WdEplst © OlsOS ks hdr § OCj-GB] Mtslse
Ndtlsor . [ fmdzd BOhtkzlsdL Otc Blsf tcOo dzv j IO HIddg G, d o fifg© kL (dn
Liss2mjllPd BEZHEI e j-9@OIKY M GMBISd&EZD . | P

9 tcp-syn-rst: TCPf ©OC j s M WdzOcoOddd TCP SYN d HEST vdcdrwemdsipwe dztz
FetesL 2 BjLBf OMdesilsd.

T Al efj orhjfjtjudmdzjdede j Isdgr .

1 ted d3j te

| HOdzdzs s feddsjtej §sCOLOdS, SO oCd¥ydls! &jROddLd fjHE
Switch$# configure terminal

Switch (config)# dos—-prevention land

Switch (config) #

] HOddsd ftddkjt] §sS0OL0ds, COC oCd ydBoS Hdgy R GHEJACH offiig
fBHHjtYdoOj 3" » Isdf tso .

Switch# configure terminal

Switch (config)# dos-prevention all

Switch (config) #

] HOdEgsd ftddhjt] §sCOLOdks, ¢O0¢ slCdydls' &jnoddLd {§t
fBHHjJtYdoOj 3" » Idf tse .

Switch# configure terminal

Switch (config)# no dos-prevention all

Switch (config) #

22.2 show dos-prevention
[ OdzdzO" CBBOBHO dMfsd Lizjlsmw HdY §odizyjddy dJdVvsttdoydd
mMesllsmiseazs h drn Muilsyds on.

show dos-prevention [DOS-ATTACK-TYPE]
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) OO ster

DOS-ATTACK-TYPE ({0 ydsdzOdz! dzts) VLEOYdIsy Isd{ Do:
sSlstsBtcOL s+ .

15 ZdisdzyOdzd s
1 d.Is

t d X dodp S G BROdzH T
EXEC Mode

RMfsdz' L soOdedj S tsSd3OdzH T
[ OdzdzOW C s BOdzH O  ( fftfistsizl WL bigalofy wq datidsvte BOyd d 5 MisOlkMmj ftjHks

) od d3j te
] HOdEksd ftddjtc §s6O0LO0dks, COC shktBtOLdl!' JdisedOoyd: 6

Switch#show dos-prevention

DoS Prevention Information

Dos Type State

Land Attack Disabled
Blat Attack Disabled
Smurf Attack Disabled
TCP Null Disabled
TCP Xmas Disabled
TCP SYN-FIN Disabled
TCP SYN SrcPort Less 1024 Disabled
Ping of Death Attack Disabled
TCP Flag SYNRST Disabled

TCP Tiny Fragment Attack Disabled

Switch#

] HOdzdesds feddBjtej §5COLOdS, COC¢ thtsBtOLdl! dd¥stedkOy
ftojHElo LOBQEEHY O

Switch# show dos-prevention land

DoS Type : Land Attack
State : Enabled
Switch#

22.3 snmp-server enable traps dos-prevention

[ OdzzOY CBORHO dMisd Lkzjlsiy | nikkd/ b6 @b.SNMEY ©is¢ d
HOdzdzs? CtssOdzh’ oMy tmr LE22Ij M W steds?
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snmp-server enable traps dos-prevention
no snmp-server enable traps dos-prevention

1 OO Iste "
1 d.Is

15 EdsdyOdz s
15 EdisdzyOdzds HOdzdzOwY s ydw o ¢ dzs yd dzO.

t d X dodp SHE @& B3O dzH T
Global Configuration Mode

RMftsdz LsoOdedy S BABROdzH T

[fdzd ftojHislsoteON jdzadj OISOC DoS oS dzs yjdes, CONHTJ fwlis! &ddz
s’ Isd , SOfEBRs OlOSkEshd2 (§0O0Cjl BEHjls fttddwls LO (Il §
HOdzdzlz ¥ C s d3OdeH Iz, yYlstsBr 9 Cdz® ydls! ddzd Bl dzs ydls: lsftcOaClz

) od d3j te
] HOdksdr ftddjt §s6O0LO0ds, CO¢ oCdsydlk' skfwOstlk kwOfs

Switch# onfigure terminal
Switch (config)# snmp-server enable traps dos-—prevention

Switch (config) #
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23. s 58 3O ddBynamic ARP Inspection

23.1 arp access-list

[ OdzdzOW CtBORZHO dMfsd Likjlsfpwy HdY ML HOdY ddd dJL &k dj dzd v
ots2lsd o twjddzsl ARP Loaésguration Mode. g dv BEHOdMjddwY Mmfd
¥ o 3

arp access-list NAME
no arp access-list NAME

) OO ster

NAME VCONdl] ddv MIARBS CF missidy Y Qfzj 5B R 5
[ OCfd BOd dzO% H Y k8B digPeke B dz@ dzO

15 ZdisdzyOdzd s
1 d.Is

tdddds aosHO Ctsd3OdzH T
Global Configuration Mode

RMY sdz' L t5otog@dgH 'S
RA3Y HEsddzs BT Is! Pded COdz dz" o3 MiejHd oMjr MidmMEtses HMskY O
MidmMEO HEeMizfO ECOLOdM LOftjls o HMIsEZyfj oMmjds, CBet dzjls

}ted d3d te
] HOddsd fteddjtc §s60LO0ds, OS¢ d&Ooflstesd®s h ddgd sQf & ismdd.§

Switch# configure terminal

Switch (config)4# arp access-list static-arp-list

w

Switch (config-arp-nacl)# permit ip 10.20.0.0 25°

Switch (config-arp-nacl) 4 permit ip 10.30.0.0 255.255.

Switch (config-arp-nacl) #

23.2 clear ip arp inspection log
[ OdzdzO" CHBBOdH O dMysd LEjlsmy HdY BydmksSd BEWjtcO Y ktcdOdzO

clear ip arp inspection log

1 OOl Iste T
1 4.Is

1 5 Iz d3ts dzy O ded ®
14d1s.
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tdiNdds aotsHO Ctsd3OdzH '

EXEC Mode

RMfsdz' LsoOdzdj S Bd3OdzH T
[ OdzdzOWO dgHED; d MY sdz' L Zjlsw Hdzw tsydmksSd BEWjttO Y EtedzOdZzZO ARP

) oq B t
] HOdzdzs s fteddsjtej §sCOLOdS, 0 sydmlsdls: yktdOd ARP I ns

Switch$# clear ip arp inspection log

Switch#

23.3 clear ip arp inspection statistics
[ OdzdzOY Ct5BOdH O dMfsd LizjlsMw HoY EZHOM] ddY mOdds 7 MlsOlsd M

clear ip arp inspection statistics {all | vlan VLAN-ID [, | -]}

) OOk ster

all VEOYdIsj HdAzv BEHOdz] dd v Dyn@mzdgRFInsigiank
H dzv  avVipANR
vlan VLAN-ID vEOYdlsyj VLAN dqdzd HdOf OLtsdz VLAN.

, ([fydsdz0d ds) RrRMYyBd L k] lshWsdadvd o
qzd tskHjdjddY HJOfOLBsdRO VLAN s
fsmdj LOfwkts?2 dajHY 2flsdd .

- ([fudsdzOd dzs) RMYGd LEjlshmy Hdw
lesBjdr Ht d fsfd] Hj¥dMO daj HET k2

15 ZdisdzyOdzad s
1 4.1s

t 4 dodp s HE @& RO dzH '
EXEC Mode

RMYds L sSo Odedj C 5d30OdzH "
[ OdzdzO" CtsBOdRH O dMisd LEjlsMW HdY kHOdjddY HOdkd R fMlsolsdfm

}ted di3d te
| HOddzs s fteddsjtej §sCOLOdS, $OC EHOM]l' HOdMD j MsOldhld

Switch#clear ip arp inspection statistics vlan 1

Switch#

201



(S BotHMlse & 1§ Sdb L) kHPAE'D dzt” § BBEEISOBE0 2 kisso dgv
DGS-1250

23.4ip arp inspection filter vlan

[ OdzdzO" ¢ sEBden O MY Hdiv ECOLOdIY mMfdmSo HsfMskzfO ARP, !
fteso jtcCd ARP I nspection Hd&' VLAN. [ dw EZHOdj ddmro. ¢ OL Odzdz

ip arp inspection filter ARP-ACL-NAME vlan VLAN-ID [, | -] [static]
no ip arp inspection filter ARP-ACL-NAME vlan VLAN-ID [, | -] [static]

) OO ster

ARP-ACL-NAME VEOLT 90l ddv MfdMSO Ik ffCKofi]) B
Hs Eflsd 5OW3 2 digdiaBo s dzO .

vlan VLAN-ID LEOYdIsj VLAN, MmMtsftmisOe dzj dadzlz® Mts

, ({fydsdeOdz’ dets)) Is gy fHsde Lz toj ud dzd dzd
qdzd tskHjdjddY HJOfOLBdRO VLAN s
fsdj LOfwlks?2 djHsYfkhlsdd .

- ([fydsdOd ds) RrRNfsd LEjlshY Hdv
B jdr HB d §sfdi HJYdNMO d HisE I

static ydtsdzOdz! dets) v EgBE SHdgsMIsd s

(L{y
ifMdzd fO0L0 fiwHeheLdel PMAC dzj ©OL te

15 EdisdzyOdzd &
1 4.ls

tddds sotsHO Ctsd3OdzH T
Global Configuration Mode

RMfsdz' LsoOdedj S BdROdzH T

[ OdzdzOW Ct5d@3OdzH © dMy tsdz! LEjIsmwyw Hdv ES OL Qudidsy difffdang @ s tofisls
feso jtc¢d ARP I nspection Hdv VLAN. | d¥ SHds?2 VLAN &ty ds
Dynamic ARP I nspect ook j ficso jf uswzizlay j AzeP | 98 VLAN, Hdzw f
fOot" ftodo@®uKYMA PdMissydzdh ®] fifo  [dgfred sy daf € O3  ftetse JjteC d ot
M sMisOoadzj dzdd OHtj MO ftedewr ¢d d LOfdmi?2 dL IkOBddyY" ft
ftesdLotsHdIls! MW, JMmdzd HOddkOW (SHBEOdHO Misdl Jekztdtetss OdzO.

sfdmMed kfttOodzj dzdw HEGMskfsda ARP (ARP ACL) d&iYbBdewdz§ g o
DHCP Snooping. { Mdzd fOCJilsk wWodss LOftejhJdz HsfMiskzd Mt c
slkBtesh j dz { Mdzd §O0C ik dgjvwedss LOftejhjdz Hsfiskzt, sdz BEH]
ftcdewL ¢Sd DHCP Snooping, d Mdzd dzj £ Mezdo dftso ¢ deslzy jdaitsvje datsdztae!
HeMskzdy d ESOLOdts Cdtyjotjy Mzsets ¢staticé, H0O0Cjls BEHJIS
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1 ed &3d te

| HOdhsd foddjtt] §cCOLOds, S$OC ftddhjdds' NfidhHsS ftOs d
® VLAN 10 Hdv DAI .

Switch# configure terminal
Switch (config)# ip arp inspection filter static-arp-list vlan 10

Switch (config) #

23.5ip arp inspection limit

[ OdOY Co®ORHO dmisd LEjkhy HEY &¢tcodkdoyesisenSdtsls st
qazs jteW j2Mj. [ dzv otLoOLO ¢ &OMtes2C O®R Mos EBsdyOdds o

ip arp inspection limit {rate VALUE [burst interval SECONDS] | none}
no ip arp inspection limit

) OLO®] ster

rate VALUE VLSO dIsy BOS M BOdz dats jf OX g drdfsg J, ) IsCotds
Brils! BttOBGBIOds. [ sShMiskfd 2 HdOfC

burst interval SECONDS ({0 yd sdzOdz! dzts) LEOYdIsy tcOL to
fotsH sdzy dIs§ dz' dzts mls dourst o dytfatiaf) in ARP-§ A< j |
 siiskf dzr 2 HJdOf OLtsdz L dzOyJ dzd 2 : sk
LdOyj dedi 65 Eddsdyodd: MmMtsmisOe dzv jis

none LEOYdIsy, Yylstser MCBtetsHIOC j Yigas | HAE
s6teOded YJ dzO.

1 5 & dsts dzy Odzd

[ dzw dzgj HS9 jtojdedzr = dazlsj oW j 2 Mtsoe D Ajls Ot dzts O Bzd 1 j5Sdzdtj O Cfij Ististe ts fiyds
qdzls j tco Odzsdz oM dzj MEC O burst interval o 1 MmiCkdzkE.
[ dzv Hteo jtojdader 7 ddalsjteWj2Mmtse DAl tetcOdedyj ded?2 dzj Is.

t 4 dodp s HE @& B3O dzH '
Interface Configuration Mode

RMf sz Lsoa Odedj ¢ Bd3OdzH T

[ OdzdzO" CtBORHO dhMysd LEzjlshmv dtegs] dio] o dz] BY j ez @
ARPf OC jlsso o MjCkdHlkz ftjorhOjls sewOddujddj J kfdssdw
oM dzj MC O (burst duration), & sOeEdOlsdyj MSd ls¢d* ydls:

1 tod d3d te

] HOdEsdE ftoddkjte] §sCO0LOds, jS OES slEadsips@y ddstsat e daeARRE] 3
fOCjkse o MjSkdHk d ddidsjtcoOdz ftetso jteSqd ddzsjte j2MO HE 5
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Switch$# configure terminal
Switch (config)# interface ethl/0/10
Switch (config-if)# ip arp inspection limit rate 30 burst interval 5

Switch (config-if) #

23.6 ip arp inspection log-buffer

[ OdzdzOY CBOdHO dhMisd LEejlsfv Hdv dOfMses2¢d §O0LOd] st
pELOKOSO ¢ WOMBBsXIOdI: otmfsdioLz2ls] ! ¥ sieds?2

ip arp inspection log-buffer entries NUMBER
no ip arp inspection log-buffer entries

) OOk ster

NUMBER VEOY gl Cddujmbets L OFYdEe dio das jil
1024.

15 ZdisdzyOdzd s
1 2Oy jdedj 5 TB&KsdzyOdad

fiddds aotsHO CtsdzOdzH T
Global Configuration Mode

RMftsdz LsoOdedy S BAdZOdzH T

[ OdzdzOW C5BORZHO My tsd LEzjlsfmMw Hdv dOMstes2C¢d KOS Md BOdz' dzts
1EWjtc YEtcdzOdzO ARP I nspecti on -fhGOjdsfdr .d diWjstdcods @y difs O Csjels , A RfPte t
fotse j te€ Iz, BEHjls GlsftcOQodzjdz o ®BSHEW®E MdMmilsj gdesc s Y Iz to dzO dzC
fteso jtoCd. 1 Mmdzjukzenhdj d0O0Cjkr dL b2 y3ji MimMmdd daj BERZHEIS
ies LOfdMm! o BEWjttd Y EttdOEZO dj BEH,jIs des Oy elzOls d v Mifiad s 1B tzdd
fsmMiskzy Ols? , sdzd dzi BEHEIS L Of dMOdz 9 ) kZztcdzOdz. { hdzd ¢ sdz
sjCkhjets dsdsjtc® LOfdMmd, BEWjte Yy EtedOdZzO ( dzse®) BERZHjIs Byd!

) tod B t
| HOGdtsd ftoddBjte] §ECOLOds, COC dL&jdds' ©OL&jte BEYj O

Switch# configure terminal
Switch(config)# ip arp inspection log-buffer entries 64

Switch (confiqg) #

23.7 ip arp inspection trust

[ OdzdzO" S BOdH O dMitsd LEjlsMY HdY &OL dOYj ddYy HEo j ) ddasc ts
[dzv lsCdzs yjdzdw tojy dBO HBe jtoj dedesets daaej ol j 2 MO oMy sd LIz

ip arp inspection trust
no ip arp inspection trust
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1 OtlOd3j Ister
1 d.Is

1 5 bk dstsdy Odzed
15 EdsdzyOded® HOddZOY sf§fydw i ds uj dzo.

t d X dodp S G BROdzH T

Interface Configuration Mode

RMfsdz' L soOdedj S tsSd3OdzH T

[ fpdzd dazlsjteW j2f dzORBHdIMY o ftsh)istsOUgdls" ,t riutsfyls K H@son] dejj datid 2
dej BEHEI ftose ity N wOESHddY o Mofmisswddd uvhod ulst.ed
fesmiskf Os hdj dz0 fstels d fteddOHdzi O dj VLAN, o Ctbktstes?2 o¢

}ted di3d te
| HOGdsd ftoddkjtt] §ECOLOds, COC &Omkstsdls! fehmlsswddj Tru

Switch# configure terminal
Switch (config)# interface ethl1/0/3
Switch (config-if)# ip arp inspection trust

Switch (config-if)#

23.8 ip arp inspection validate

[ OdzdzO" CtBORHO dhMysd LkjlsMw HdY ECOLOdIY HS{sdddls]d
SIsC dzé yj dedv HGfsdddlsjd d 7 ftse jasS esmitsd k2] M ¥sied

ip arp inspection validate [src-mac] [dst-mac] [ip]
no ip arp inspection validate [src-mac] [dst-mac] [ip]

] OLO®] ster

src-mac ({0 ydsdzOdz! dzts) VLSO dIsy HARP-L @ctsis fi)
slso jIstse, O LOCYJ f) ts Oz @y OO dzdzy I
L O¢ ts dzEtlefngtn [ o tc ] Misd3 d ) BRPU dafts@ztse
dst-mac (JfydsdzOd&'Odet)lsj v Hdzw fese | toBE o jflodr

sOCyJ Mtsc dzO M s o dodadsy fiffd  dffindisus y dzd € O
Et her netOHfig jfisuds dMissyded $© o ARP 1

ip ({0 yd sdzOdz! dzts) VLSO dIsg H dzW ftotse
ZOdzd udd daj Hsf kfMisdB = J-Owidg ) G
H dzw fteso j € d H s fAfidsififgs M lod LIORS ts
ltioso jtow s KCve j Hf® dMmistsyded € O -L © fste tsenf
Slso jIsOR, -OHdsj i)l P dzOL dzOyj daflse jloj . AF
sk tcOo dzv j B-QHtegz®O 1 P. 0. 0. 0, 255,
OHtej MO d3dzts G S OH to f f[fdzts & Is B e @fffi) 'o @@ I
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dmMssyded O ftotso jteWs fOY cBsBOD Mr ts&
OHtej MO dzOL dzOYj dzd " ftetso-jskewy BRPR . Ists

15 ZdisdzyOdzd s
15 EdisdzyOdzd® HOdzdzOv s ydw tsls§ dzs w4 dzO.

t 4 dodp S HE @& BOdzH '
Global Configuration Mode

RM sdz' L so O@edey ¥ € 53

[ OdzdzOW CB5BORHO dMMfsd LEjlsMYy HdY ECOL OddW HBY sdzdzedls | dz
I nspection. VEOLOdzdzr § Htetseojteéd BEHEIL ftesdLoeotHdls! Mw MM
ddzlsj oW j 2fMtse d 4§ teddzOHdzj ¥ O dr VLAN, Hdzv € sisfisded - dedh € @ dijj
fOOiRjlster dzgj ESCOLOd , ofMmd BIydd eoCds yjder ddzd or ¢ dzv yj dz

) od &Bj o
] HOddksdr ftddkjtc §s6O0L0dks, Dal]mnHOddigesydfft®e j Sk [ ¢u

Switch# configure terminal
Switch(config)# ip arp inspection validate src-mac

Switch (config) #

23.9 ip arp inspection vlan

[ OdzdzOW Ct5BEBOdH O dMmitsdz Lizjlsmw Hdzvw o C dzt yj dzdjwdzd® yan avhii AN . A RyPdz
sls¢ dz yj dzdw Dynamic ARP I nspection nodzv VLAN otmftsd L E21Is,

ip arp inspection vian VLAN-ID [, | -]
no ip arp inspection vian VLAN-ID [, | -]

] OLO®] ster

VLAN-ID veoOydlsjy VLAN, Hdzw CBlststets? dzj 5Bt
W Iz dz& y d P Inspdrtion.

, ({fydsdzOdz dets) RMEtsdz L lzjlsw wHdzw o
ddzd lsHjdzjdzdw HJOfOLEBRZO VLAN Gls
fsfd LOfwlss?2 djHsfkhlsddg .

- ([JfydodzOdz! dets) R tsdz: L lzjlsmw 1 BWAN.
ltsBjd Hts d fshapsdii dnO djHts]k

15 ZdisdzyOdzad s
1t EdisdzyOdzd® ARP I nspection tlsCdzyjded Hdizv ofypjr VLAN.
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t d X dodp SHE G GROdzH T
Global Configuration Mode

RMfsdz' L soOdzed] S tsSdBBOdzH T

[ ffdzd VLAN 9oCdzs yjd®O Hd" ARP InspetfORgb!, {&&df gOB: fvOC p
LOftesMO d fslHedijlsi@ dfjtc (VdeOAN d tslsftcO@o dzj dzde’ | dzO dzj Hiso j toj da
ftcdow L-SOMACP [-Qutcj MO dhmiss@dedey MOd dMBsyded S O daj ©OLtj " j da
sOBdzdyj 2 fHtedeowL ¢d DHGCH j9smo mepziHrizgs, tASRBRetsh jdz@ . 1 sd3ddi3ts ftetso
smikhgdkls: Mw BEHJjIs Hfdddlsj d dov ftse jtttO, tfftjHjdj B0V

1 tod d3d te
]l HOddtd ftedd3jtced fSCOLOds, COC oCdz ydls! ARP I nspection

Switchf#fconfigure terminal
Switch (config)# ip arp inspection vlan 2

Switch (config)#

23.10ip arp inspection vlan logging

[ OdzdzO" C®OdHO dhmitsd Lkjkhy Hjdvself omliytezdj  dsHfadal  @j0s
(kscdese Ol Mw) . [ dv otLOoLOO € dOfMis2 S Ok 5 bk &sdyodd®

ip arp inspection vian VLAN-ID [, | -] logging {acl-match {permit | all | none} | dhcp-bindings
{permit | all | none}}

no ip arp inspection vian VLAN-ID [, | -] logging {acl-match | dhcp-bindings}

] OLO®] ster

VLAN-ID LS OY JIAN, Hdzv CBlstets?2 dzgj 5B SH d B
WedeCyde EZftcOodzj dzgdw dztsedtetso Oded § 3.

, ({fydsdadyfdes L 24 Isw Hdv §jtej udm:
ddzd tslsHj dzj dzbzOH ¥QA® tsls fjH' HEN
ftshd LOfwlts? dzj HisY ZfMlsddsr .

- ([fydsdod ds) rRNfsd LEjMy Hdv
letsBjdr Ht d ffd] Hj¥dNO djHs]Lk

acl-match LEOYdIsy Ctedlsjtedd dtscdteseo Odzdw HdA
COL ]y jdde' = jdzOmffdEg dedv Mts MY«
HsMmiszf sd3 ( ACL) .

acl-match permit LEOYdIsy H dzw dzsc detso Oded v, cOL tgj h
MfdmMStsds EftcOo dzj dedW HEBMIskzYf sds ( ACL

acl-match all VCOYdls] HA&Y dEscdessOddY, ©OL 8]
MCtdt e ktodtotse Bdgaz Bt B Nd v HEsMisk
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acl-match none VLEOYdIsy, Ylstser silsd3j ded Is ¢ zse d ot
Mseaf OH j dzdv Mt MidmMEsd k2§ tcOo dzj dzd W
dhcp-bindings LEOYdIsy Ctedlsjtedd dzsedteso Odzdw Hd
tOLtcjh jdedgr » 20 Shdzf s oMM s & KOH DEETYE
dhcp-bindings permit LEOYdIsj HdAdwW dscedtotso Odedw, tOLtjh ]
dhcp-bindings all LEOYdIsy§ H dzw Izsec dtetso Oded v, tcOL 6§

fedowL G2 DHCP.

dhcp-bindings none VLEOYdIsi, yYltser wlsdj ddls! ds cajtd g odd
dqdzd LOftejh jdzder =m dz0O wsMmdzsej fHtedowL

1 5 kdgtsdzyOdad ¥
IfMj LOftejhjdede §j d ftlkBtesh jdgdzr j] §OCjIsr dzscdtelks smw.

t 4> dodp s HE @& &3O dzH '
Global Configuration Mode

RMftsdz LsoOdedy S BAdZOdzH T
RN sdz L 22Isj HOddzz® S tsBOdzHE, ylstse'™ 0§ dzedrfs ' dztscizffte tsals@ oz judd.

1 ted d3j to
] HOdgdesd3 Hted dzsd ted § 5 OL Odets, COC dOMmlstetsdls+ ARP I nspecti
NtedzOdz dz0 tsdeso j] M dME O EZftwOodzj dedw HEsMlskzyfsds ( ACL) .

Switch# configure terminal
Switch (config)# ip arp inspection vlan 1 logging acl-match all

Switch (config) #

23.11 permit | deny (arp access-list)

[ OdzdzOv S t5BOdzH O dint Btizs Odr gz gl ¥ j Py  d dzd  u O tef fief® AR dzj dzd W
LOYfdMd esmMitd LBAS) M Wstdks?

{permit | deny} ip {any | host SENDER-IP | SENDER-IP SENDER-IP-MASK} mac {any | host
SENDER-MAC | SENDER-MAC SENDER-MAC-MASK}

no {permit | deny} ip {any | host SENDER-IP | SENDER-IP SENDER-IP-MASK} mac {any | host
SENDERMAC | SENDER-MAC SENDER-MAC-MASK}

] OO ster
ip any VCONdI)] HA MY shls @edejdd ddpisesaydis

ip host SENDER-IP LEOYdIsy Hdzw M tsMisOo dzj-Gze ¢ | ) @ d didls
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SENDER-IP SENDER-IP-MASK v € Oy dlsj Hdv M sl Oodjeddpso ¢ etk

f sdzgsh + & Bdlstso 52 BOMS d (bitmap)
Moslse jIsmMiseze h d2 L dzOyjded® BdlO 1
Hd&v-OlHRs ] MO.
mac any VEOYdIsy HdAdv M shis Oy telddyO dzf fi ldstE s
mac host SENDER-MAC VLEOYdIsyd H dzw My sMmisOe dzj dzad ¥ -O H jeH

distsydd S 0.

SENDER-MAC  SENDER-MAC- S Oy dlsj Hdv Mty sils0s @fjdkd'ht e o i
MASK fsdsh s  Bdlsto thitmapkOMClidetsg j oW ls! fw
fsslse jlsisokzs h 2 L dzOyj dadests HEO( lds@s Is1

Hdzv [GHdutc | M O.

1 5 kdgtsdzyOdad ¥
1 4.s

t d X dodp S @ B3O dzH T
ARP Access-list Configuration Mode

RMi sdz! L 58§ 8@dgP glzH T
RM sdz! L 22 Ispprmisgny,dsylstse’ CsBOdZH O tOL toj h d dzO
ftoseo jtocC 2 5 f tojdudz@udg dd3 f tcOo

) od Bj
] HOddksd ftddjtc §sCO0LO0ds, ¢0¢ &Omsesdls:

Switch# configure terminal

Switch(config) # arp access-list static-arp-list
Switch (config-arp-nacl)# permit ip 10.20.0.0 255.25¢
Switch (config-arp-nacl) 4 permit ip 10.30.0.0 255.2

5!

Switch (config-arp-nacl) #

23.12 show ip arp inspection

HefMisky thlsod

My dmMts¢ HsMiskzy

[ OdzdzO" CHBBOBHO dhfsd LzjlsMY HdY slsetOyjddY MisOkkzMO DA

show ip arp inspection [interfaces [INTERFACE-ID [, | -]] | statistics [vlan VLAN-ID [, | -1]]

] OOd) ster

interfaces ({fydsdzOdz! dets) v G OYdIsy Hstels dqdzd H

INTERFACE-ID ({fuydsdzOdz! dzts) VLEOYdIsg
SlstsBteOL s .

ddzls j oW § =
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, (Y yd sdzOdz! dets) RMY sdz’ L &z jdsdiyw  dajdiyS
ddzls j oW j 2 fyse  ddzd tSlsHjdzj ded™w  H G
fejH' HEN jes. lsBjdr Ht d f shdyj

- ({fydsdod dis) RMYsdz LizjlsMmw  Hdzw
qazgls j oW j2Mse. JwsBjdr Hts d § shdj

statistics ([ Y] cdz0O&OdEPjls HOdd j mMisOlsdmlsds

vlan VLAN-ID ([fydsdzO&odkE)sj VLAN ddd HJOf OL ¢

, ([fydsdOd ds) rRNfsd LEkjlshY Hdkv f
qdzd tkHjdjddY HJOfOLBdRO VLAN s
ftsMmdzj LOfwiks?2 daj HisY Zflsd d3r .

- ({fydsdzOdgtfdgtl) L Ejlsfw Hdzw BtSL d&ZOY,
ltesBjdzr HBs d ftsfmdz HJjWIMO dajHBY E

15 ZdisdzyOdzd s
14 1s.

t 4 dodp s HE @& B3O dzH '
EXEC Mode

RMfsdz' LsoOdedj S BdROdzH T
[ OdzdzOW CHBOdZHO M tsdz LEzjlsmw HdzY SlsBtOY jddy MisOkzmMO

1 ted d3j te
] d@zsd3 fteddij ey HBC0OL Odets, CO¢ 9oCdz¢ ydls: SlstsB Oy 4 dzd |
B' d&zd SBttOBBISOdZr DAI Hd&vw VLAN 10.

Switch#show ip arp inspection statistics vlan 10

VLAN Forwarded Dropped DHCP Drops ACL Drops

10 21546 145261 145261 0
VLAN DHCP Permits ACL Permits Source MAC Failures

10 21546 0 0
VLAN Dest MAC Failures IP Validation Failures

Switch#

DA

o

| HOdhsd fteddkjt] §sCOLOds, S$OC oCdsydlk' shtptwOyjdd]

B’ (zd 5B tcOBAHsIWz o I & QIAK.d o dzr 7
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Switch#show ip arp inspection statist

VLAN Forwarded Dropped DHCP Drops AC

1 0 0 0 0
2 0 0 0 0
10 21546 145261 145261 0
100 O 0 0 0
200 0O 0 0 0
1024 0 0 0 0

VLAN DHCP Permits ACL Permits Source

1 0 0 0
2 0 0 0
10 21546 0 0
100 0 0 0
200 O 0 0
1024 0 0 0

Switch#

ics

L Drops

MAC Failures

[sBGOYOj & j §OOd lster

VLAN VLANID, dz0 Ctlbtstets? Hj2Mmlsekjls ARP |
Forwarded stsdzd yj Ms-§ ®CARBRoe,  jtcj OHtcj Mise Odzde
Dropped stsdzd yj Ms-f ®CARBRo, lsBtotsh jdader = ARP
DHCP Drops stsdzd yd Mis-§ BCARBo9 , sls gOwsAdydedk’ SDodiEhb.
ACL Drops stsdzd yj Msdf ©OCARB SO | slsBtesh j dz8RPAY tefp o

ACL (ARP ACL).

DHCP Permits

ssizd Wi MY O®CARBRBYO,
Snooping.

COL]h jdedzr & kO

ACL Permits

stdzdyj mis§ 8CABBD,

ttOL t6j M JARBACL. ff tcC

Source MAC Failures

stdzd ui MsefOCARBS ,
distsydzd S 0.

dz ftetsh j HDh-OR to

Dest MAC Failures

stsdzd yi Msef®O®CARBYD
dZOL dzOUj dzd v .

dz ftetsh j HDh-OR toj

IP Validation Failures

stdzdyj mis§ 8CABBo,

dzgj ftesh jOHE .M t

] HOdzdzts 3 f o oBj to

f5COLOdks, COC oCddydlk' GltsetOy  dadj
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Switch#show ip arp inspection

Source MAC Validation : Disabled

Destination MAC Validation: Disabled

IP Address Validation : Disabled

VLAN State ACL Match Static ACL
2 FEnabled - -

VLAN ACL Logging DHCP Logging

Switch#

[sEBEOY O] &3 | § OOk st

VLAN

VLAN | D, dzO0 SCtsbtstesd Hj2Mlsealkzjls AR

Configuration

4 5 Mis 5 vdadnds ARR IAspection.
Enable: ARP Inspectiontc OB sIs O j Is
Disable: ARP Inspection dzjtc OB 5Is O j Is

ACL Match

RABZY kG OLOdzdzsets M dme O ARH (BRIPAGL). dzd W

Static ACL

1 Ofstes2¢d MsOdujMSsets MFdMSO ki
Yes: MlsOldujmMSd2 MfdmsS bkftcOs dj dg
ZOMs s da

No: MOy ulifnEifsS byftOo dj dzd¥ HEsflsl
ZOMsetsj da

ACL logging

e sMissw dzd § dzsc Jtetso Oded W H dzw f O¢
teOL toj h j dzdz" A ZO0 shdese j fMseo f OH | dz
Hsflszf sds ( ACL) .

None: §OCjlsr, t©OLtjh jdeder J MEdMS s
dd dzsedekzs Ismpw .

Permit: Zzsedtetso Odzd 4§ ftesdmMrtsHdls,
dZOMmistetsj dzdzr &3 MY dMS sd3 EZf cOo dzj dedw H
Deny: dzsd dtetso Odzd | ftesdmnatsHdls, '

ZOMistetsj dzdzr &3 MY dMSsd3 E§f cOo dzj dedw H
All: IZscdteso Odzedd Hdzv o fgelle A OGP st
MfdmMSsd3 EftcOodzj dzdd¥ HEsMskzysd ( ACL

DHCP Logging

e sMmissw dzd J dzsc Jtotso Oded W H dzw f O¢
teOLtojh jdedgr 1 O Bhdese j IsOBdzd yr f te

None: JOCjlsr, wlBtotsh jdzadzg" | ddzd tcOL
DHCP, dzj dztscdtlkzslsmw.
Permit: dzts @ Pdzd § ftesdmrtsHdls, J mdzd

sOBdzdyj?2 ftedewrLCd DHCP.
Deny: dzscdtetsoa Odedy fJtetsdMmeaHdls, | Mdz
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Ztctso dgw

ftedowLSCd DHCP.

All: foOcjilsr,

slsBtotsh j dzdzr j

DHCP, d&scdekzs siw.

qdzd ©OL t

| HOdzdzs B §toddsj toj ¢ w[CsOL sdsts,B €O G daf§ s Mis s dzd W H v § Stels O

Switch#show ip arp inspection interfaces ethl/0/3

Interface Trust State Rate(pps) Burst Interval

ethl/0/3 untrusted 15 1
Total Entries: 1

Switch#

] HOddzsdB fteddsjtej S OLOds,

Switch#show ip arp inspection interfaces ethl/0/1-7

Interface Trust State Rate(pps) Burst Interval
eth1/0/1 untrusted 15 1
eth1/0/2 untrusted 15 1
ethl1/0/3 untrusted 15 1
ethl/0/4 untrusted 15 1
ethl/0/5 untrusted 1
eth1/0/6 untrusted 15 1
eth1/0/7 untrusted 15 1

Total Entries: 7

Switch#

[sBGOY O] & j §OOd ster

co¢

9 Cdz¢g ydis-!

slstsB Oy j dad §

Interface RA&BY ddzlsj W j2MmMO,

O ARRlsspestion © OB s

Trust State utsmistswdzedj ddalsjteWj?2mo.

trusted: H O dzdz"

Il nspection,
ftiesarsHdIsy OolsstedL Oyds .

2 ddalsjte¥ 2
FOS Mk’

w g ozw J Is ﬁ]w

ABRBHEIs HiefMistsoe j

untrusted: HOdzdzr 2 dadzsjteW¥W ji2f wodw jlst
ARP I nspect i-o@§ jloMmjsARPI fftesnSHJ

Rate (pps) ljerndww GcteOdzdyo® SCtsdzdyjfmlsoO® orntHVY

o MjSkdetl.

Burst Interval ] sfpdzj His9 Olsj dz' dgr 2

ddelsj ot § 2MJ

ddzls jtco Odz 9 fMmjCk

OdzOdzdL diolzj s -HEOBESO

23.13 show ip arp inspection log
[ OdzdzO O dgHEX d Mt sz L 2 j Isfw  H dzw
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show ip arp inspection log

1 OtltOd3j Ister
1 d.Is

15 ZdisdzyOdzd s
14 1s.

tdddds aosHO Ctsd3OdzH '
EXEC Mode

RMftsdz LsoOdedy S BABROdzH T
[ OdzdzO% CBEOBHO dMisd LEjlsMy Hdv ltsed® Oy g dz0 da@)H j AR Rl diSrEs

) tod BB t
] HOdzdzs B fteddsjtej §sCOLOMS, $OC oSds ydl! chtstOyjddj BL

Switch#show ip arp inspection log
Total log buffer size: 32

Interface VLAN Sender IP Sender MAC Occurrence

ethl/0/1 100 10.20.1.1 00-20-30-40-50-60 1 (2014-03-28 23:08:66)
ethl/0/2 100 10.5.10.16 55-66-20-30-40-50 2 (2014-04-02 00:11:54)
ethl/0/3 100 10.58.2.30 10-22-33-44-50-60 1 (2014-03-30 12:01:38)

Total Entries: 3

Switch#

[sBGOY O] & j §OOd ster

Interface RA&3W ddzlsj e j 2 MO, 20 Ctslststesdy ftesdL
VLAN VLAN, dO (bt dictsgd@dedsiH.dlsmwy dzt
Sender IP IP-OHtei M dMstsydzd ¢ 0 k dtcedtolkz] 3tects /
Sender MAC fouOHtei M dMssyded ¢ 0 E dtscdilzj B3se B
Occurence dydlsyd¢ Bhjets yYydmdzO dtscdtetso Odzd

fsfdjHdzj 665 Mezydeh j ey dscdiss C
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2 4. s tsdierderRecovery

24.1 errdisable recovery

[ OdzdzOW CROHO dhftsd LEjlsfw H dzw 9§ dzs Y Pards's i30% H dzg | o .
otsMMmlsOdetso dzj dzadj Y tstelsO tod) ,0 5O delf O€Czis 9 | cleflrf WHIORstedS2Cd Reco
osilsOdtse dzj dzd v ) . 15ty Ad@RE dzroW jedzgfv d dzel o fiplstda™=RE O3 §f 5 E Bts
oMy sd L 22 IsjMp: W st ?

errdisable recovery cause {all | psecure-violation | storm-control | arp-rate | dhcp-rate |
loopback-detect} [interval SECONDS]

no errdisable recovery cause {all | psecure-violation | storm-control | arp-rate | dhcp-rate |
loopbackdetect} [interval]

) OLO®] ster

all LEOYdIsy, Ylsse ¥ &z de€ gArpRIs‘c over y H
mMdlskzoyd?.
psecure-violation LEOYdIsy, yls ts BY Iz d&f CudtfitoREls'overy fted

ftstelskz, orLoOddzs?2 Port Security V

storm-control LEOYdIsy , yls s ¥z dak QuatfitoREls‘overy ftod
ftstelskz, orLoOdzdzts?2 St orm Control .

arp-rate LEOYdIsy , yls s ¥z dzak QuatfitoREls‘overy ftod
ftstels iz, 9" LoOdedes? ARP Rate Limiti

dhcp-rate LEOYdlIsy, yls ts Bi" Iz daf QutifitoREls‘overy fted
ftstelskz, or LoOdzdzcs?2 DHCP Rate Limit

loopback-detect LEOYdlIsy, yls ts BY Iz d&f QutfitoREls‘overy fted
ftstelslz, orLoOdzdzt?2 Loop Detection.

interval SECONDS LEOYdIsy 9 tgj d3w 9 i CzdzH OR dzj 5B
f stelsO NS Jifs 9" L o 0Odetzs?2 ¢ OL Odzdz
HJOf OL sdz L dzOyjdzd?2: s 5 HEts 86400
T300 MmJ ¢ zdzH.

15 ZdisdzyOdzad s
1 sz @de§ Wftb-Recovery BwlsCdz yjdzgO Hdzw ofpjr MdlskzOyd?2.

t 4 dodp s HE @& BO dzH '
Global Configuration Mode
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Rf sdz L 590 ©OEAfQ@ dzH '

JhdBC O dzO § stlslz diEsyls@E dedsdls ! fy o' LRBo@ Y SEOGr ity Violations
sO¢ HOdz] | . ltcd oL ddSCdeseo jdedd sShdBS¢d il GlsC dzt yoO,jlsfw,
Hy2Mlse tso Olee shirdowrnf v

Il s Odestotelds ! §f tfd oL ddS deso jdedd BhdBSd dBBsydzs Hobkd3w MY
errdisable recovery cause OH 3d dzd Mistc Olststc BN zlszS gHhHEERgdB YV e y &z0 f Gt
SlsCdzt yjdeder = ftod oL dzdCdzso jdedd CdeCtejlsdzr 7 shdeE. vOC Y
L stsigdgO YO dzO 9 9 j H chisujdoviints d3 O dzen® &hjitdpwn.

1 ted 34 to
J HOdzdzs a3 fteddzd ey f s5C OL Odats, COC bkfMmMsOdztse dlIs Recovery Ti.i
Hdzw o tmMmlsOdzse dzj dzgdv stelsO fted tshdBSCj, orLoOdedets?2 Port Se

Switch$# configure terminal
Switch (config)# errdisable recovery cause psecure-violation interval 200

Switch (config) #

] HOdzdets a3 ff toed digtste j SCHOEC Cot WodizS whlto'-Re covery HdzW otMiMmisOdzsoe dzj dz
shde¢j, orLoOdgdgs?2 Port Security Violation.

Switch# configure terminal
Switch (config)# errdisable recovery cause psecure-viclation

Switch (confiqg) #

24.2 show errdisable recovery

[ OdzdzOW S s5BORZHO My tsd LEjlsfifw Hd&Y lsBtOy Jj ddw d&OfMistetsj ¢ R
show errdisable recovery

1 OteOdBj Istsr
1 4.ls

1 5 EZdisdzyOdzd
1 d.Is

t 4 dodp s HE @& B3O dzH '
EXEC Mode

RMsdz' Lsoa Odedj ¢ Bd3OdzH T
RMfsdzt LE2I] HOdzdzz® CB5RBOdZHE, yYlstsB' ksBttOL dls! dOMises2 ¢ d

) tod &3 te
] HOddzsdB fteddsjtej §sCOLOdS, O chktsBwOLdl! dOMsts2¢d Re
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Switch# show errdisable recovery

ErrDisable Cause State Interval

Port Security enabled 200 seconds
Storm Control disabled 300 seconds
Dynamic ARP Inspection disabled 300 seconds
DHCP Snooping disabled 300 seconds
Loop Detection disabled 300 seconds

Interfaces that will be recovered at the next timeout:

Switch#

24.3 snmp-server enable traps errdisable

[ OdzdzO" Ct5BOdHO dMitsd LEjlsmy Hov stElksy j nytsdsdef dzchX das sy dtsh d
f Stels k.5IS[C d2¢ i s 18 GrooSjdH ts ddnj tlipf2ts dz' L izt tdsc g

snmp-server enable traps errdisable [asserted] [cleared] [notification-rate TRAP-RATE]
no snmp-server enable traps errdisable [asserted] [cleared] [notification-rate]

] OO Ister

asserted ({0 ydsdzOdz' dats) LeEOYdlIsy, ylstser s
otsLdzgd Cdetso jdedd tsh dBSCd dzO f stelskz.

cleared (T ydsdzOdz' dats) LEOY DB gy Isylstee | H S
EMlstcOdzi dzgdd tsh dBCd O ftstelskz.

notification-rate TRAP-RATE ({fuydsdzOdz! dzts) VEOYdIsy Ctsdzduyd Mise
HJOf OL sdz L dzgOyg dzd 2 : tsls 0 His 1C
ZC OL Odzdzts § L dzOy g dzd J , BzHEIS tslsB

¢ te0ded WisdzdW s dzd W Miso & tsls fiZ odg@ujtsdzZ ¢
shdeCj o &Jdkllk wskfklshlse zy Is.

1 5 b dsts dzy Odzd ¢
15 bEdsdyOdsd® HOdRZOY sfydw i ds uj dzo.
sdzdujflsots bojHodd dd2 o 0Bddzsk §& b dsdyodd:*

t 4 dodp s HE @& RO dzH '
Global Configuration Mode

RMsdz' Lsoa Odedj ¢ Bd3OdzH T

[ OdzdzOBOUzH © ) Otc®sdyjeld tefOadeefred o C dz¥ yOjIs ddzd tslsCdzt yojls Izoj
gL d3j dzj dzgdd thdBSd d2O ftstelskz. 1 td ootH] CtBOdH' M tHdddBm d
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Ssdz? €5 EZCOLOdzdz" 2 Isdf ko jHtsdzdzj ded W . asmistsw dzd § Jd daflz HLEzdBO y §
dL 3 dzj dz .

s s d30 dzsinmp-server enable traps errdisable notification-rate d no snmp-server enable traps

errdisable notification-rate o dzdw 6 Is Istsdzs €5 20O d&OMss2 ¢k CsdZdyd Mlso © ko
Msmsswdad] BlsftcOoaCd ko jHtsdRd dd?2 B hdB¢j dO stk

) 6q B
| HOddzsds feddkjttj sSOLOds, $OC oCdfydl' sfcOolk lEOft
%O fswlskz, O OS] kNMsOdssdlk' ®&OSMHddOd dsj Ctsdduyjfsst Is

Switch# configure terminal

Switch (config) #snmp-server enable traps errdisable asserted cleared notification-rate 3
Switch (config) #
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25 . s didasdystem

25.1 delete
[ OdzdzOW C 5RO dzH O d fiigtf k2 j Lctif jwls ffwO 2nczie.

delete FILE-URL

) OO ster

FILE-URL LSOl ddv W02 kO, Sttt 2 dzj SBA

15 ZdisdzyOdzd s
14 1Is.

tdNdd3 99BHO CSdOdzH '
EXEC Mode

RN sdz' L 58 @dg iz
ANO2dz ftesetcOdB3di3desets B MY J ud dzdw ddzd W 02 dz ¢ tdesduaiiste @y dido,? dif
ZHOdzdls! dzj o 5L &3Sy dzts.

1 tod Bj
| HOddsd fteddjtt) §sCOLOds, COC EHOd]l' W0O2d clmage2é d

Switchfdelete Image?2
Delete Image2? (y/n) [n] vy
File is deleted.

Switch#
25.2 dir

[ OdzdzOY CtBORHO dMysd LEjlsMy HdY sSktBteOy j ddY ddi stkOydd
flisd.

dir [URL]

] OO ster

URL (JfydsdzOug @ ifls d dzw WOo2dz0 ddzd
dzj sBRsSHd®Bts tslstsBtcOL dls’ .

15 EdisdzyOdzed ®
1 d.Is

219



(S BotHMlse & 1§ Sdb L) kHPAE'D dzt” § BBEEISOBE0 2 kisso dgv
DGS-1250

t d X dodp SHE G GROdzH T
EXEC Mode

RMfsdz' LsoOdzdj S Bd3OdzH T

( Mdzd k! dai ESOLOd, BEHjI dMficd LsoOd jSEzOMHT cszGls Pdzsc
9 S ttodsj WOo2dasets?2 MmdMmisj o3" odzzlstej dzdzj 2 @ OdwIs(. 1 0SB dlsyj
SlssBteOYOjlsmw d LsoaOsjdzg o COyYyjmbseaj fHSCOOMSEO € tstodal ¢
RN sdzt L 22 1sj dirSHsdyO dz& Btedzj o sets € OlsOdztsc O, Ylstser sktsBtcOL dls!
mdMmisj d3r . Rt sdz' skmivisforage mnagidegzH | ls sB T slstsBteOL d s &ZOS s dlsj dz
WOo2daseots?2 Mmdmilsj oz .

) od &Bj o
] HOddksd ftddjtc §sCOLOds, COC skseBtOLdl! Cstdjos? €Ok

Switch#dir

Directory of /c:

—-Iw 1338 Sep 24 2019 C
@l== 1360 Jan 01 2000 C

1:30:06 512 SSI CertificateAuthority.ca
0:00:08 system

1 -rw 1062 Sep 24 2019 01:28:50 512 SSL certificate.crt
2 -rw 887 Sep 24 2019 01:29:40 512 SSlL-private.prv

3 -rw 8486640 Sep 23 2019 02:16:36 Imagel

4 -rw 8485024 Sep 16 2019 02:47:21 TImage?

5 -rw 160223 Sep 20 2019 03:33:54 Configl

6 )

7 )

46305280 bytes total (20725760 bytes free)

Switchi#
25.3 show storage media-info
[ Odzdz@V € ts BOdeHOD] Iaffifpf sozizy BlstsBteOY j ded W JdeW stedsOydd 5 dzOC s d k

show storage media-info

1 OtlOd3j Ister
1 d.Is

1 5 k& dsts dzy O dzd

1 d.Is

tdddz 99tsHO S d&3OdzH '
EXEC Mode

RMfsdz' Lsoa Odedj S Bd3OdzH T
RMysdzt LE2IS] HOdzdzz® CBROdZHE, yYlstsB' lssBtOL dIs! ddaf stedzZOYy "
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} tedjd3s
| HOddsd feddkjtt) §sCOLOds, $OC sksBOLdl! JdistkOoyds

Switch#show storage media-info

Drive Media Type Size FS-Type Label
@ Flash 44 MB swf
Switch#
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26.s sd3OdzH"™ Fi |l ter Database (FDB)

26.1 clear mac-address-table

[ OdzdzO" CHBORZHO dhYtsd LEjlsMy HdiY bEHOd) ddOH oz O O dalftsjcn
HddzOdzd uj MS-OR to jdmnisdzO ZC OL Odzdzs i3 ddzls j W j 2], -OQHg jJom ts 8 d de@zd
FCOLOddzs?2 VLAN dd&zd o fiGH tejdigiOazddul MIE@Hdeg ol ¢ o

clear mac-address-table dynamic {all | address MAC-ADDR | interface INTERFACE-ID | vlan
VLAN-ID}

) OLO®] ster

all VLE O dussisBr EHOddIs! ofMmJ HOHEYAEHOW ] !
address MAC-ADDR LEOYdIsi, Udddtser ZERWO Odzdz" 2 H J-GO &g 14
interface INTERFACE-ID VLEOYdIsyj dgdzlsj oW j 2 M (WdLrdug madael

Cchstesd dzj 5B R SHJ dH ZHiddls! [ ¢ u

vlan VLAN-ID VE@Ysj VLAN I D o HJOfOLBdz lIs 1 ¢

15 ZdisdzyOdzd s
1 4.s

tdNdds 9oaHO Ctsd3OdzH "
EXEC Mode

RMftsdz LsoOdedy S BAdROdzHT

RMftsdzt LEZ2I) HOddzz® CHBOdzHE, ylstse' bk HGHjshsoL O fidUHdj IsH de
Ssdz? €5 HdAZOBdUd MEd2 ddzndodHEZOMz dzr 2 OHtej M.

1 ted &3 te
] HEzsdz fteddiitey ¢ 0L OdzsQH EJCE OOH: QA8 1000 : [7®0s 00: 07 dL I[sOB
[ buOHIc] Mise .

Switch$# clear mac-address-table dynamic address 00:08:00:70:00:07

Switch#

26.2 mac-address-table aging-time

[ OdzdzO" CtBOdHO dmisd LEjshy Hov OhiOet)Mdoe o te] d @Eidzdlyf
oSLOKOO § dzOfMls O e OBEHE szt zb.j f)' ¥ 56 d3ts 2

mac-address-table aging-time SECONDS
no mac-address-table aging-time

222



(S BotHMlse & 1§ Sdb L) kHPAE'D dzt” § BBEEISOBE0 2 kisso dgv
DGS-1250

) OO ster

SECONDS VLEOYdIsy otej i3 EMlsOtj 9 OdzdY o HJOI
Mmd CedOYdisy O, Ylstspr ls¢dz ydls: -t
OHtej Mtsodzdoy jls OB

15 ZdisdzyOdzd s
1 2Oy j dzd j f 5 TR0z U dgdz dzH .

t d X dodp S @& B3O dzH T
Global Configuration Mode

RMfsdz' L soOdedj S tsSd3OdzH T
LEOYdIsy oty W EMISOj o Oddw 0, ybts' BAtY b oW EB@E dqed Yy

1 tod B
| HOGEsd ftddjt) JOuREdqOuzs,. @OL) dafj ot &3j dzd kMisOtj o Odedw

Switch# configure terminal
Switch (config)# mac-address-table aging-time 200

Switch (config) #

26.3 mac-address-table learning

[ OdzdzO" CtRORHO dhmftsd LEjlshy HEOH @iChmoy ded v W L dewj el & o3 [ 1
slsCdz yj dzd™ HOdzgdzs?2 WkzSydd nesmfsdr L2Ij ! W steds?

mac-address-table learning interface INTERFACE-ID [, | -]
no mac-address-table learning interface INTERFACE-ID [, | -]

] OO Ister

INTERFACE-ID {TyddzOdz dats) VCOYdlsy ddzlsjteW 2
¢ ts

(
Metsd¥ e ktedtetse Ols .

([fydsdOd ds) RrRNfsd Lkjkfw  Hdv
qdzls j e p2mddzd ©lsHjdzj dzd¥ HJOY OL &
fjH" HEN jets. lsBjd HEs d §tshdj

q s dzOdz' dzts) RMYsdz Lizjlsmw  Hdw
el jo2fMse. JltsBjd HE d f§shdj

O <
4= 2

15 ZdisdzyOdzd s
15 EdisdzyOdzd® HOdzdzOW s ydw 9§ dzs y4 0z0.
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t d X dodp SHE G GROdzH T
Global Configuration Mode

R sdz' L tse Odzd §
[ OdzdzOW € s BOdzH O

¢ s RO dzH T
HsMiskzf dz0 ktde S5 Hdv dOMtes?2¢d ddzsjte¥ 2

RMYGd L22Ij HOddkzY CodkOdHk, ykts' oDdicyfiso/ s d¥ dud §yj

fstehkk.

l od &34 to
1w Odizddfste d &34 t6

Switch# configure terminal

Switch (config)# mac-address-table learning interface ethl/0/5

Switch (confiqg) #

26.4 mac-address-table notification change

[ OdzdzO" CHBORHO dMysd LizjlsMw HdY ¢ d¥ yj ded v /-QleCdylsied=. ¢ o divt
slsCdzs yjdzgdw WhkdzSydd ddzd oL o tcOk Oo & §a®dgls tcls? Enpfgsy § st tz dgtis 22y O

mac-address-table notification change [interval SECONDS | history-size VALUE | trap-type
{with-vlanid | without-vlanid}]
no mac-address-table notification change [interval | history-size | trap-type]

] OLO®R] ster

interval SECONDS

({fudsdod ds) vEOydisj daddgtEn Oz
[ 0dOH] MOS o HJOYOLsdzj Bl 17 dalyd:
fts ERsdZyDdidf S kzdzH O.

history-size VALUE

({0 ydtdzOdz dats) VEOYdlj &OCMJ KO
sOBdzdy dMbstedd EkotjdesMda dedP OL tpdzgfi
0 Hts 500 LOfdmj 2. 1 201 2@ dfHits. 2d

trap-type ({fydsdzOdz! des) vVSOydlsy, BEHJjI dzd
VLAN ID.

with-vlanid VLSO dIsg H dzw 9 Cdzs yj ded W VLAN | B
Mstse M j ded (.

without-vlanid VS OMdIsH dzw dms dz6 y4 dzqd v VLAN I D =<

fsseh j dad d .

1 5k dsts dzy O dzd

Vo jHE A ZdOHE] P8 IS¢ d* yj d .
Rdzls j bo Oz Slsf 00 & d IsteiGly cpj CYwizrAk s dzy O dzd
sskzdyujfmlsets LOfdMi2 o kOBddy)] dhsetkdd ke jHtdkdj dd?
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v dffap-mtstse M jfds] Wiz d3ts deiyv@tbmut-vianid.

t d X dodp S G BROdzH T
Global Configuration Mode

RMfsdz' LsoOdedj S Bd3OdzH T

l1ted tOMmMf sL dz0o Odzedd ddzd EHORZPHGE MO st Oz Hpj ko jHE
Brls: wslfttOodzj dzts o sOBdzdykz dMmisstd-ij e j & & diffrdzed 20 @ SLALDIsigH
snmp-server enable traps mac-notification change. J sOB dzd y J dmlssted d o jHdd
cOMY SL dzOdzedzr § d dzd {OW @End2dz Ilsij ~f ¢dudzls j 6W j 2 Mse Hdzw Clststc’ n
Ctezf f soer 7 OHtj Mse MtsBrIsdw dgj ¢jdzgjtedtelzs Isfypw .

1 ted &3j te

| HOdkEd)tj §sCOLOds, §O0C oCds ydls! bo-Qwisiwd ddy s O dis
qdzsjteo Oz 10 MjSkdH, O ddddls §&50Msddyjmsek LOFdMj2 o df

Switch# configure terminal

Switch (config)# mac-address-table notification change

Switch (config)# mac-address-table notification change interval 10

Switch (config)# mac-address-table notification change history-size 500
( )

Switch (config)#

26.5 mac-address-table static

[ OdzdzOV" CBBOZHO dhftsd LEzjlsfMw Hd&zY HtsB O dzj dzd-®H tijsiPtsa] .y j 6z
EHOdzj dzdv L OfdMmd dL kOBddynoetsmfsd Lk2IjMm! Wsktds?

mac-address-table static MAC-ADDR vlan VLAN-ID {interface INTERFACE-ID [, | -] | drop}
no mac-address-table static {all | MAC-ADDR vlan VLAN-ID [interface INTERFACE-ID] [, | -1}

) OOk ster

MAC-ADDR VEOYdIlsy ddzHdo dHEZOdz dar 2 -Qjndmfj e tc A
OHty Msdg dzOL dzO Y4 ded W (destinatior
[ QuOH L) M, fdzyjdd j £COL Oddas?
ECOL Odzgdz’ 2 ddzlsjtel j 2.

vlan VLAN-ID LEOYdlsy VLAN LOfdMmMdHt® 4HJO4.0L sdzj

interface INTERFACE-ID LEOYdIs] ftstelsr ftesHodyJ dzdw C OHEESH

(Jfyd sdzO@mtetsyz’ L &z Isfmw H dzW fdtdy
qdzls j oW j 2 yse  ddzd tslsHjdzj dedw  H G
fejH' HEN jes. JltsBjd HE d f§tshdj

f ydsdzOdeides)dz il j I dz2v e sL dzOyj o
Is

(d
qzls j oW j 2 Mse . JesBjdr Hts d §.s5fdzj
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drop LEOYdIsy , Yylstser slsBtetsmdls COHteT ,
[ ouOHt] MO / dz20 EDOusQdgdz'dZdd [seusL dzOy

all VEOYdIsj, ylstsB"™ EHOddIs! o figjOHLEQ findshe

15 EZdisdzyOdzad ¥
1 d.Is

tdNdds aotsHO CdBROdzH T
Global Configuration Mode

RMftsdz LsoOdedy S BABROdzH T
[ LOfdMmd ddHde OB G aisy fizhe £C OL Ols:  ktd St sHdd

CozffcoscBHE) HO Ky dts G OL Ols! dzj MS sdz € s dzd dbdzls j WO 2 Mpts e
JddzHdo dHEZOdZ - s EEMPPui nt erface I D EZCOLT 90Is! dgj dzzyeets. 1 tg
OHtEejMO BEHjls bEHOM &z Istsd S5 ksls ddisjteW j2f), I D Sthttesct

EHOdj 0 oMmw L Of d O Hdsg Aoy, & ol eice@Rtfisitds B Is! §toddsj dzj dz lssdz €
qizHndo dHZO Mz -@esEEMO O ¢

1 tod d3d te

Il HOdzdzsdz fted B oy f 5C OL Odzts, CO¢ HBBOadIs! fMlsOlsd ujymes d?2
OHtj Mtse . ( Mdzd -GHXE jjfipts df) dfOpedzOyj dzdw C2: F3: 22: 0A: 12 jB4 {5
2O ttOo dzj dz dzO ¢ tstels 1.

Switch# configure terminal
Switch (config)# mac-address—-table static C2:F3:22:0A:12:F4 vlan 4 interface ethl/0/1

Switch (confiqg) #

26.6 multicast filtering-mode

[ OdzdzO" CsROdHO dmisd LEzjkMY Hd dOMses2¢d MishHseO ©B®
oELOKLOO ¢ dOfMbts2C 0k 5 ZRsdyodds osmfsd LE2sj M ¥ieds

multicast filtering-mode {forward-all | forward-unregistered | filter-unregistered}
no multicast filtering-mode

] OOd) ster

forward-all veoOydlsy, ylstser cOmMf csMisteOdzd Is !
s i) dzts © Vidall¢f 5 d3j dzO.

forward-unregistered VEOYdIsy, ybser dOftOsadls! L OtjcdHtf
dz0 disp Odzd d  IsSOB dzd y” f4ted OHtej MOy
dzj L Ot jedmistcd totso Odzdz j ctezff s j -
Htsd3j dzO.
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filter-unregistered LEOYdIsy, Yylstser &ZzOf tOo dIs L Oty ¢
shdeso Odzd d sOB dzd y - f4ted OHtej MOyd
dzi L Otcj ¢ piplsiteizf tgts ctezf fsor J FOCJIsr .

15 EdsdzyOdz s
1 OO Iste 5 izidgwmadi®dzgistered.

t d X dodp s HE @ ABO dgH T
VLAN Configuration Mode

RMftsdz LsoOdedy S BAROdzH T

[ Odedz’ 2 iy dd3 Wddz' steOydd ftodhjddds stsdz €5 ¢ ctolzfftser d3 § O
dzj L Otcj 16 1p 15O dzdz’ Hdzw ctkzfftsor n OHt] Mise .

11 ss

1 ted d3d te
] HOddzsd3 fteddsjtej §66OLOGS, COC kmkOdssodlk! tjyxdd % ddk
ylstser ¥ dd steseOl! djLOjcdmsedetso Odzdz’ | OHtsj MO.

Switch# configure terminal
Switch (config)# wvlan 100
Switch (config-—vlan)# multicast filtering-mode filter-unregistered

Switch (config-vlan) #

26.7 show mac-address-table

[ OdzdzO" S ERORHO dhMysd LizjORY MG kS GlsGakegd 6 ol ead L of dnj 2
OHtej MO Ho" ECOLOdEscs ddisjtWj?2mO/ VLAN.

show mac-address-table [dynamic | static] [address MAC-ADDR | interface INTERFACE-ID |
vlan VLAN-ID]

] OOd) ster

[fydsdOd ds) vSOydkj, uyksstsBq BBE
d dzO di3d W f) “OcHAe § ffnftse .

dynamic (
H

static ({fydsdz0&'OdetE)lsj, yYlstsB" ®GlstsBteOL dIs!
Mis Ols d wd ) cOnte j{info .

address MAC-ADDR ({1 yd s dOd Oodets)lseid ItB" 2 -OfH doy ) .

interface INTERFACE-ID ({fuyd sdzOuf @asd s , YlstsB " d delististe ds@®u of
£C OLOdzdzscts ddzlsj ¥ j 2 MO (W dehahne)).l¢ t

vlan VLAN-ID ({fydsdzO&'Odgts{))s;j VLAN I D & HJOYOLt
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15 ZdisdzyOdzd s
1 d.Is

tdddds aosHO Ctsd3OdzH '
EXEC Mode

RMfsdz' LsoOdzdj S Bd3OdzH T

) ted bkCOL O] infef@d B0 slkspt©Oy jdz0 dJdhHdodHEZOd dOw L Of
fitjHOyd foslkejlshsokjls S OLOdEsEE Jqdlsj ol j?2hE.

1 tod &3d te

| HOdgdzs s feddsjtej §mCOLOMS, COC ©lscRHAO)Ltss re@rtjts JLig@Ry dOfpd
02-4b-28-c4-82.

Switch# show mac-address-table address 00:02:4B:28:C4:82
1 00-02-4B-28-C4-82 Static CPU
Total Entries: 1

Switch#

I HOddstsd3 fteddzj ey YsCOpBgetsL OFPMHdssOrwOuy-BhEPHEI MCdr [ ¢

Switch# show mac-address-table static

VLAN MAC Address Type Ports

1 00-02-4B-28-C4-82 Static CPU

2 00-02-4B-28-C4-82 Static CPU

4 00-01-00-02-00-04 Static eth1/0/2

4 C2-F3-22-0A-12-F4 Static port-channel?2
6 00-01-00-02-00-07 Static ethl/0/1

6 00-01-00-02-00-10 Static Drop

Total Entries : 6

Switch#

| HOddzs s ftedd3jtcj §cCOLOdE, §OC shkOBEQMmEh Hadj VLANG B Is

Switch# show mac-address-table vlan 1

VLAN MAC Address Type Ports
1 00-02-4B-28-C4-82 Static CEU
1 00-03-40-11-22-33 Dynamic ethl/0/2

Total Entries: 2

Switch#
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26.8 show mac-address-table aging-time

Ztctso dgw

[ OdzdzOW C5BEOdZHO dMf sd! LEjlsmMYy HAY GlstsB-@OK j a9 pitcls G3g dizff &
show mac-address-table aging-time

1 OtOd3j Ister

14 1s.

15 kdisdzyOdzd ®

1 d.Is

tdNdds o9oaHO Ctsd3OdzH "

EXEC Mode

RMfsdz' L soOdedj S tsSd3OdzH T

RiMfsdz L E21] HOdzdzky CBRBOBHE, Ykt OBt dlss BGg & ykMmls

1 tod a3 to

]l HOddsd3 ftod d3j tod HfBHE@ LAz, o tEj@EY HAdPisi Qetg jips@dzpv  Is[OlBulzd Y J .

Switch# show mac-address-table aging-time

Aging Time is 300 seconds

Switch#

26.9 show mac-address-table learning

[ OdzdzOW CBROZHO dMf sdz LEzjlsmYy HdY SsGrtEOMGazdwy MisOEzMO dL |

show mac-address-table learning [interface INTERFACE-ID [, | -]]

] OOd) ster

INTERFACE-ID INTERFACE-ID ({ T yd sdzOdz'Cdasy)d Is § ddzlsj teW j 2 M, ¢t
SlssBtcOL dlIs! .

: ({fydsdO@ehdetsiz L zjlshy Hdv fitjy
dqdzlsj W j2MmMse d dzd SIsH j dzj dzd W Hd G
ftoiHr HEM jEes. 1B jdr Hts d § tsfdzj

- ({0 ydsdokrmndes)dz: L 24 Ismw H dzw sB L (
dqdzlsj W j2MmMse. lwsBjd Hts d § tsfdzj
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15 ZdisdzyOdzd s
1 d.Is

tdddds aosHO Ctsd3OdzH '
EXEC Mode

RMfsdz' L soOdzed] S tsSdBBOdzH T
( fMdzd dzi ESC OLOde fOwORjIster, BEZHEI lkBteOyjd ofj Mmkhj Mmis:

1 od &3d to

]l HOdflasdizzj tcj f s5C OL Odzts, COC tslstsB te@H tg Jsf s dn Isd® kzdnf A W waff v j i
sls 1 Hts 10.

Switch# show mac-address-table learning interface ethl/0/1-10

Interface State
ethl/0/1 Enabled
eth1/0/2 Enabled
eth1/0/3 Enabled
eth1/0/4 Enabled
eth1/0/5 Enabled
ethl/0/6 Enabled
eth1/0/7 Enabled
ethl/0/8 Enabled
eth1/0/9 Enabled
eth1/0/10 Enabled
Switch#

26.10 show mac-address-table notification change
[ OdzdzO" CtsBOdH O dMmytsd LkjlsMw HdAdv lstss tcOQH tdz O HzOdded sd B ls t
FojHtdd dd?2 .

show mac-address-table notification change [interface [INTERFACE-ID] | history]

] OO ster

interface INTERFACE-ID ({fyd sdzOdz'Cdasy)d Is § ddzlsj oW 4 2 M, Cts
SlstsBteOL dIs+ .

history (J 7 yd td@dk odge)ls § , Yylsse" lssBtcOL dls
5B duoaBdzd d-Of¢ed MO.

15 ZdisdzyOdzad s
1 d.Is
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tdddds aosHO Ctsd3OdzH '
EXEC Mode

RMfsdz' L soOdzed] S tsSdBBOdzH T

( mdzd dzj ZC OL Odzr Hf sdzdzd Isj dz! dzf §| § OtwOd3jIster BHEl tltsB!
f Otc O d3jnketface, ylsser slssBtcOL s ddeW stedsOyd* tsB isls sBfigiCL d i dzls
CodgCtojlsdezr 2 dqazsjtweW¥ji2m, eo9jHdlsj jet | D.

) oq B
| HOddzsds fddsjtej §COLOds, COC shoB©OL dls! d@MHdSiHED Cd0
oMjin ddzsjtWj2mon.

] HOddzsdB fteddsjtej §sCOLOMS, §OC¢ chtpkOL dEHEYEOR] dOMstts
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